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Introduction
An understanding of Windows Administration Tools is required for this course. Also, you should be familiar
with the processes of installing, supporting, and maintaining servers or other computer systems.

This course introduces the basic aspects of Acumatica ERP 2017 R2 system administration. The course
is based on a set of examples that demonstrate how to install the system, apply updates, publish
customizations, create snapshots, manage user security, and perform the initial system configuration.
The course consists of lessons that guide you step by step from the preparation of the installation to the
configuration and use of Acumatica ERP.
After you complete the course, you will have an understanding of how to deploy an Acumatica ERP
website from scratch and what has to be done before other users get access to it.
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How to Use This Course
You will learn about the Acumatica ERP system administration, starting with the system installation and
then proceeding to maintenance and initial configuration.
To complete the course, perform the lessons from each part of the course in the order they are
presented in and pass the assessment tests as follows:
1.

Start with Part 1, and complete Lessons 1–5, which are dedicated to the installation of the
system.

2.

On Acumatica University, take Test 1: Installation.

3.

Complete Part 2, which is focused on the maintenance of the system and the configuration of the
system that is performed on the server side.

4.

On Acumatica University, take Test 2: Maintenance.

5.

Complete Part 3, which is focused on system users, user roles, and system security.

6.

On Acumatica University, take Test 3: System Security.

7.

Complete Part 4, which is focused on system configuration and management.

8.

On Acumatica University, take Test 4: System Configuration and Management.

After you pass all four assessment tests, you will get the Acumatica University certificate that reflects
the completion of the course.
What Is in a Part?
Each of the four parts of the course is dedicated to a particular area of system administration and
consists of lessons you are supposed to complete.
What Is in a Lesson?
The lessons consist of steps that outline the procedures you are completing and describe the related
concepts you are learning. At the end of each step, under the Related Information section, you can find
links to detailed information about the concepts and forms used in the step. At the end of each lesson,
the Additional Information topic provides links to additional concepts that you might be interested in but
that are outside of the scope of the course.
How Should I Use Review Questions?
Review questions help you remember the key ideas of a lesson. After you have completed a lesson,
answer the review questions. Then review the related parts of the lesson, if needed.
What Are the Documentation Resources?
All the links listed in the Related Links sections refer to the documentation available on the https://
help.acumatica.com/ website. These and other topics are also included in the Acumatica ERP instance
and can be found under the Help menu.
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Part 1: Installation
In this part of the course, you will learn the system requirements and receive detailed instructions for
installing Acumatica ERP. In particular, you will develop an understanding of the possible deployment
configurations and learn about the following tasks:
•

Installing the Acumatica ERP Configuration Wizard

•

Deploying the Acumatica ERP application instances

•

Activating the license for an Acumatica ERP application instance

•

Enabling and disabling features for an Acumatica ERP application instance

•

Publishing customizations
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Lesson 1: Introduction to System Management
In this lesson, you will learn the Acumatica ERP installation and deployment options, the system
requirements, and the required configuration of the operating system where the server part of the
system will be installed. Once you complete this lesson, the server part of the Acumatica ERP system
will be ready for installation.
Lesson Objectives
You will do the following:
•

Learn about possible deployment configurations

•

Learn about the minimum system requirements that should be met when you are installing the
Acumatica ERP system locally

•

Make sure that your computer meets the system requirements
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Step 1.1: Possible Deployment Configurations
Acumatica ERP is a web-based application that users can access from any computer by using a web
browser. This web application (the website) interacts with the application server and the database that
stores all the data. Acumatica also provides a mobile application that gives users the ability to access
Acumatica ERP from mobile devices running iOS and Android.
Acumatica ERP Configuration Wizard and Acumatica ERP Application Instances
The Acumatica ERP Configuration Wizard is software that is installed on the server and that gives you
the ability to deploy application instances. An Acumatica ERP application instance is a website that is
accessed by the users in your organization for their everyday work.
By using the Acumatica ERP Configuration Wizard, you can deploy multiple application instances. You
can also delete them and perform application and database maintenance.
Installation Options
You can use either of the following installation options:
•

Local, on-premises installation: Your organization is responsible for the infrastructure (hardware,
system software, communication hardware, and software on user devices) and the deployment of
the application software (implementation, support, and upgrading).

•

Installation in the data center: The service provider manages all or most of the infrastructure. If
you are provided with a web service where you can launch an operating system with Microsoft
SQL Server available, the installation procedure will be the same as it is with a local installation.
You can also:
•

Deploy the Acumatica ERP service on Windows Azure.

•

Install Acumatica ERP on Amazon Web Services (AWS).

Implementation of Acumatica ERP on Windows Azure and Amazon Web Services is outside of
the scope of this course. For more information, refer to the System Administration: Advanced
training.
Deployment Configurations
Depending on where the database server is installed, the following configurations are possible:
•

Separate application and database servers: This is the most common configuration and the one
we recommend. You can install the application server (where the web site is running) and the
database on separate virtual machines or physical servers.

•

The same server hosting application and database: This is the development configuration, which
can be used for testing, training.

•

Multiple application servers and one database server.

Configuration Used in This Training
In this training, you will install the application and database on the same server (on your computer or
laptop). You will be able to launch Acumatica ERP application instances locally.
In general, you will do the following during the installation process:
1.

Learn the system requirements and make sure all of them are met.

2.

On the server, configure Web Server (IIS) features and perform other preparation steps.

3.

Install the Acumatica ERP Configuration Wizard on the server.
This is described in Lesson 2.
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4.

Use the Acumatica ERP Configuration Wizard to deploy Acumatica ERP application instances.
This is described in Lesson 3.

5.

Start working with Acumatica ERP, which is described in Lessons 4–5.
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Step 1.2: System Requirements for Workstations
In this step, you will learn about the system requirements for the workstations used by the employees
of your organization to work with Acumatica ERP.
The users access the Acumatica ERP application instance through the web browser. The following
browsers are supported:
•

Google Chrome, Version 52 and higher

•

Microsoft Internet Explorer 9, 10, and 11 with Compatibility View turned off
For Microsoft Internet Explorer 10, the hotfix for the ASP.NET browser definition files in
the Microsoft .NET Framework 4.0 should be installed. For more information, see http://
support.microsoft.com/kb/2600088.

•

Microsoft Edge, Version 38 and higher

•

Mozilla Firefox, Version 47 and higher

•

Safari, Version 9 and higher

To display all system forms correctly, the resolution must be a minimum of 1024 by 768, and the
recommended value is 1920 by 1080.
To view the documents exported from the Acumatica ERP system, the users will need Microsoft Office.
The following versions are supported:
•

2016

•

2013

•

2010

•

2007

•

2003 with the Microsoft Office 2007 compatibility pack

To read the Acumatica ERP documentation in PDF format, the users will need Adobe Reader version XI
and higher.
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Step 1.3: System Requirements for the Server and Database
In this step, you will learn about the system requirements for the computers hosting the server
software and the database of the Acumatica ERP system. All of the listed requirements must be met
before you start the installation.
Server Requirements
The environment where you install the server part of the Acumatica ERP should meet the following
hardware and software requirements:
•

•

Server operating system:
•

Windows Server 2016 64-bit edition

•

Windows Server 2012 64-bit edition

•

Windows Server 2012 R2 64-bit edition

•

Windows Server 2008 64-bit edition

•

Windows Server 2008 R2 64-bit edition

Non-server operating system:
Important: It is possible to install Acumatica ERP Configuration Wizard (the server software part
of Acumatica ERP) on one of the non-server operating systems listed below, but only for testing or
training purposes. For production websites, you must use a server operating system.
•

Windows 7 64-bit edition

•

Windows 8 64-bit edition

•

Windows 10 64-bit edition

•

Microsoft .NET Framework 4.7

•

Microsoft Internet Information Services 7, 7.5, 8, 8.5, or 10 (depending on the underlying
operating system) plus the following:
•

The Enable 32-Bit Applications option set to False

•

The Managed pipeline mode set to Integrated

•

4 GB RAM

•

1 GB available hard disk space plus 200 MB for each Acumatica ERP instance

Database Requirements
The system requirements for the Acumatica ERP database are listed below.
The Acumatica ERP database can be hosted by one of the following:
•

Microsoft SQL Server 2016

•

Microsoft SQL Server 2014 64-bit edition

•

Microsoft SQL Server 2012 64-bit edition

•

MySQL Community Edition Server 5.7 64-bit edition

The following hardware requirements apply for the database:
•

4 GB RAM.

•

For each database, 1 GB available hard disk space. Depending on the number of transactions,
additional hard disk space may be required to store large numbers of transactions.
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Step 1.4: Preparation for the Acumatica ERP Installation
In this step, you will check the configuration of the environment where you plan to install the Acumatica
ERP Configuration Wizard (the server software part of the Acumatica ERP system) and if there is a
need, you might have to change the settings of your environment.
We recommend the following configuration on the computer used as a server:
•

At least all critical updates (and preferably all available updates) for the operating system and
software components are installed.

•

All required third-party components listed in the system requirements are properly installed and
configured.

•

The IIS Management Console is enabled (Internet Information Services > World Wide Web
Services > IIS Management Console)

•

The following Application Development IIS features (Internet Information Services > World
Wide Web Services > Application Development Features) are turned on:

•

•

•

.NET Extensibility

•

ASP.NET

•

ISAPI Extensions

•

ISAPI Filters

The following Common HTTP IIS features (Internet Information Services > World Wide Web
Services > Common HTTP Features) are turned on:
•

Default Document

•

Static Content

The following Performance IIS features (Internet Information Services > World Wide Web
Services > Performance Features) are turned on:
•

Dynamic Content Compression

•

Static Content Compression

•

The Request Filtering security IIS feature (Internet Information Services > World Wide
Web Services > Security Features) is turned on.

•

For each application pool you are planning to use, the Enable 32-Bit Applications parameter is
set to False.
In this training, we will use the DefaultAppPool application pool.

•

The SSL protocol in Web Server (IIS) is enabled.
The secure connection is needed so that your Acumatica ERP users can export data to Microsoft
Excel spreadsheets updating the data automatically, and so that you can enable single sign-on
(SSO) to Acumatica ERP with Google Account or Microsoft account.
To enable SSL in Web Server (IIS), you must first obtain a certificate that is used to encrypt
and decrypt the information that is transferred over the network. You receive a certificate file
from the certification authority and then register the certificate with your Web Server (IIS). For
instructions, refer to your Web Server (IIS) documentation.
The scope of this training does not include configuration of data export or integration with identity
providers.

•

For Microsoft SQL Server, the Full-Text and Semantic Extractions for Search feature is
installed.
Acumatica ERP uses the semantic search through SQL databases so that the system can identify
the key phrases in text or documents, discover similar or related documents, and provide
information to explain how documents are similar or related. This feature gives you the ability to
employ semantic search in your Acumatica ERP instances.
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In Microsoft SQL Server, the semantic search functionality is disabled by default, while in MySQL
Server, the semantic search functionality is enabled by default. If you don't have this feature
installed, you can install an update and select this feature (under Database Engine Services).
For training and testing purposes, you can install the server part of Acumatica ERP on the non-server
operating systems listed in the previous step. The instructions listed below demonstrate the verification
of the Web Server (IIS) features and the application pool settings on the computer running Windows
10. If you are using other supported environments and have trouble finding the required features,
please refer to the corresponding documentation for instructions.
To verify the Web Server (IIS) configuration, perform the following instructions:
1.

Click the Windows key and type Windows Features, and then click Turn Windows features on
or off.

2.

In the Windows Features dialog box that opens, expand Internet Information Services and
then expand Web Management Tools.

3.

Make sure the IIS Management Console check box for this feature is selected, as shown in the
following screenshot.

Figure: IIS Management Console enabled

4.

In the Windows Features dialog box, navigate to Internet Information Services > World
Wide Web Services > Application Development Features.

5.

Verify that the following settings are enabled, as shown in the screenshot below:
•

.NET Extensibility 3.5

•

.NET Extensibility 4.6

•

ASP.NET 3.5

•

ASP.NET 4.6

•

ISAPI Extensions
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•

ISAPI Filters

Figure: Application Development Features

6.

In the Windows Features dialog box, navigate to Internet Information Services > World
Wide Web Services > Common HTTP Features.

7.

Verify that the following features are enabled, as shown in the screenshot below:
•

Default Document

•

Static Content

| Step 1.4: Preparation for the Acumatica ERP Installation | 17

Figure: Common HTTP Features

8.

In the Windows Features dialog box, navigate to Internet Information Services > World
Wide Web Services > Performance Features.

9.

Verify that the following settings are enabled, as shown in the screenshot below:
•

Dynamic Content Compression

•

Static Content Compression
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Figure: Performance Features

10. In the Windows Features dialog box, navigate to Internet Information Services > World
Wide Web Services > Security.
11. Verify that the Request Filtering setting is enabled, as shown in the screenshot below.
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Figure: Security Features

12. Click OK.
13. Select Start > Control Panel > System and Security > Administrative Tools > Internet
Information Services (IIS) Manager.
14. In the Connections pane, click Application Pools; in the list of available application pools on
the server, select the application pool that you use on your website: DefaultAppPool.
15. Right-click DefaultAppPool, and select Basic Settings.
16. In the Edit Application Pool dialog box, which opens, verify that the selected application pool
is configured for .NET Version 4 and the managed pipeline mode is Integrated, as you can see in
the following screenshot. Then click OK.

Figure: Application pool settings
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Important: We generally recommend that you use a separate application pool for the Acumatica
production instance.
17. In the Actions pane, click Advanced Settings, as shown in the screenshot below.

Figure: Steps to open the advanced settings of the application pool in the IIS Manager

18. In the Advanced Settings dialog box, in the Enable 32-Bit Applications setting, make sure
the value is False, as shown in the screenshot below.

Figure: Checking the Enable 32-Bit Applications setting

19. Click OK to close the dialog box.
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Now you have verified the Web Server (IIS) configuration and can proceed to installing
Acumatica ERP.
Related Links
Preparing for Installing Acumatica ERP
System Requirements for Acumatica ERP
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Additional Information
The following concepts are outside of the scope of this course but may be useful to some readers. You
can use the link below to get additional information.
License Resource Levels
Before determining the type of server configuration you should use, you need to make sure that you
have selected the appropriate Acumatica ERP licensing limitation, which is directly related to the type of
server environment you will use.
Instead of charging for every user that needs to use the system, Acumatica ERP uses a licensing system
based on the size of the resource level. This system is based on the overall usage and load levels you
will have on the system.
For more information about companies and multi-company configurations, see Typical Hardware
Configurations for PCS and PCP Licenses in the Acumatica ERP Installation Guide.
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Lesson Summary
In this lesson, you have been introduced to the system requirements of Acumatica ERP, and you have
ensured that your computer meets the requirements and that all necessary features are installed
(where applicable) and turned on.
Now the Acumatica ERP Configuration Wizard can be installed.
Review Questions:
•

In brief, what are the system requirements for Acumatica 2017 R2?

•

How do the system requirements of Acumatica 2017 R2 compare to those of other ERP systems
you know?

•

How can the choice of client browsers and security policies affect Acumatica 2017 R2?
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Lesson 2: Installing the Acumatica ERP Configuration Wizard
In this lesson, you will download and install the Acumatica ERP Configuration Wizard.
Once you complete this lesson, you will have this application installed on your computer functioning as
a server, and will be able to deploy the Acumatica ERP application instances.
Lesson Objectives
You will do the following:
•

Obtain the Acumatica ERP installation package

•

Install the Acumatica ERP Configuration Wizard application software
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Step 2.1: Getting the Latest Acumatica ERP Release
In this step, you will learn where you can find the latest Acumatica ERP builds and all the previous
versions. You will identify the latest release number, but find and install the previous release so that you
will be then able to learn how to update the system.
To download the Acumatica ERP build, perform the following instructions:
1.

Open the Acumatica Partner Portal .
You will need your partner login and password to access the site.

2.

Under Product Links in the left pane, click Download Acumatica.

3.

Under Current Products in the left pane, click Acumatica 2017 R2.
The page where you can download the selected version and read the release notes is displayed,
as shown in the screenshot below. To download the latest version, you just need to click the
download link, and save the Windows installer package (.msi).

Figure: Download page of Acumatica Partner Portal

4.

To download the previously released build of the current Acumatica version, write down the most
recent version number (it is the number in the 17.200.XXXX format displayed on the right part
of the screen).

5.

Open the builds.acumatica.com web site where all the previously released versions are available
for download.

6.

Open the 17.200 directory, and in the list of builds find the build which is a direct predecessor of
the latest version.

7.

Click the build number, then click AcumaticaERP and download the AcumaticaERPInstall.msi
Windows installer package.
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Step 2.2: Installing Acumatica ERP
In this step, you will install the Acumatica ERP Configuration Wizard. This software is a part of the
Acumatica ERP Tools, which also include the following components:
•

The Acumatica Report Designer: An optional software component that provides visual tools that
you can use to design custom reports for Acumatica ERP.

•

The Debugger Tools: An optional set of software components that gives you a limited ability to
debug the deployed Acumatica ERP instances.

In this training, you will not install these components; they can be installed at any later time.
Normally, the Acumatica ERP Configuration Wizard is installed on the dedicated application server or
servers, as described in Step 1.1. In this training, you will use your computer as the server hosting
application and database.
To install the Acumatica ERP Configuration Wizard, perform the following instructions:
1.

Run the AcumaticaERPInstall.msi file that you have downloaded in the previous step.
The Welcome page of the installer is displayed, as shown in the screenshot below.

Figure: Welcome page

2.

Click Next.

3.

On the License Agreement page, read the license agreement.

4.

To accept the license agreement, click I Agree, as shown in the screenshot below, and click
Next.
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Figure: License Agreement page

5.

On the Main Software Configuration page, select the Launch the Acumatica ERP
Configuration Wizard check box, as shown in the screenshot below, and click Next.
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Figure: Main Software Configuration page

6.

On the Select Installation Folder page, specify the location where you want to install Acumatica
ERP, as shown in the screenshot below, and then click Next.
Before you click Next, you can click Disk Cost to view the list of the drives where you can
install Acumatica ERP, along with the available and required disk space on each drive.
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Figure: Select Installation Folder page

7.

On the Confirm Installation page, shown in the screenshot below, click Next.
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Figure: Confirm Installation page

8.

Wait while the Acumatica ERP software is being installed; see the message showing the progress
of the installation in the following screenshot.
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Figure: Installing Acumatica ERP

When the installation process has completed, the Acumatica ERP Configuration Wizard is started
automatically. You can also run the Acumatica ERP Configuration Wizard anytime by selecting
Start > Acumatica > Acumatica ERP Configuration.
Now you can proceed to deploying Acumatica ERP application instances.
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Additional Information
The following concepts are outside of the scope of this course but may be useful to some readers. You
can use the links below to get additional information.
Acumatica Report Designer
This optional component can be installed along with the Acumatica ERP Configuration Wizard or at any
later time. The Acumatica Report Designer provides visual tools that you can use to design custom
reports. For more information, see Report Designer in the Acumatica Framework guide.
Acumatica Framework
Acumatica Framework is a Web 2.0 application development platform you use to develop business
applications, such as custom application modules that can be used with Acumatica ERP. For more
information, see Installing Acumatica Framework.
Debugger Tools
The Debugger Tools are an optional set of software components that gives you a limited ability to
debug the deployed Acumatica ERP instances. This set can be installed along with the Acumatica
ERP Configuration Wizard or at any later time. When you choose to install the Debugger Tools, in the
installation directory, the installer adds the Sources folder and .pdb files to the bin folder. The Sources
folder contains the core files from Acumatica Framework that you can use when you are debugging
the application. For more information, see Debugging an Acumatica Framework Application in the
Acumatica Framework guide.
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Lesson Summary
In this lesson, you have installed the Acumatica ERP Configuration Wizard, which gives you the ability to
deploy application instances.
Review Questions:
•

What is the purpose of Acumatica ERP Configuration Wizard?

•

How do you obtain Acumatica ERP Configuration Wizard?

•

What are the components of Acumatica ERP that can be installed? Describe these components.

•

Is it possible to install different versions of Acumatica ERP side-by-side? Describe why or why not.
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Lesson 3: Deploying Acumatica ERP Application Instances
In this lesson, you will learn how to deploy Acumatica ERP application instances. You will also learn
about companies as they are defined in Acumatica ERP and the number of application instances you
might need to serve multiple organizations at once.
Once you complete this lesson, you will have three application instances installed on your computer,
which will function as a server, and will be able to sign in to these application instances and perform
further configuration.
Lesson Objectives
You will do the following:
•

Deploy an Acumatica ERP application instance

•

Deploy an Acumatica ERP application instance with the demo data

•

Deploy a multi-company Acumatica ERP application instance

•

Change password for the first login
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Step 3.1: Deploying a New Application Instance
In this step, you will use the Acumatica ERP Configuration Wizard to deploy a new Acumatica ERP
instance.
The procedure of creating a new instance is wizard-driven with simple steps. On the eight pages of the
wizard, you will select and configure the following entities for a new instance:
1.

Database Server Connection: You select the database server you want to use for the new
instance and the server authentication method.
In this training, you will use a Microsoft SQL server running on your computer.

2.

Database Configuration: You can create a new database, or connect to an existing database
by selecting it from the available databases on the server.
In this training, you will create a new database.

3.

Company Setup: Here you specify the company name, create more companies if needed and
set up their hierarchy, and indicate if the demo data should be inserted into the company (demo
data sets are used for trainings and for demonstrating the features of the system).
Acumatica ERP is an application with multi-tenancy architecture, which means that a single
instance of the application can serve multiple tenants. Each such tenant is defined in the
system as a separate company. By running one instance of the application with one instance
of the database used by the system, you can give multiple companies web access to the same
database. You will create a multi-company application instance later in this course.
In this step, you will create a single company named MyCompany with no demo dataset.

4.

Table Configuration: This page is intended to configure data sharing between companies. It
is displayed only when the Advanced Settings check box has been selected in the previous
Acumatica ERP Configuration Wizard page.
In this training, you will skip this page.

5.

Database Connection: The authentication method that the application instance will use to
connect to the database, which is either Windows authentication or SQL Server authentication.
If Windows authentication is selected, the system will use the default anonymous user account
with low privileges, used by Internet Information Services (IIS). Windows authentication doesn’t
work with MySQL Server.
For the SQL Server authentication method, you can create a new login or select an existing one.
The login must have at least the following rights:
•

read, write, execute, and ddl_admin for a Microsoft SQL server

•

create, alter, drop, select, delete, insert, update, create temporary tables, and execute for
a MySQL server.

In this training, you will use Windows authentication.
6.

Instance Configuration: On this page, you specify the instance name, path, and other
instance configuration settings.

7.

Web Configuration: Here you configure the website settings and, optionally, select the
application pool.
In this training, you will use the default application pool.
For a production instance, we recommend that you create a new application pool for production
deployment.

8.

Confirm Configuration: On the last Acumatica ERP Configuration Wizard page you review and
confirm the overall instance configuration.

To deploy an application instance to be used in this course, perform the following instructions:
1.

Run the Acumatica ERP Configuration Wizard by clicking Start > Acumatica > Acumatica ERP
Configuration.
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The Welcome page of the Acumatica ERP Configuration Wizard is displayed, as shown in the
screenshot below.

Figure: Welcome page of the Acumatica ERP Configuration Wizard

2.

Click Deploy New Application Instance.
The Database Server Connection page is displayed, as shown in the following screenshot.
You can select a server type from the two supported options: MySQL Server and Microsoft SQL
Server. If you are using a Microsoft SQL Server (as is the case for this course), you can select a
server in the Available Servers list.
On this page, you also have to select the authentication method to be used to connect to the
database server. This method must be supported by the selected database server.
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Figure: Database Server Connection page

3.

In the Server type box, leave Microsoft SQL Server.

4.

In the Server name box, leave (local).

5.

In the authentication method options, leave Windows Authentication, and click Next.
The Database Configuration page is displayed, as shown in the following screenshot.
This wizard page provides you with two options: to create a new database on the server selected
on the previous page, or to connect to the one of the existing databases.
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Figure: Database Configuration page

6.

Leave the Create a new database option selected.

7.

In the New database's name box, type AcumaticaS100, and click Next.
The Company Setup page is displayed, as shown in the following screenshot. The wizard creates
the new company with the default name Company in the Login Company Name column. The
name specified in this column is displayed on the application instance login page and in the
instance user interface.
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Figure: Company Setup page

8.

In the Login Company Name column, double-click the company name and change it to
MyCompany.

9.

Leave the default values in the other boxes, and click Next.
The Database Connection page is displayed, as shown in the following screenshot. On this page,
you have to specify the authentication method that this instance of Acumatica ERP will use to
connect to the database.
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Figure: Database Connection page

10. Leave the default Windows Authentication option selected.
The default anonymous user account used by Internet Information Services
(ApplicationPoolIdentity) will be used to connect to the database.
11. Click Next.
The Instance Configuration page is displayed, as shown in the following screenshot.
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Figure: Instance Configuration page

12. Leave the Create Portal check box cleared.
Selecting this check box creates an Acumatica Self-Service Portal instead of a normal application
instance. Acumatica Self-Service Portal is designed to be a site where your customers can view
all the relevant information about their interaction with your company as a vendor and perform
common activities online. A self-service portal is a special type of the application instance
connected to your Acumatica ERP instance but with limited access.

13. In the Local Path of the Instance box, specify the path on the local computer to the
application instance being created, and click Next.
The Web Site Configuration page is displayed, as shown in the following screenshot.
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Figure: Web Site Configuration page

14. Under Application Pool Settings, select the Use Existing Application Pool option button and
in the list of available application pools, select DefaultAppPool.
By using a dedicated application pool, you can better isolate instances and fine-tune resources that
are allocated for the instance by IIS. The list contains only existing application pools configured in
Web Server (IIS) you can use to install Acumatica ERP.

15. Click Next.
The Confirm Configuration page is displayed, as shown in the following screenshot. On this page,
you can check the configuration settings you have specified. You can also save the configuration
settings to an XML file by clicking Save Configuration.
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Figure: Confirm Configuration page

16. Click Finish and wait while the installation process completes.
17. Click OK in the dialog box after the installation is complete to return to the Welcome page of the
Acumatica ERP Configuration Wizard.
The new Acumatica ERP instance is created, and now you can access it for the first time.
Related Links
To Deploy an Acumatica ERP Instance
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Step 3.2: Accessing the Application Instance for the First Time
In this step, you will open the created Acumatica ERP application instance and set the new
administrator password.
An administrator can open the application instance in any of the following ways:
•

By using the Acumatica ERP Configuration Wizard: This method is described in the instructions
below.

•

By clicking Start > Acumatica > Instance_name: This link is created automatically in the
Acumatica ERP program group.

•

By opening the http://localhost/Instance_name/ link in the web browser. This can be done
only on a computer with the Acumatica ERP Configuration Wizard installed.
For the second and third ways, Instance_name is what you have specified in the Virtual Directory
Name box on the Web Site Configuration page during the creation of the instance. You specified
AcumaticaS100 as this name during Step 3.1.

To access the Acumatica ERP instance remotely, as any other user would, you would use the fully
qualified domain name (FQDN) of the server instead of localhost in the URL.
Every Acumatica ERP instance comes with an active default user account (admin) that you use to sign
in to the system. You start working with Acumatica ERP by changing the password for this user. Later,
during the system configuration, you will create more system users.
To access the application instance for the first time, perform the following instructions:
1.

Run the Acumatica ERP Configuration Wizard by clicking Start > Acumatica > Acumatica ERP
Configuration.

2.

On the Welcome page of the Acumatica ERP Configuration Wizard, click Perform Application
Maintenance.
The Application Maintenance page is displayed, which shows the list of available Acumatica ERP
instances, as shown in the following screenshot.

Figure: Application Maintenance page
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3.

Select the AcumaticaS100 instance, which you created in Step 3.1, and click the Launch button.
The instance will open in a new tab of your default browser, as shown in the following
screenshot. Note that the Acumatica ERP version is shown in the bottom right corner.
On a computer with the Acumatica ERP Configuration Wizard installed, you can also open the
http://localhost/Instance_Name/ link in a browser. To access the Acumatica ERP instance remotely,
use the fully qualified domain name of the server instead of localhost in the URL.

Figure: Application instance Welcome page

4.

Use the following credentials for the first login:
•

My Username: admin

•

My Password: setup

5.

Click Sign In.

6.

Type the new password in the New Password and Confirm Password boxes, as shown in the
screenshot below.
Passwords must be at least 8 characters and contain characters from three of the following four
categories: English uppercase characters (A through Z), English lowercase characters (a through
z), base 10 digits (0 through 9), and non-alphabetic characters (such as !, $, #, and %).

7.

Click the link to read the Acumatica User Agreement, and then select the check box to indicate
that you have done so (also shown in the following screenshot).
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Figure: New password set

8.

Click Sign In.
This opens the Acumatica ERP instance home page.

Related Links
To Change the Password at the First Logon
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Step 3.3: Deploying an Instance with the Demo Data
In Step 3.1, you created an out-of-the-box application instance—it does not contain any financial,
organizational, or other data.
During the creation of an Acumatica ERP instance, you can fill the database with the demo data. The
instances with demo data are used, for example, to execute the steps within training courses. With
these instances, the learners do not have to configure the system from scratch.
Multiple data sets, which have been designed for different purposes, are available through the
wizard. Some of the data sets, such as F200Init and I100, are used for completing the trainings. The
SalesDemo dataset is intended for demonstrating the system capabilities.
You define whether to use one of these data sets or not when you create an instance, on the Company
Setup page of the Acumatica ERP Configuration Wizard.
In this step, you will create a new application instance that will contain the I100 data set.
To create an Acumatica ERP instance with this demo dataset inserted, perform the following
instructions:
1.

Run the Acumatica ERP Configuration Wizard by clicking Start > Acumatica > Acumatica ERP
Configuration.

2.

On the Welcome page, click Perform Application Maintenance.

3.

Below the list of existing application instances, click New.

4.

On the Database Server Connection page, specify the following settings, and click Next to
proceed to the next page:

5.

6.

•

Server type: Microsoft SQL Server

•

Server name: (local)

•

Windows Authentication: selected

On the Database Configuration page, specify the following settings, and click Next to proceed to
the next page:
•

Create a new database: Selected

•

New database's name: AcumaticaI100

On the Company Setup page, double-click in the Insert Data column for the automatically
created row with Company, and select I100 from the dropdown list, as shown in the following
screenshot.
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Figure: Selection of the demo dataset

7.

Click Next to proceed to the next page.

8.

On the Database Connection page, select Windows Authentication and click Next.

9.

On the Instance Configuration page, specify the following settings, and click Next to proceed to
the next page:
•

Instance Name: AcumaticaI100

•

Create Portal: Cleared

•

Local Path of the Instance: The path on the local computer to the application instance

10. On the Web Site Configuration page, specify the following settings, and click Next to proceed to
the next page:
•

Web Site Settings: Default Web Site

•

Use Existing Application Pool: Selected

•

List of existing application pools: DefaultAppPool

11. On the Confirm Configuration page, click Finish, and wait while the new application instance is
created.
12. Click OK in the dialog box after the installation is complete to return to the Acumatica ERP
Configuration Wizard, then click Perform Application Maintenance.
The list of existing application instances now contains two sites: AcumaticaI100 and
AcumaticaS100, as shown in the following screenshot.
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Figure: Application instances

13. Click the AcumaticaI100 instance, and click Launch.
14. On the AcumaticaI100 instance Welcome page, change the default password for admin, and log
in to the instance.
15. To verify that the demo data has been inserted, open the Company Tree form (EP204061;
Organization > Organization Structure > Manage) and make sure there are three employees,
as shown in the following screenshot. These employees do not come in the out-of-the-box
company; they have appeared in the instance because you directed the wizard to insert the
data.

Figure: Demo data in the system
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Application Instances and Companies
In Acumatica ERP, a single instance of the application can serve multiple tenants which represent
separate companies. In Acumatica ERP, when you create an application instance, you create at least
one tenant company (as you have done in Step 3.1 and Step 3.3). It is not possible to configure an
instance that does not have at least one company defined.
You can deploy the following combinations of instances, databases, and companies:
•

One application instance—one instance of a database and one company.

•

Multiple application instances—multiple companies, each using its own database.

•

One application instance with one instance of a database—multiple companies with web access to
the same database.

•

One application instance with one instance of a database—multiple companies work on the same
database with completely isolated data. The application looks identical to all tenants, but each
company has exclusive access to only its data.
Data sharing or separation between companies is outside the scope of this training.

Ways to Add More Companies
For an Acumatica ERP application instance, you can create additional companies in three ways:
•

In the process of installing an instance, on the Company Setup page of the Acumatica ERP
Configuration Wizard.

•

After the application instance has been deployed, on the Company Setup page of the Acumatica
ERP Configuration Wizard of an existing instance.
You can access this page by navigating to Start > Acumatica ERP Configuration >
Application Maintenance > Company Maintenance.

•

After the application instance has been deployed, through the Acumatica ERP user interface.

The System Company and Company Hierarchy
When you install Acumatica ERP, the hidden System company (the one with an ID of 1) is always
created automatically. In the following screenshot, notice that MyCompany has an ID of 2, and its
parent company is the hidden System company with an ID of 1.
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Figure: The System company

The System company contains the predefined system data, such as preconfigured roles and numbering
sequences, as well as wiki-based documentation. The system data is used by all tenants of the same
application instance.
By default, the System company is hidden. All other user-created companies inherit the initial
configuration and system data (predefined data) from the System company. That is, all the data
available in System is visible to other companies in the same database.
When you create a new company, the parent company must be selected; the System company is
inserted as a parent by default. You can create an unlimited number of child companies; and for each
of them select an arbitrary parent company by specifying its ID. When you create a company from the
Acumatica ERP user interface, the System company is assigned as its parent.
Users can log in to only those companies that do not have any child companies. If you select an existing
company to be a parent, users would not be able to sign in to this company anymore.

Also, the companies can be deleted, except for the System company.
Use of a Custom Parent Company
An application update or upgrade replaces all the data available in the System company. The data
created by users in user-created companies remains unchanged. If you would like to replace the
preconfigured data, such as roles and numbering sequences, similarly for multiple new companies, you
can create a parent company that will serve as a system company for your new companies.
To configure a custom parent company, you create a new company and provide a name that clearly
indicates how this company will be used—for example, NewParent. This company is a child of the
System company and inherits all its data.
In the NewParent company, you can override the preconfigured settings as needed and specify other
configuration settings to be used in all the new companies. Then when you create a new company by
using the Acumatica ERP Configuration Wizard, you specify NewParent as the new company’s parent
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company; the new company will inherit all the data from the NewParent company rather than from the
System company.
Visibilty of the Companies
When you use the Acumatica ERP Configuration Wizard to deploy a new Acumatica ERP application
instance or to manage existing companies of the existing instance, you can create more companies
than you need at the moment.
You can define some of the companies to be invisible to the users, as shown in the following screenshot.

Figure: The Visible setting for companies

On the screenshot, the InvisibleCompany is being created—you know this because the New check box
is selected. The Visible check box for this company is cleared. This means that the users will not see it
unless the administrator makes it visible.
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Step 3.4: Deploying a Multi-Company Instance
In this step, you will create an Acumatica ERP application instance with three companies. You will
assign one of them to be a parent of the other. After the instance is created, you will open the instance
Welcome page and make sure that the company selection box has appeared.
Then you will modify the instance: add one more company and make one of the companies invisible.
For a multi-company Acumatica ERP instance, you can restrict the list of companies a user can see
only to the companies the user has access to. You will do this and then make sure that the company
selection box does not appear on the instance Welcome page by default.
To create a multi-company Acumatica ERP instance, perform the following instructions:
1.

Run the Acumatica ERP Configuration Wizard by clicking Start > Acumatica > Acumatica ERP
Configuration.

2.

On the Welcome page, click Deploy New Application Instance.

3.

On the Database Server Connection page, specify the following settings, and click Next to
proceed to the next page:

4.

5.

•

Server type: Microsoft SQL Server

•

Server name: (local)

•

Windows Authentication: Selected

On the Database Configuration page, specify the following settings, and click Next to proceed to
the next page:
•

Create a new database: Selected

•

New database's name: AcumaticaMultiple

On the Company Setup page, click the New button twice to add two more companies, as shown
in the following screenshot.

Figure: Creation of multiple companies

6.

Double-click in the Parent Company ID column for the first company.
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The default parent System company (the one with an ID of 1) cannot be changed, as shown in
the following screenshot.

Figure: Availability of only basic settings for the company

7.

Select the Advanced Settings check box below the table.
Now the wizard also displays the System company. Notice that the Visible check box for this
company is cleared, meaning that the users do not see it.
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Figure: Availability of advanced settings

8.

For Company, clear the Visible checkbox.

9.

For Company3, double-click in the Parent Company ID column and select 2, as shown in the
following screenshot.
This makes Company3 the child of Company. In such a configuration, users will be able to log in
to only Company2 and Company3, because they do not have children.
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Figure: New parent company selected

10. Click Next.
11. On the Database Connection page, select Windows Authentication, and click Next.
12. On the Instance Configuration page, specify the following settings, and click Next to proceed to
the next page:
•

Instance Name: AcumaticaMultiple

•

Create Portal: Cleared

•

Local Path of the Instance: The path on the local computer to the application instance

13. On the Web Site Configuration page, specify the following settings, and click Next to proceed to
the next page:
•

Web Site Settings: Default Web Site

•

Use Existing Application Pool: Selected

•

List of existing application pools: DefaultAppPool

14. On the Confirm Configuration page, click Finish, and wait while the new application instance is
created.
15. Click OK to be directed to the Acumatica ERP Configuration Wizard, and click Perform
Application Maintenance.
The list of existing application instances now contains three sites: AcumaticaI100,
AcumaticaMultiple, and AcumaticaS100, as shown in the following screenshot.
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Figure: Application instances

16. Select the AcumaticaMultiple instance, and click Launch.
The Welcome page has the box where the company can be selected, as shown in the following
screenshot.

Figure: Application instance with multiple companies

17. Return to the Acumatica ERP Configuration Wizard, and on the Welcome page, click Perform
Application Maintenance.
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18. On the Application Maintenance page, select the AcumaticaMultiple instance, and click Company
Maintenance.
19. In the SQL Server Authentication dialog box, leave Windows Authentication selected and click
OK.
The Company Setup page is displayed for the selected instance.
20. Click New to add one more company to the instance.
21. Select the Secure Company on Login Form check box.
This hides the box where the company can be selected from the instance login page until a user
enters his or her login and password. After the user is authorized, the system displays a list of
companies where this user has the user account that was entered.
22. For Company3, clear the check box in the Visible column, as shown in the following screenshot.
This makes this company invisible for all users.

Figure: Companies of the application instance

23. Click Next.
24. On the Tables Configuration page, leave the default settings, and click Next.
25. On the Confirm Configuration page, click Finish, and wait while the application instance is
updated.
26. In the Acumatica ERP Configuration Wizard, click Perform Application Maintenance.
27. On the Application Maintenance page, select the AcumaticaMultiple instance, and click Launch.
Notice that the Welcome page does not display the box where the company can be selected
anymore.
28. Enter the default login and password for the application instance (admin and setup,
respectively).
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The admin user has access to all companies, and the company selection box is displayed for
them, as shown in the screenshot below. Also notice that Company3, which has been made
invisible, is not on the list.

Figure: Absense of invisible company

Related Links
Multi-Company Instances
Managing Companies
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Additional Information
The following concepts are outside of the scope of this course but may be useful to some readers. You
can use the links below to get additional information.
Acumatica Self-Service Portal
The Acumatica Self-Service Portal is an optional component that can be installed along with the
Acumatica ERP Configuration Wizard or at any later time. For more information, see Setting Up
Acumatica Self-Service Portal in the Installation Guide.
Branches and Multiple Branch Support
In each Acumatica ERP company, you must define at least one branch to represent your company. As
small and medium-sized organizations grow, they often add new locations that become branches with
some degree of autonomy. You can define these branches in Acumatica ERP.
The multi-branch functionality has been developed for organizations that meet certain requirements:
•

All branches use the same base currency.

•

The chart of accounts is shared among branches, or similar charts of accounts used by different
branches can be merged into one chart of accounts used by all branches.

•

The branches have the same financial year and periods.

For more information, see Multiple Branch Support.
General Ledger Consolidation
Larger organizations with base currencies that are different in different branches, fiscal years, and
periods can configure their subsidiaries as separate organizations with individual company IDs and
use the consolidation functionality to be able to report as a single company. For more information, see
General Ledger Consolidation Overview.
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Lesson Summary
In this lesson, you have learned how to install Acumatica ERP sites, and how to create companies on an
instance of Acumatica ERP 2017 R2.
Review Questions:
•

What is the process of deploying an Acumatica ERP application instance?

•

If a training guide says to create a company with the MyCompany login company name and I100
data, what will you do?

•

What is the System company?

•

How many companies can you install on one application instance?

•

What does the Advance Settings check box on the Company Setup page of the Acumatica ERP
Configuration Wizard do?

•

What does the Secure Company on Login Form check box on the Company Setup page of the
Acumatica ERP Configuration Wizard do?

•

Suppose that you have a multi-company site, but a user doesn't see the company selection box
on the Welcome page of the site. What are the possible reasons?
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Lesson 4: Enabling Features and Activating a License
In this lesson, you will learn about the trial and full license modes of Acumatica ERP, and the procedure
of applying a license. You will also enable the Acumatica ERP features that provide the system
functionality.
Once you complete this lesson, two suites and one additional module will be shown on the interface of
the application instance.
Lesson Objectives
You will do the following:
•

Enable feature groups for an Acumatica ERP application instance

•

Learn how to activate a full-product Acumatica ERP license
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Step 4.1: Enabling Product Features
When you install a new blank instance of Acumatica ERP, most of the product features are disabled.
When you sign in to a new Acumatica ERP instance, the only form you can access is the Enable/Disable
Features (CS100000) form, which you use to enable features in accordance with the license you have
bought.
Acumatica ERP provides a scalable core system functionality and offers a range of add-on features. On
the Enable/Disable Features (CS100000) form, you can view and modify the list of features that are
enabled for your organization. The features are grouped by functionality. Some of the feature groups
are selected by default (as shown with Standard Financials, the standard functionality of the Finance
suite, in the following screenshot) for any type of license.

Figure: The Standard Financials group of features

The other feature groups, such as Advanced Financials or Standard Distribution, might have not
been included in your license.
You can start implementing and using a feature (that is, you can open the applicable module or form or
view applicable elements of forms) only after it has been enabled. For instance, if the applicable feature
is not enabled, you cannot even view the suite or module name on the main menu.
The Enable/Disable Features (CS100000) form also displays (at the top of the form) the state of the
currently selected feature set. The following states are possible:
•

Pending Activation: You have modified the feature set but have not enabled the features.
With this status, the settings on the form do not reflect the actual set of features available in
Acumatica ERP.

•

Validated: All the features selected on the form have been enabled. With this status, the settings
on the form reflect the actual set of features available in your instance of Acumatica ERP.

In this step, you will enable the Standard Distribution feature group, which will cause the Distribution
suite to appear on the user interface. You will also enable the Customer Management feature, which
will cause the Customer Management module to appear in the Organization suite on the UI.
To enable these features on the instance you just created, perform the following instructions:
1.

Launch the AcumaticaS100 application instance by clicking Start > Acumatica >
AcumaticaS100.

2.

On the Welcome page of the site, sign in with the admin username and the password that you
have specified in Step 3.2.
The Acumatica ERP Product Documentation page is displayed. This is the default page being
shown to all system users unless they set another home page in their user profile.
The left pane contains only two pages: Favorites and User Security.

3.

In the left pane, click the User Security quick menu, then the Users form.
You can click any form name in the system.
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The Enable/Disable Features form (CS100000) is opened, as shown in the following screenshot,
regardless of the form name you clicked.

Figure: The Enable/Disable Features form

4.

On the toolbar, click Enable.
All the features that have been selected by default are enabled. The status of the currently
selected feature set is Validated, and the forms of the Finance and Organization suites appear on
the user interface, as shown in the following screenshot.
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Figure: Finance suite and Validated status

5.

In the left pane, click Finance and then click any form on the Finance quick menu.
Note that now you are not forcibly brought to the Enable/Disable Features form (CS100000).

6.

To enable other features, again open the Enable/Disable Features form (CS100000;
Configuration > Common Settings > Licensing).

7.

On the toolbar, click Modify.
Invoking this action makes the check boxes on the form available for selection.

8.

In the list of features, select the check boxes next to the Distribution and Customer
Management groups of features.

9.

On the toolbar, click Enable.
The status of the currently selected feature set is now Validated. Notice that the quick menus of
the Distribution suite appear on the user interface, as shown in the following screenshot.
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Figure: Distribution suite shown among suites

10. In the search box at the top of the screen, type Customer Management and verify that the
Customer Management module has also appeared on the user interface, as shown in the
following screenshot.

Figure: Customer Management module shown in Organization suite

Related Links
Overview of the Acumatica ERP Features
Enabling Features
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Step 4.2: Activating a License
By default, Acumatica ERP is installed in trial mode. Trial mode allows only 10 companies per instance
and only two users to concurrently use the system, although all features are available to be selected
and enabled on the Enable/Disable Features form. Each time a third concurrent user signs in to
Acumatica ERP, one of the current users is forcibly signed out. The following message is displayed at
the bottom of each form.

Figure: Trial mode message

When you obtain the license for using Acumatica ERP and apply this license to an instance, the trial
mode restrictions are removed. A license defines the number of companies you can add to the instance,
the number of concurrent users, and the set of features you can activate for the instance. You can
create additional trial companies.
In trial mode, you can activate and use any feature. For the production site, the full-product license
should be activated before you enable the features that make individual suites available. You will not be
able to enable the features that are not included in your license.
For a license to be validated, the licensing server requires port 443 to be opened on the computer
running the Acumatica ERP instance you use to enter the key. If the server has a firewall enabled, this
port may be closed by default.
During licensing and activation, the application instance is restarted. When you apply a license on a nontesting environment, make sure that all users of your website are warned about the restart of the site so
that they can save all work in progress.

This step describes how you can activate a full product license. You do not have to perform these
instructions to pass the training, because all of the features are available in trial mode.
To activate the full-product license, you would perform the following instructions:
1.

Obtain a product key by creating a support case through the Partner Portal by submitting the
following information:
•

Installation ID: The installation ID is available on the About dialog box of the Acumatica
ERP application instance. To open this dialog box, on any Acumatica ERP form, select Help
> About.

•

Contract ID: You can find this ID on your Acumatica ERP sales invoice.

2.

Open the Activate License form (SM201510; Configuration tab > Common Settings > Licensing).

3.

Depending on the license type that you have obtained from your sales representative, do one of
the following:
•

If you have obtained a license key, click Enter License Key on the form toolbar, enter the
license key in the Activate New License dialog box (which is opened), and click OK.
The system contacts the licensing server and validates the license online. Each license can
be used to activate a predetermined number of instances. If you reach the limit for your
license, you generally won’t be able to use this license. Alternatively, depending on your
license settings, the system may bring up a prompt asking if you want to deactivate the
license from the oldest instance.

•

If you have obtained a license file, click Upload License File on the form toolbar, and then
select and upload the license file by using the Upload New License File dialog box.
If you use a license file, the system validates the license without contacting the licensing
server.

4.

In the Agree to Proceed dialog box, which opens, click the link to read the license agreement,
and if you agree to the terms of the agreement, click Agree to proceed with activation and close
the dialog box.
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5.

In the table, review the features that this license supports, and make sure that the feature list is
correct.

6.

On the form toolbar, click Apply License to activate your instance.
The status of the license becomes Valid, and the check mark in the green circle appears next to
the status, as shown in the following screenshot.

Figure: Activated license
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Lesson Summary
In this lesson, you have learned what are the Acumatica ERP features and how to enable them. You
have also learned how to activate a license for the instance.
Review Questions:
•

What is an Acumatica ERP feature?

•

Do features correspond to modules and suites?

•

Why is registering Acumatica ERP important?

•

What are the steps to register a full-product license for Acumatica ERP?

•

What port is used to communicate between the Acumatica ERP instance and the licensing server?

•

What you do first: activate a license or enable the needed features?
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Lesson 5: Publishing Customizations
Acumatica ERP comes with the powerful Acumatica Customization Platform.
With this platform, you can do the following:
•

Change the user interface and business logic of Acumatica ERP

•

Build custom application modules and add them to the system

•

Develop a vertical solution or add-on to the core functionality of Acumatica ERP

•

Build your own cloud ERP products based on the high-level application objects of Acumatica ERP
and the underlying Acumatica Framework technology.

The process of applying these solutions to Acumatica ERP application instances is called publishing
customizations.
In this lesson, you will learn how to apply prepared customization projects to an instance of Acumatica
ERP.
Once you complete this lesson, you will have a customization project published on the application
instance.
Lesson Objectives
You will do the following:
•

Import a customization project to an instance of Acumatica ERP

•

Publish multiple customization projects to an instance of Acumatica ERP
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About Customization Projects
An Acumatica customization project is a set of changes to the user interface, configuration data, and
functionality of Acumatica ERP. Because an instance of Acumatica ERP consists of the website and the
database, you can use the platform to customize both of these components. A customization project
might include any of the following:
•

New custom forms and modifications to the existing forms of Acumatica ERP (such as new
buttons, boxes, and tabs)

•

Custom C# code

•

Custom database scripts

•

Custom or modified reports (Acumatica Report Designer reports, generic inquiries, and analytical
reports)

•

Changes in the application configuration (site map changes, new system locales, integration
scenarios, shared reusable filters, access rights of roles to forms, and changes of wikis) that are
saved in the database for the current company

•

Additional files that you need for Acumatica ERP customization

The content of a customization project is stored in the database of the Acumatica ERP instance.
Development of Customization Projects
To perform any customization of the user interface or to extend the business logic, a developer creates
and maintains customization projects by using the Customization Tools of the Acumatica Customization
Platform. This platform provides the mechanisms to develop, upgrade, publish, unpublish (that is,
cancel publication), export, and import a customization project. After the customization project is ready,
it is exported as a deployment package—the ZIP file that contains the project. The deployment package
can be then imported and published as a customization on the end-user systems.
The development of customization projects and the creation of deployment packages are outside the
scope of this training course.
It is common for multiple customizations to be applied to an Acumatica ERP application instance. You
can create as many customization projects as you need and independently develop and maintain each
customization project for a specific customization task. Help articles created for customized Acumatica
ERP forms can also come in a separate customization package.
General Procedure of Applying a Customization to an Instance
When you need to apply a developed customization to a target environment, you perform the following
actions:
1.

Obtain the deployment package (or packages).
The package is a .zip archive that keeps all the changes and additional files.

2.

Check if the deployment package is supported by your system.
For the same customization, there can be different deployment packages for different versions of
Acumatica ERP.
If you use MySQL server for an Acumatica ERP instance, check that the customization package also
supports it. Read the customization project release notes to be sure that your environment supports
this customization.

3.

Import the deployment package or packages to the target Acumatica ERP instance.

4.

Publish the customization—that is, apply the content of a customization project to the target
Acumatica ERP instance.
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Important: We recommend that you publish the same project only once. Installing the
customization more than once may result in duplicate data being installed. If you find that there
are problems with it, you will not be able to proceed. If you want to make minor changes, that
changes must be in a separate customization project.
Related Links
Customization Tools
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Step 5.1: Importing a Customization Project
In this step, you will import a vertical solution that adds a Manufacturing suite to the Acumatica
ERP system. The solution is called JAMS and is distributed in the form of two deployment packages:
JAMS.zip and JAMSWIKI.zip. The first one is the customization project and the second is its set of help
files. The JAMS software is made up of five Acumatica ERP modules, each covering a particular facet of
manufacturing: Bill of Materials, Production Management, Material Requirements Planning, Estimating,
and Product Configurator.
Once you install this customization, the new suite with these modules will appear on the Acumatica
ERP interface. In this step, you will import the two JAMS deployment packages to the AcumaticaS100
application instance.
To import the JAMS customization to an application instance, perform the following instructions:
1.

Open the Acumatica Partner Portal .
You will need your partner login and password to access the site.

2.

Under Product Links in the left pane, click Download Acumatica.

3.

Under Current Products in the left pane, click Manufacturing Edition.

4.

Download to your computer the Manufacturing.17.200.XXXX.XX.zip and
ManufacturingWIKI.17.200.XXXX.XX.zip deployment packages, which correspond to Version
2017 R2 of Acumatica ERP.

5.

Launch the AcumaticaS100 application instance by clicking Start > Acumatica >
AcumaticaS100.

6.

On the Welcome page of the instance, sign in with the admin username and the password you
have specified in Step 3.2.

7.

Navigate to the Customization Projects form (SM204505; System > Customization > Manage).

8.

On the form toolbar, click Import.

9.

In the Open Package dialog box, which opens, select the path to the
ManufacturingWIKI.17.200.XXXX.XX.zip file with the customization project you have
downloaded, and click Upload.
The imported project appears on the form, as shown in the screenshot below. Notice that the
Published check box is cleared for this project because this customization has not been applied
to the instance yet.

Figure: List of available customizations

10. On the toolbar, again click Import.
11. In the Open Package dialog box, which opens, select the path to the JAMSWIKI.zip file with
the customization project you have downloaded, and click Upload.
The imported project also appears on the form, as shown in the screenshot below.
Notice that each imported project has the Level parameter. This is the priority level used to
resolve any conflicts that may arise if multiple modifications of the same items of the website are
merged. An empty value corresponds to the default value of 0.
The Screen Names column lists the forms that are modified by the project.
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Figure: Two projects imported

12. Click Manufacturing.
This opens the Customized Project Editor in a pop-up form where you can see the changeset of
the selected customization project, as shown in the following screenshot.

Figure: Customization Project Editor

Now you can proceed to publishing the imported customizations.
Related Links
Deployment of Customization
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Step 5.2: Publishing a Customization Project
Customization projects that you have uploaded to the application instance can be published all at once
or one after another.
When you run the publication process, the Acumatica Customization Platform executes the process in
the following stages:
1.

If you publish more than one customization project, the platform merges the projects into a
single customization project.

2.

The platform validates the customization project.
During this validation, the system checks for syntax and semantics and checks the compatibility
of the code included in the customization project with the original application code.

3.

If the validation completes successfully, you can make the platform apply the changes to the
application instance.

You can also unpublish a customization—remove the publication of the customization project or projects
from the application instance. This action does not delete the project.
Publishing Options
When you publish a customization, you can invoke the following actions:
•

Publish: Initiates the process of publishing the currently selected customization projects.
All previously published projects that are not currently selected will be unpublished.

•

Publish to Multiple Companies: Opens the Publish to Multiple Companies dialog box, which
you use to select the companies for which the selected customization projects will be published,
and to select the following publishing check boxes:
•

Database Only: Select this check box if you do not need to update the website files. If you
have published the selected customization projects in the website previously for a single
company, you do not need to update the website files; you can apply only the database
changes.

•

Publish with Cleanup: Select this check box if you need to execute all the database scripts
of the selected customization projects.
When the platform publishes a project that contains a database script, it executes the script
and tries to avoid the execution of the script at every publication of the project for optimization
purposes. Therefore, the platform keeps information about each script that is executed at
least once and has not yet been changed in the database, and omits the repeated execution of
these scripts. If you publish the project with the Publish with Cleanup check box selected,
the platform cleans up such information about previously executed scripts and executes them
once more while publishing the project.

In this step, you will publish two customization projects that you have already imported to the
AcumaticaS100 instance.
Important: We recommend that you back up the database before you publish customization projects,
because canceling publication doesn’t revert changes that are made to the database.
We also recommend that you warn users about website restart if it is expected. After the publication is
complete, the application domain always restarts if the project includes assemblies, which are placed
in the /Bin folder of the website. If you have no assemblies in the project, you can enable run-time
compilation and publication will not cause a restart.
To install customization projects, perform the following instructions:
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1.

Launch the AcumaticaS100 application instance by clicking Start > Acumatica >
AcumaticaS100.

2.

On the Welcome page of the instance, sign in with the admin username and the password you
have specified in Step 3.2.

3.

Navigate to the Customization Projects form (SM204505; System > Customization > Manage).

4.

Select the projects you have imported, and on the toolbar, click Publish.
This starts the publication process, which you can observe in the Compilation dialog box, which
opens.
The Compilation dialog box displays a log of information about the process.

5.

Wait while the binary files and the web site are validated and the message indicating successful
validation is displayed, as shown in the screenshot below.

Figure: Validation finished

6.

In the Compilation dialog box, click Publish to finalize the publishing and to update the
website

7.

Wait while the publication completes and the message indicating successful validation is
displayed, as shown in the screenshot below.

Figure: Website updated

8.

Close the Compilation dialog box.
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Notice that the Published check box for the project is selected, as shown in the following
screenshot.

Figure: Customization project published

9.

On the right upper corner of the screen, click Sign out.
Notice that the information on the published customization projects is now available on the
Welcome page of the application, as shown in the screenshot below.

Figure: Customization information

10. Sign in back to verify that Manufacturing suite appears on the interface.
11. In the search string, type Bill of Materail and see that the forms of the new suite present in
the system, as shown in the following screenshot.
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Figure: Forms of Manufacturing suite
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Additional Information
The following concepts are outside of the scope of this course but may be useful to some readers. You
can use the links below to get additional information.
Customizing a Multi-Company Site
You can publish multiple customization projects for multiple companies at once. For more information,
see Customization of a Multi-Company Site in the Customization Guide.
Publishing the Project with a Cleanup Operation
If a customization project contains a database script, during the project publication, the platform
executes the script. For optimization purposes, to avoid the execution of database scripts during every
publication of the project, the platform saves information about each script that has been executed
at least once and has not yet been changed in the database, and omits the repeated execution of
such scripts. You can force the platform to clean up this information about previously executed scripts
of a customization project and execute the scripts once more while publishing the project. For more
information, see To Publish the Current Project with a Cleanup Operation in the Customization Guide.
Using the Customization Project Editor to Publish the Project
The name of the imported customization project is also a link to the Customization Project Editor, which
opens displaying the current customization. You can publish the project from this window. For more
information, see Customization Project Editor in the Customization Guide.
Performing Customization
To read more about the process of developing a customization and the tools you can use, see
Performing Customization in the Customization Guide.
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Lesson Summary
In this lesson, you have learned what the customization projects are for Acumatica ERP and how to
install them to the application instance used by end users.
Review Questions:
•

What is a Acumatica ERP customization?

•

What is the difference between a customization project and a deployment package?

•

Why is it important to back up the database before publishing a customization?

•

What are the steps to publish multiple customizations for Acumatica ERP?

•

What is the purpose of using the Publish with Cleanup operation?

•

If you have one customization published on the application instance and you have imported one
more customization, should you select both of them when performing publication of the second
customization (provided that you want to have both of them)?
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Part 2: Maintenance
In this part of the course, you will learn the system maintenance tasks. In particular, you will develop
an understanding of what company snapshots are and when the system must be and might be updated.
You will also perform the following tasks:
•

Creating snapshots

•

Exporting and importing snapshots

•

Restoring snapshots

•

Deleting snapshots

•

View and change the parameters of an Acumatica ERP application instance

•

Update an application instance by using Acumatica ERP Configuration Wizard

•

Update an application instance by using its web interface

•

Configure an application instance whose settings are stored in the web.config file of the site

•

Using the command-line tool for the installation and update of Acumatica ERP

•

Deleting an application instance
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Lesson 6: Snapshots
Acumatica ERP provides a way to save the full or partial data of the companies: by taking snapshots.
Later, the company data can be restored to the state it had at the moment when you created the
snapshot.
In this lesson, you will learn about the snapshots and the operations you can perform with them.
Lesson Objectives
You will do the following:
•

Take a snapshot for a company

•

Export the created snapshot to store it locally

•

Upload the snapshot to a new company

•

Restore the data from the snapshot

•

Delete a snapshot
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Step 6.1: Creating a Company Snapshot
In Acumatica ERP, you can create company snapshots containing your company’s full or partial data.
(The data from published customizations is a part of the database and thus is always included in
snapshots.) Snapshots are created for each company, not for each application instance. They can be
saved locally in the same database, or at a location you specify.
The number of snapshots you create is limited only by disk space. Any previously taken snapshots are
not included in the new snapshot.
How Snapshots Can Be Used
Any snapshot can be imported and restored to another company. Snapshots can also be used as
company templates when you create new companies in Acumatica ERP that are similar in configuration.
Also, you can use snapshots to set up a test environment for your company where you test the
configuration changes required for your company before you apply them to your live company.
Important: We do not recommend that you use snapshots to back up data. We recommend that
you instead use database management applications to back up the database of your Acumatica ERP
instance.
What Can Be Included in a Snapshot
When taking a snapshot, you specify which data you want to include by selecting one of the available
content options. The contents of the snapshot—that is, the SQL database tables that are included in the
snapshot—are defined by snapshot configuration files with the .esc extension. Usually these files are
located in %Program Files%\Acumatica ERP\<instance name>\App_Data\SnapshotConfigs, where
<instance name> is the name of the application instance website.
The following content configuration files are available by default:
•

Full except Attachments and Wiki.esc: The full data related to the company, excluding
attachments and wiki articles

•

Full except Attachments.esc: The full data related to the company, excluding attachments

•

Settings and Business Accounts.esc: The company’s complete set of configuration settings
and business accounts, including attachments

•

Settings and Business Accounts except Attachments.esc: The company’s complete set of
configuration settings and business accounts, excluding attachments

•

Settings except Attachments.esc: The company’s configuration settings, excluding
attachments

•

Settings only.esc: The company’s configuration settings, including attachments

You can also select the Full contents option when you are taking a snapshot (there is no configuration
file for this option), and all data related to the company will be saved.
The configuration files listed above can be modified to fit your needs. For example, you can either
exclude tables and table fields from snapshots or replace data in table fields with predefined values.
How to Prepare a Snapshot for Export
Company snapshots are stored in the database as companies with special company IDs (negative
integers).
To free disk space, you can export snapshots to store them in an external storage, and then delete
obsolete snapshots. Exported snapshots can later be imported back into the application.
To be exported to external storage, a snapshot should be prepared—that is, the snapshot’s data should
be saved to a file. The snapshot can be prepared either during creation or any time later. During
preparation, you define the export format: Binary or XML.
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What Exporting a Snapshot Means
When a snapshot is exported, the system copies the prepared file to external storage; the snapshot
itself remains in the database.
An exported snapshot is saved as an archive in .zip format. It contains the exported data in a
collection of either .adb or .xml files (depending on the selected export format) and the description of
the snapshot in the manifest.xml file in the snapshot. Manifest.xml carries the snapshot description
generated when the snapshot was created and the version of the instance that has been used to
prepare the snapshot before export.
In this lesson, you will create a snapshot for a company with the Full export mode and prepare it for
export in the Binary format. Then you will save the data to your computer as a .zip archive.
Important: We recommend that you create the snapshot at a time when nobody is using the system
for entering or processing data; this ensures that the snapshot will have consistent and valid data.
To take a company snapshot and export it to your computer, perform the following instructions:
1.

Launch the AcumaticaS100 application instance by clicking Start > Acumatica >
AcumaticaS100.

2.

On the site welcome page, sign in with the admin username and the password you have
specified in Step 3.2.

3.

Navigate to the Companies form (SM203520; System > Management > Manage).

4.

In the Company ID box, leave the default value, as shown in the following screenshot.
In this box, you can select the company whose snapshot you are going to create.
AcumaticaS100 is not a multi-company application instance, and the company ID is 2, because 1
is reserved for the default system company.

Figure: Selection of a company to take a snapshot

5.

On the form toolbar, click Create Snapshot.

6.

In the warning that opens, click OK.
We strongly recommend that you create snapshots in maintenance mode (that is, when the system
is locked out for maintenance). Otherwise, snapshots can contain corrupted data (for example, if
any transactions were in progress during the creation of the snapshot).

This opens the Create Snapshot dialog box, which also displays the currently selected source
company.
7.

In the Description box of the dialog box, type S100 Snapshot.

8.

In the Export Mode, select Full.
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We do not recommend that you use the Settings and Business Accounts or Settings Only option. If
you perform configuration in a company with settings only, some of the configuration changes may
seem as if they’re allowed, although with actual data (that is, documents and entities), the changes
would be prohibited.

9.

Select the Prepare for Export check box.

10. In the Export Format box, leave Binary, as shown in the following screenshot.

Figure: Snapshot parameters

11. Click OK.
This starts the process of creating the snapshot. Depending on the volume of data entered for
the company, the process may take a significant amount of time. Then the created snapshot
appears in the list of snapshots on the Snapshots tab, as shown in the screenshot below.
Now you can restore the data from the snapshot any time you want to, or export it and use on
another application instance.

Figure: The created snapshot

Notice that the Ready for Export check box is automatically selected. The Is Safe checkbox is
cleared because the system was not in the maintenance mode when you created the snapshot.
12. On the table toolbar, click Export Snapshot, and save the automatically selected snapshot to
your computer.
Now this snapshot can be imported to another application instance and then restored.
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Related Links
Company Snapshots
To Schedule the System Lockout
To Take a Snapshot
To Export a Snapshot
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Step 6.2: Restoring a Company Snapshot
You can import an exported snapshot back to an Acumatica ERP instance. The version of the snapshot
(that is, the version of the instance used to take the snapshot) must match the version of the
destination application instance. You can view the version of the snapshot in the manifest.xml file in
the snapshot.
An imported snapshot is stored in the database, and you can restore the data from the snapshot
whenever you want.
When you import a snapshot, you can select or clear the following check boxes:
•

Select Data From Custom Columns: This check box indicates to the system whether you want
to import customization data or not.
If the imported snapshot includes customization data, the data will be automatically restored
when you restore the snapshot. Thus, if you are importing the snapshot in a company in the same
database as the source company, you should include all customization data (that is, you should
select the check box) because any customization is database-wide.
If you are importing the snapshot to another instance with a different set of customizations
applied, we recommend that you not include customization data in the snapshot (that is, we
recommend that you clear the check box), or restoration of the snapshot will likely fail.

•

Check Database Structure Before Import: This check box indicates to the system whether
you want it to preliminarily match the data from the snapshot with the database structure in your
current Acumatica ERP instance, to reveal any conflicts before the system imports the snapshot.
Customizations may include changes in the database structure (such as changing a field length).
These changes may cause conflicts during the insertion of data from the snapshot to your current
Acumatica ERP instance (for example, if the length of the inserted field exceeds the maximum
length in the database of your current Acumatica ERP instance).When this check is performed and
there are conflicts, the system returns an error message that lists all fields from the snapshot that
have caused the conflicts. You can resolve these conflicts by changing the database structure in
your current Acumatica ERP instance.

By restoring a snapshot, you set your company data to its state when the snapshot was taken. You can
restore a snapshot to only the company you are signed in to, regardless of the origin of the snapshot. If
the snapshot from which you want to restore data includes customization data, the customization data
will be restored automatically.
In this lesson, you will import a snapshot with the customization to a company that does not have any
customizations applied but has demo data inserted (which will be overwritten).
To import a company snapshot and restore it to a destination company, perform the following
instructions:
1.

Launch the AcumaticaI100 application instance by clicking Start > Acumatica >
AcumaticaI100.

2.

On the site Welcome page, sign in with the admin username and the password you have
specified in Step 3.3.

3.

Navigate to the Companies form (SM203520; System > Management > Manage).

4.

In the Company ID box, leave the default value.
In this box, you can select the company to which you want to import a snapshot.

5.

On the table toolbar of the Snapshots tab, click Import Snapshot.
This opens the Upload Snapshot Package dialog box, as shown in the screenshot below.
There is a size limit for a snapshot to be uploaded—1 GB (1048576 KB). This limit is shown in
the bottom left corner of the dialog box. In some situations, you can increase this default limit by
modifying the web.config file of the application instance.
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Figure: Upload Snapshot Package dialog box

6.

In the Choose File box of the dialog box, select the snapshot file you have created in Step 6.1.

7.

Leave the Include Data From Custom Columns check box selected, because you want to
import customization data from the AcumaticaS100 instance.

8.

Select the Check Database Structure Before Import check box.
We recommend that you select this check box if the database structure was customized in the
origin application instance (where the snapshot was taken).

9.

Click Upload to start the upload process.
Depending on the size of the snapshot, the process may take some time. Once the operation is
completed successfully, the green icon appears on the form toolbar and the imported snapshot
appears on the Snapshots tab, as shown in the following screenshot.

Figure: The uploaded snapshot

Now you can restore the uploaded data to a company.
10. On the form toolbar, click Restore Snapshot.
This displays a warning message that the snapshot was not taken in the maintenance mode.
11. Click Yes.
This displays a warning message that this action will overwrite all data in the current company.
If the snapshot includes customization data, this data will be restored when you restore the
snapshot.
12. Click OK to start the data restoration process in the destination company.
Depending on the size of the snapshot, the process may take some time. After the process is
completed, you are signed out from the system, as shown in the following screenshot.
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Figure: Successful completion of snapshot restoration

13. Sign in with the admin username and the password you have specified in Step 3.3.
14. In the search string, type Bill of Materail and see that the forms of the Manufacturing suite
(originally published to AcumaticaS100) present in the AcumaticaI100 screen, as shown in the
following screenshot.

Figure: The restored data

Related Links
To Import a Snapshot
To Restore a Snapshot
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Step 6.3: Deleting a Snapshot
All the snapshots you take are stored in the database of your Acumatica ERP instance. To reduce the
size of the database, you can delete obsolete snapshots. Deleting a snapshot is a permanent operation
—you won’t be able to recover a deleted snapshot.
In this step, you will delete an imported snapshot on the AcumaticaI100 application instance.
To delete a snapshot, perform the following instructions:
1.

Launch the AcumaticaI100 application instance by clicking Start > Acumatica >
AcumaticaI100.

2.

On the site welcome page, sign in with the admin username and the password you have
specified in Step 3.3.

3.

Navigate to the Companies form (SM203520; System > Management > Manage).

4.

On the Snapshots tab, click the snapshot that you want to delete.

5.

On the table toolbar, click Delete Row.
The snapshot disappears from the table.

6.

On the form toolbar, click Save to save your changes and start the process of actually deleting
the snapshot.
Depending on the size of the snapshot, this may take some time. Once the operation has
completed successfully, the green icon appears on the form toolbar, as shown in the following
screenshot.

Figure: Confirmation that the snapshot has been deleted

Related Links
To Delete a Snapshot
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Additional Information
The following concepts are outside of the scope of this course but may be useful to some readers. You
can use the links below to get additional information.
Sensitive Data in Snapshots
Because the snapshots may copy data your company identifies as sensitive, Acumatica ERP provides a
way to exclude such data from the snapshots. Which data must be protected depends on many factors,
including regulations (which are often mandatory), company policies, contractual obligations, and user
expectations.
You can preserve the data from particular SQL tables down to particular table fields by configuring
snapshot configuration files. To better understand how to configure snapshot configuration files, see
Examples of Sensitive Data Preservation In Snapshots in the User Guide.
Visibility of a Snapshot
In a multi-company configuration, you can configure the visibility of snapshots between companies. For
more information, see To Toggle the Visibilty of a Snapshot.
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Lesson Summary
In this lesson, you have learned what snapshots are and how you can create, export, import, and
restore them. You have also learned how to delete an obsolete snapshot.
Review Questions:
•

What is the purpose of creating a company snapshot?

•

Where are snapshots stored?

•

Can you restore a snapshot if it has been taken on a different version of the application instance?

•

In the destination company, does a restored snapshot overwrite all the data that is not specifically
protected?

•

If the customization set of the destination instance does not match the customization set of the
snapshot, may the restoration process fail?
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Lesson 7: Maintenance
In this lesson, you will learn how to perform maintenance tasks that are associated with the Acumatica
ERP instances and their databases.
You can perform all necessary maintenance tasks by using the Acumatica ERP Configuration Wizard,
which you installed in Lesson 2 and used for creating application instances.
You can also perform database and application maintenance tasks by using the command-line tool. This
is described in Lesson 10: Using the Command-Line Tool.
Lesson Objectives
You will do the following:
•

View the details of a application instance

•

Change a database of an application instance

•

Make an existing company invisible

•

Create a new child company for the application instance and insert demo data to this company
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Step 7.1: Viewing the Details of an Application Instance
Acumatica ERP provides a way to view the following details of an application instance:
•

Instance name

•

Instance type (regular site or self-service portal)

•

Instance filepath

•

Database

•

Database version

•

File version

•

Instance URL

•

Website name

•

Virtual directory name

The instance and virtual directory names can be edited. The Instance Information page also provides
quick access to the folder where the files of this instance are stored. You can also create a shortcut for
the instance URL to get quick access to the site.
In this lesson, you will view the details of the AcumaticaI100 application instance and change its name.
Perform the following instructions:
1.

Run the Acumatica ERP Configuration Wizard by clicking Start > Acumatica > Acumatica ERP
Configuration.

2.

On the Welcome page, click Perform Application Maintenance.

3.

In the list of existing application instances, click AcumaticaI100 and click the Instance Info
button, as shown in the screenshot below.

Figure: The Instance Info button
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This opens the Instance Information page, as you can see in the following screenshot.

Figure: The Instance Information page

4.

Right of the Instance Name box, click Rename.

5.

Change the name of the instance to AcumaticaTraining, as shown in the following screenshot.

Figure: The updated application instance name
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6.

Click Save.

7.

Right of the Instance Files Path, click Open.
This opens the folder where the selected application instance is installed. In particular, this
folder contains the web.config file of the current instance, and also contains a subfolder under
App_Data with the snapshot configuration files discussed in Lesson 6.

8.

Right of the Virtual Directory Name box, click Rename.

9.

Change the virtual directory name to AcumaticaTraining, and click Save.

10. Click OK.
This saves your changes and displays the notification message.
11. Click OK.
This reloads the list of application instances, and the system displays the updated list as shown
in the following screenshot. Notice that the instance URL is also updated

Figure: Applied changes

Related Links
To View the Details of an Acumatica ERP instance
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Step 7.2: Changing the Database of an Application Instance
You can change the database of an existing Acumatica ERP instance—for example, if you want to switch
to a backup database. You can also associate the instance with a new database and create it on the fly.
When you connect the application instance to another existing database, the version of the database is
checked. The versions of the database and the instance must be the same. If the database has a lower
version, you must update it to correspond to the instance version. This can be done during the process of
changing the database.

In this lesson, you will change the database of the AcumaticaTraining application instance and connect
it to the AcumaticaS100 database, which you have created during the AcumaticaS100 instance
deployment process.
Perform the following instructions:
1.

Run the Acumatica ERP Configuration Wizard by clicking Start > Acumatica > Acumatica ERP
Configuration.

2.

On the Welcome page, click Perform Application Maintenance.

3.

In the list of existing application instances, click AcumaticaTraining and click the Change
Database button, as shown in the screenshot below.

Figure: The Change Database button

This opens the Database Server Connection page, which provides the list of available servers.
4.

5.

On the Database Server Connection page, specify the following settings, and click Next to
proceed to the next page:
•

Server type: Microsoft SQL Server

•

Server name: (local)

•

Windows Authentication: Selected

On the Database Configuration page, specify the following settings (as shown in the screenshot
below), and click Next to proceed to the next page:
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•

Connect to an existing database: Selected

•

Available databases on server: AcumaticaS100
Notice that the version of the selected database is automatically detected (as shown in
the following screenshot), and it is the same version the application instance has. If it was
lower than the instance version, you would have an option to update the database and
could not proceed further without updating the selected database.

Figure: Selection of an existing database

6.

On the Company Setup page, click Next.

7.

On the Tables Configuration page, click Next.

8.

On the Database Connection page, click Next.

9.

On the Confirm Configuration page, shown in the following screenshot, review your changes, and
click Finish.
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Figure: Reviewing the changes

10. Wait while the application instance settings are updated, and click OK in the Installation
Complete dialog.
11. On the Acumatica ERP Configuration Wizard Welcome page, click Perform Application
Maintenance.
12. On the Application Maintenance page (shown in the following screenshot), look at the Database
column: Two instances are now connected to the same database.
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Figure: Database has been changed

Related Links
To Change the Database of an Instance
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Step 7.3: Maintaining Companies for an Instance
For an existing Acumatica ERP instance, you can also modify a set of companies. In Step 3.4, you
learned how to add a new company to the existing instance and how to change its name; you also
changed companies' visibility settings.
In this lesson, you will create a new company and insert the demo data to this company. You will also
try to set all companies to be invisible, and try to make the visible company be a parent of a new
company.
Perform the following instructions:
1.

Run the Acumatica ERP Configuration Wizard by clicking Start > Acumatica > Acumatica ERP
Configuration.

2.

On the Welcome page, click Perform Application Maintenance.

3.

In the list of existing application instances, click AcumaticaTraining and click the Company
Maintenance button, as shown in the screenshot below.

Figure: The Company Maintenance button

4.

In the SQL Server Authentication dialog box, leave the default settings, and click OK.
This opens the Company Setup page, which shows the full list of companies for the selected
application instance.

5.

Clear the Visible check box for MyCompany, and click Next.
The system does not allow you to continue with all invisible companies, as you can see in the
following screenshot.

| Step 7.3: Maintaining Companies for an Instance | 102

Figure: Data being inserted to the existing company

6.

In the warning dialog box, click OK; back on the Company Setup page select the Visible check
box for MyCompany.

7.

Click New below the list of companies to add one more company.

8.

For the new company, select I100 in the Insert Data column, and select 2 in the Parent
Company ID column.

9.

Click Next.
The system does not allow you to continue, because only an invisible company can be specified
as a parent of another company (as shown in the following screenshot.)
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Figure: Error indicating that only an invisible company can be used as a parent

10. In the warning dialog, click OK.
11. Clear the Visible check box for MyCompany.
12. Click Next.
13. On the Table Configuration page, click Next.
14. On the Confirm Configuration page, review your changes and click Finish.
15. Wait while the application instance settings are updated, and click OK.
The company list for the application instance is modified.
Related Links
To Add a New Company
To Delete an Existing Company
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Additional Information
The following concept is outside of the scope of this course but may be useful to some readers. You can
use the link below to get additional information.
The Perform Database Maintenance option
The Perform Database Maintenance option is found on the Welcome page of the Acumatica ERP
Configuration Wizard. The option provides you with the ability to perform the tasks described in this
lesson.
In particular, you can create a new Acumatica ERP database, upgrade an existing database with a
current version of the database schema, repair the database schema, and set up companies. For more
information, see To Perform Database Maintenance in the User Guide.
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Lesson Summary
In this lesson, you have learned how you can change a database of the existing application instance.
You have also learned about managing companies—namely about adding more companies to an
instance and about possible and impossible configurations of company settings.
Review Questions:
•

What is the process of connecting an application instance to another database?

•

Is it possible to insert demo data to an existing company?

•

How many companies can a single application instance have?

•

Can you make the system company become visible?
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Lesson 8: Upgrading
In this lesson, you will learn about upgrading Acumatica ERP.
Updates to Acumatica ERP provide functional enhancements and new functionality. Updates are
distributed in builds (as installation packages). Builds include fixes to issues that have been reported
and may also contain functionality improvements. Builds are cumulative—each new build contains
everything from previous builds, along with any new fixes. Thus, you do not have to install a previous
build before you install the latest build.
You obtain the latest Acumatica ERP builds on the Acumatica Partner Portal and use your partner login
and password to access the site.
There are two ways of updating your instance of Acumatica ERP to a new version:
•

By using the Acumatica ERP Configuration Wizard: You download the installation package file
to the server and perform the update procedure on the server where the current version of
the Acumatica ERP Configuration Wizard is installed. You first install the product's software
components on the server by running the installation package, and then update the application
instances and their databases by using the Acumatica ERP Configuration Wizard.

•

By using the Acumatica ERP web interface: If a server with Acumatica ERP is connected to the
Internet, the system can download installation packages directly from the Acumatica ERP update
server during installation. If the server is not connected to the Internet, you can download the
update package from another computer, upload the package to Acumatica ERP, and install it by
using the web interface.
Only minor updates for your current version can be installed by using this way. To upgrade
Acumatica ERP from previous versions of the system to Version 2017 R2, you should manually do
this on the server.

Lesson Objectives
You will do the following:
•

Upgrade the Acumatica ERP Tools

•

Upgrade the application instance

•

Upgrade only the site of the application instance

•

Apply an update to an instance from the web interface, without accessing the application server
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Possible States of the Application Instance
To see which instances and databases you need to update, you should check the state of your
application instances and databases.
The Application Maintenance page of the Acumatica ERP Configuration Wizard displays the state of each
instance, as shown in the following screenshot.

Figure: Application Maintenance page

With regard to system versions, keep in mind that there are three versions you can note on this page:
•

The version of the Acumatica ERP Configuration Wizard that is installed on your server. You can
see this version in the lower left corner of the Application Maintenance page.

•

The application instance version, which is displayed in the Site Version column for the
application instance.

•

The database version, which is displayed in the DB Version column for the application instance.

On the Application Maintenance page, in the list of installed sites, you can see the following icons
indicating the state of each application instance:
•

Green check mark: Indicates that the instance and the associated database are up to date. (That
is, the versions of the application instance, the database, and the Acumatica ERP Configuration
Wizard are the same.)

•

Yellow triangle with exclamation point: Indicates that the instance and the instance database are
outdated. (That is, the version of the application instance is same as the version of the database
and is older than that of the installed Acumatica ERP Configuration Wizard.) You may need to
update the application instance and the database, but if you don't, the application instance will
still work.

•

Red circle with a white X: Indicates that the instance or the database (depending on which has an
older version) requires update; that is, the versions of the instance and the instance’s database
are different. You must update the one whose version is older.
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This icon is also displayed when the database of an instance has not been found, or when the
version of an instance or a database or both are higher than the current version of Acumatica ERP
Configuration Wizard.
Note the following points about versions:
•

The site version and the database version must be the same.

•

The Acumatica ERP Configuration Wizard version cannot be lower than the site or database
version.
That is, you first upgrade Acumatica ERP Configuration Wizard, and then you may upgrade the
site and the database. If you don't upgrade the site and the database, they continue functioning.

•

You can upgrade only the site, only the database, or both the site and the database.

•

You cannot use Acumatica ERP Configuration Wizard with a higher version to deploy an application
instance with a lower version.

•

Versions of the system which are lower than the current version can be installed only by first
uninstalling the current version of the Acumatica ERP Configuration Wizard and then installing the
desired version. The instances with higher version will remain functioning.

Related Links
Updating Acumatica ERP
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Step 8.1: Updating an Application Instance by Using Acumatica
ERP Configuration Wizard
The general process of upgrading the system by using the Acumatica ERP Configuration Wizard, which
is installed on the server, is the following:
1.

If necessary, back up all configuration files and databases used by the application instances.

2.

If necessary, notify users about the upcoming update.

3.

Download an installation package, and run it to upgrade the Acumatica ERP Configuration
Wizard.
The procedure is the same as for installing Acumatica ERP Configuration Wizard, which is
described in Step 2.2.

4.

Use the Acumatica ERP Configuration Wizard to update the database and the application
instance.

In this step, you will update the AcumaticaTraining instance from the previous version to the most
recent version.
Perform the following instructions:
1.

Open the Acumatica Partner Portal , and download the latest version of the Windows installer
package (.msi) for Acumatica 2017 R2, as described in Step 2.1.

2.

Install the newer version of the Acumatica ERP Configuration Wizard, as described in Step 2.2.

3.

Run the Acumatica ERP Configuration Wizard by clicking Start > Acumatica > Acumatica ERP
Configuration.

4.

On the Welcome page, click Perform Application Maintenance.
Notice that all existing application instances have yellow triangles with exclamation points, as
shown in the figure below.

Figure: Application instances list
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5.

In the list of existing application instances, click AcumaticaTraining and click the Upgrade
button.
You can use the Update only Website and Update only Database commands, which you can
find in the dropdown list to the right of the Upgrade button, to update the Acumatica ERP database
without updating the site or to update the site without updating the database.

6.

When you’re prompted, click Yes to continue the update.

7.

In the SQL Server Authentication dialog box, which opens, specify the following setting:
•

8.

Windows Authentication: Selected

Click OK to start the update.
The time required for the update depends on the performance of your database server, the
differences between the old and current versions of the database schema, the hardware
configuration of the server, and the current system load. When the update of the instance is
finished, the Acumatica ERP Configuration Wizard updates the list of instances, as shown in the
screenshot below.

Figure: Successful update of one instance

The AcumaticaTraining instance and its database have the same version as the Acumatica ERP
Configuration Wizard does, as indicated by the green checkmark.
The AcumaticaMultiple instance and its database have the same version, but it is lower than the
version of the Acumatica ERP Configuration Wizard, as is indicated by an exclamation point in a
yellow triangle.
The AcumaticaS100 instance and its database have different versions because the database is
used by the AcumaticaTraining instance and has been updated. This is indicated by a red circle
with a white X.
9.

Click the AcumaticaS100 instance, and click Launch to open the instance.
The alert message is displayed on the Welcome page, as shown in the screenshot below.
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Figure: Welcome page indicating a different version of the site and the database

10. Return to the Acumatica ERP Configuration Wizard, and in the list of existing application
instances, click AcumaticaS100.
11. In the dropdown list to the right of the Upgrade button, click Update only Website, as shown
in the screenshot below.
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Figure: Update Only Website button

12. When you’re prompted, click Yes to continue the update.
When the update of the website is finished, the Acumatica ERP Configuration Wizard updates the
list of instances, as shown in the screenshot below.
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Figure: Successful update of two instances

13. Select the AcumaticaS100 instance, and click Launch to open the instance.
The site is functioning, as shown in the following screenshot.

Figure: The same version of the site and the database
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Related Links
Updating Acumatica ERP by Using the Configuration Wizard
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Step 8.2: Updating an Application Instance by Using the Web
Interface
Although you must have access to the application server to upgrade the system by using the Acumatica
ERP Configuration Wizard, to update an application by using the web interface, you require only access
to the Apply Updates form (SM203510) of the application instance. You can download the system
upgrade and apply it from this form.
The general process of upgrading the system by using the Acumatica ERP web interface (that is, from
an application instance) consists of the following steps:
1.

If necessary, back up all configuration files and databases used by the application instances.

2.

If necessary, notify users about the upcoming update.
You can notify users about the upcoming update and schedule a lockout of the system. When the
lockout is in effect, only administrators can sign in to the system. Other users are shown a message
on the Welcome page.

3.

Update the instance by using the Apply Updates form (SM203510).
The system will download installation packages directly from the Acumatica ERP update server,
install Acumatica ERP software components to the server computer (if necessary), and apply
updates to the instance and to the database.

In this step, you will update the AcumaticaMultiple instance from the previous version to the most
recent version.
Perform the following instructions:
1.

Launch the AcumaticaMultiple application instance by clicking Start > Acumatica >
AcumaticaMultiple.

2.

On the Welcome page of the site, enter the admin username and setup password, select the
Company2 company, and click Sign In
You can apply updates from any company of the instance.

3.

Change the default password for admin, and log in to the instance.

4.

In the left pane, click any form.
The Enable/Disable Features form (CS100000) is opened instead.

5.

On the toolbar, click Enable.

6.

Navigate to the Update Preferences form (SM203505; System > Management > Configure), and
view the default settings, shown in the screenshot below.
The default Update Server Address is update.acumatica.com, and the Use Update Server
check box is selected to indicate that this server should be used for importing the updates.
You can also make the system check for available updates automatically by selecting the Check
for Updates check box.
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Figure: The Update Preferences form

7.

Select the Check for Updates check box and save the changes.
Selecting this check box makes the system check for available updates automatically.

8.

Navigate to the Apply Updates form (SM203510; System > Management > Process).
The summary area of the form provides information about the current version of the application
and the date when it was last updated.
The Updates tab includes version information about the Acumatica ERP instance and a table
showing the available updates. The table includes the update packages available locally and the
update packages available on the update server.

Figure: The Apply Updates form

9.

Click the Update History tab.
This tab provides information about updates that have already been installed. At this moment, it
shows information only about the moment the instance has been installed.

10. On the Updates tab, in the Major Version box, leave the default value.
11. In the table of available updates, click the latest product build, and then on the table toolbar,
click Download Package.
You can also upload an update from a local computer by clicking Upload Custom Package if a
custom installation package has been released especially for your organization.

When the download is complete, the Ready to Install check box is automatically selected.
12. On the table toolbar, click Install Update, and wait while the update of the instance is finished.
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13. Click the Update History tab to view information about the updates that have already been
installed.
The upper tables on the tab (which now have two records include update history, as you can
see in the screenshot below. The lower table holds information about errors you got during the
update.

Figure: Update History tab

Related Links
Updating Acumatica ERP by Using the Web Interface
Update Preferences
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Additional Information
The following concepts are outside of the scope of this course but may be useful to some readers. You
can use the links below to get additional information.
Preventing Users from Updating the System Through the Web Interface
You can prevent the users of your Acumatica ERP instance from updating the system by using the web
interface. For more information, see Updating Acumatica ERP in the Installation Guide.
Scheduling the Lockout of the System
Before you start updating your system, we recommend that you schedule the system lockout,
specifying when the system will be unavailable. A message alerting users about the system lockout will
be displayed on the Welcome page. When the lockout is in effect, non-administrative users won't be
able to enter the system; they will see a message indicating that the site is under maintenance. After
finishing the update, you must manually unlock the system. For more information, see To Schedule the
System Lockout and To Unlock an Acumatica ERP.
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Lesson Summary
In this lesson, you have learned about the three possible states of the instances that are displayed on
the Acumatica ERP Configuration Wizard page. You have also learned how you can upgrade the system.
Review Questions:
•

What are the possible states of the application instances regarding the versions?

•

Which of the states are indicated by a red circle with a white X?

•

What are the options of upgrading Acumatica ERP? What is the difference between these options?

•

How do you know whether there are new updates available?

•

What is the process of applying a new update?
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Lesson 9: Configuring Time-Outs and Reminders
In this lesson, you will learn how to configure time-outs for the Acumatica ERP instances. You will
change the default values for the following time-outs:
•

Session time-out: The number of minutes a session can be idle before it is abandoned

•

Query time-out: The number of seconds an operation can take before the system times out

•

Report query time-out: The number of seconds a report generation query can take before the
system times out

You will also learn how to turn on reminders and the display of the total number of tasks for the current
user. In the Acumatica ERP system, a reminder is a notification dialog box that appears automatically to
a user when someone has set a reminder for a task or event for which this user is responsible. In such
a dialog box, the user can proceed to the task or event, or postpone or dismiss it.
You can access all settings related to time-outs by using the web.config file, which is the configuration
file of your Acumatica ERP website. The file is located in the application folder of your website. By using
web.config, you can specify standard ASP.NET configuration settings and Acumatica product-specific
settings.
Once you complete this lesson, you will have the new settings for the Acumatica ERP instance
configured.
Lesson Objectives:
You will do the following:
•

Specify a new session time-out setting

•

Specify a new cookie time-out setting

•

Specify a new query time-out setting

•

Specify a new report query time-out setting

•

Turn on reminders

•

Turn on the My Tasks and Events notification button
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Step 9.1: Configuring the Session Time-Out
In this step, you will specify the new session time-out value for your Acumatica ERP website. The
session timeout is the time interval between requests for a given session (for a particular user) before
this session is terminated. The authentication cookie specifies the number of minutes after which the
cookie will expire, and the user will no longer be authenticated.
When the session or authentication cookie times out, the Acumatica ERP user is automatically
redirected to the Welcome page.
By default, the session expires when the user has not requested or refreshed the Acumatica ERP
website page for 60 minutes (the session time-out is set to 60 minutes, as is the cookie time-out). The
time-outs must be integers that represent the number of minutes.
To change the time-out value, you change the session time-out and cookie time-out values in the
web.config file of the application instance website.
When you perform this configuration in a non-testing environment, make sure that all users of your
website are warned about the site restart so that they can save all documents.

In this step, you will set the session time-out to 100 minutes.
To update the default session time-out, perform the following instructions:
1.

Open the web.config file for your Acumatica ERP instance.
If you have completed Part 1 of this training, the configuration file for your application instance
is located in %Program Files%\Acumatica ERP\AcumaticaS100.
Important: You might need to provide administrative permissions to be able to save the
changes you will make to the web.config configuration file.

2.

In the file, find the snippet in the <sessionState> section that starts with the following
parameters.

<sessionState cookieless="UseCookies" mode="Custom"
customProvider="PXSessionStateStore" timeout="60">
3.

Change the timeout="60" setting to timeout="100", where 100 is the new session timeout
value in minutes.
The following screenshot demonstrates the updated settings.

Figure: The updated session timeout
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4.

In the file, find the <formsAuth> section that contains the following parameters.

<formsAuth loginUrl="Frames/Login.aspx" timeout="60" />
5.

Change the timeout="60" setting to timeout="100", where 100 is the new authentication
cookie timeout value in minutes.
The following screenshot demonstrates the updated settings.

Figure: The updated authentication cookie timeout

6.

Save the web.config file.
This automatically restarts the website.
Until this moment, for your Acumatica ERP instance, you have set the session to be abandoned
100 minutes after it is idle. Now you have to make sure that the Application Pool Idle Time-out
value in the Internet Information Services (IIS) Manager is greater than the session time-out
and cookie time-out values for your website.

7.

Open the Internet Information Services (IIS) Manager.
To do this, if you are running Windows 10, select Start > Control Panel > System and
Security > Administrative Tools > Internet Information Services (IIS) Manager.

8.

In the Connections pane, double-click Application Pools, and in the list of available
application pools on the server, click the application pool that you use on your website. If you
have completed the Part 1 of this training, click DefaultAppPool.

9.

In the Actions pane, click Advanced Settings, as shown in the screenshot below.
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Figure: Steps to open the advanced settings of the application pool in the IIS Manager

10. In the Advanced Settings dialog box, in the Idle Time-out (minutes) box, make sure that
the value is greater than both the session time-out value and the cookie time-out value, which
you set in Steps 3 and 5, respectively.
The screenshot below demonstrates that the Application Pool Idle Time-out value is greater than
100 minutes, which is the new value for both the session and cookie time-out. If the value were
not greater, IIS could recycle the application pool before the session has expired.

Figure: The idle time-out value for the application pool

11. Click OK to close the dialog box.
Related Links
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To Configure the Session Time-Out
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Step 9.2: Configuring the Query Time-Out
In this step, you will specify a new query time-out value for your Acumatica ERP website. The query
timeout is a value that specifies the number of seconds the system waits before a timeout error occurs
when a query is executed.
By default, the query time-out is set to 30 seconds. In this step, you will increase the time for the
execution of a query to 60 seconds. To change it, you will update the web.config file of the application
instance website.
When you make the changes in the web.config file of the production site, make sure that all users are
warned about the site restart so that they can save all documents.

To configure the query time-out, perform the following instructions:
1.

Open the web.config file for your Acumatica ERP instance.
If you have completed Part 1 of this training, the configuration file for your application instance
is located in %Program Files%\Acumatica ERP\AcumaticaS100.
Important: You might need to provide administrative permissions to be able to save the
changes you are going to make to the web.config configuration file.

2.

In the file, find the snippet in the <providers> section that starts with the following parameters.

<add name="PXSqlDatabaseProvider" type="PX.Data.PXSqlDatabaseProvider,
PX.Data" ... />
Here ... represents the other parameters, which depend on your website settings.
3.

Add the queryTimeout="60" setting to this line, where 60 is the new query timeout value in
seconds, as shown below.

<add name="PXSqlDatabaseProvider" type="PX.Data.PXSqlDatabaseProvider,
PX.Data" ... queryTimeout="60" />
The following screenshot demonstrates the updated settings.

Figure: The updated query timeout

4.

Save the web.config file.
This automatically restarts the website, with the new setting in effect.

Related Links
To Configure the Query Time-Out
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Step 9.3: Configuring the Report Time-Out
When your application is running a report with a large number of records being processed, the
operation can take a while. An example of such a report can be a General Ledger report that covers
multiple periods.
By default, the system has a report processing time-out that is set to 300 seconds. If a report takes
longer to execute, the operation is aborted. If you want to extend the amount of time permitted by
the Acumatica ERP system for generating a report, you can increase it by modifying the web.config
configuration file of the application instance.
In this step, you will set the report time-out to 10 minutes (600 seconds).
When you perform this configuration in a non-testing environment, make sure that all users of your
website are warned about the site restart so that they can save all documents.

To change the default report time-out, perform the following instructions:
1.

Open the web.config file for your Acumatica ERP instance.
If you have completed Part 1 of this training, the configuration file for your application instance
is located in %Program Files%\Acumatica ERP\AcumaticaS100.
Important: You might need to provide administrative permissions to be able to save the
changes you will make to the web.config configuration file.

2.

In the file, find the snippet in the <providers> section that starts with the following parameters.

<add name="PXSqlDatabaseProvider" type="PX.Data.PXSqlDatabaseProvider,
PX.Data" ... />
Here ... represents the other parameters, which depend on your website settings.
3.

Add the reportQueryTimeout="600" setting to this line, where 600 is the new report
timeout value in seconds, as shown below.

<add name="PXSqlDatabaseProvider" type="PX.Data.PXSqlDatabaseProvider,
PX.Data" ... reportQueryTimeout="600" />
The following screenshot demonstrates the updated settings.

Figure: The updated report timeout

4.

Save the web.config file.
This automatically restarts the website with the new setting in effect.

Related Links
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To Configure the Report Time-Out
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Step 9.4: Turning On Reminders
Acumatica ERP provides a feature to draw users’ attention to upcoming tasks and events: the reminder
functionality.
A user can click the Reminders button (
) in the info area to see the events and tasks that are
overdue or approaching their due dates, if reminders have been configured for the tasks. When a
reminder has gone off, the user can snooze, dismiss, or open the details of the task or the event. The
reminders are also displayed automatically to the users when the predefined reminder date has come.
In this step, you will enable the reminder functionality for the website, which by default is turned off.
Reminders themselves have to be set up explicitly by the system users for a task or an event.
To turn on the reminder functionality, perform the following instructions:
1.

Open the web.config file for your Acumatica ERP instance.
If you have completed Part 1 of this training, the configuration file for your application instance
is located in %Program Files%\Acumatica ERP\S100.
Important: You might need to provide administrative permissions to be able to save the
changes you will make to the web.config configuration file.

2.

In the file, find the snippet in the <appSettings> section that contains the following settings.

<add key="ReminderVisible" value="false" />
<add key="ReminderRequestPeriod" value="60" />
<add key="ReminderActiveMode" value="false" />
3.

Change the following key values as follows:
•
•

ReminderVisible: true

ReminderActiveMode: true

The following screenshot demonstrates the updated settings.

Figure: The updated reminder functionality settings

4.

Save the web.config file.
This automatically restarts the website with the new setting in effect.
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5.

Launch the AcumaticaS100 application instance by clicking Start > Acumatica >
AcumaticaS100.

6.

On the site Welcome page, sign in with the admin username and the password you have
specified in Step 3.2.

7.

Verify that the Reminders button has appeared in the info area, as shown in the following
screenshot.

Figure: Reminders button in the info area (Classic UI)

Related Links
Reminders Dialog Box
Reminder Dialog Box
To Set Up Reminders for Tasks and Events
To Turn On Reminders
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Step 9.5: Turning On the My Tasks and Events Button
In Acumatica ERP, the info area in the upper-right corner of the Acumatica ERP screen provides a quick
way to access the Tasks (EP404000) and Events (EP404100) forms.
The My Tasks and Events menu button displays the total number of active tasks and events assigned
to the current user, with a value in parentheses that indicates the number of new tasks and events.
These numbers are displayed to the left of the Reminders button (
). The system updates the
information displayed on the My Tasks and Events menu every 10 seconds, so you can view the most
current information about your tasks and events. A new task or event created in the system causes the
following values to increase:
•

The total value (if you added the task or event)

•

Both the total and new values (if the task or event was added by any other means)

By default, this functionality is turned off.
In this step, you will enable the My Tasks and Events button for the website.
To turn on the My Tasks and Events button, perform the following instructions:
1.

Open the web.config file for your Acumatica ERP instance.
If you have completed Part 1 of this training, the configuration file for your application instance
is located in %Program Files%\Acumatica ERP\S100.
Important! You might need to provide administrative permissions to be able to save the
changes you will make to the web.config configuration file.

2.

In the file, find the snippet in the <appSettings> section that contains the following settings.

add key="ActivityTotalsVisible" value="false" />
3.

Change the ActivityTotalsVisible key value to true.

The following screenshot demonstrates the updated settings.

Figure: The updated My Tasks and Events functionality setting

4.

Save the web.config file.
This automatically restarts the website with the new setting in effect. If you sign in now as the
admin user, however, you will not see any changes in the info area because there are no tasks
for you yet. The Tasks and Events button is displayed for only those users for which tasks or
events (or both) are assigned.
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Related Links
Info Area
Overview of Your Personal Settings
Your Tasks and Events
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Additional Information
The following concept is outside of the scope of this course but may be useful to some readers. You can
use the link below to get additional information.
Your Acumatica ERP Working Environment
You can personalize your account in ways to make it easier to use the system. Your personal settings
will be available only to you; other users will not be affected.
You can specify the following settings for your Acumatica ERP working environment:
•

The time zone used for displaying times in the system

•

The date and time formats and the numbering format to be used for your user account

•

The home page you want to be displayed when you sign in to the system

•

The business date that will be used on the records that you add to the system or edit in the
system

•

The list of your favorites, which are the forms that you access most frequently

For a more comprehensive description of the system settings available to a user, see Overview of Your
Personal Settings.
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Lesson Summary
In this lesson, you have learned how to configure time-outs for the Acumatica ERP instances, turn on
reminders, and display of the total number of tasks and events for the current user.
Review Questions
•

What is the default timeout for a user who has not requested or refreshed the Acumatica ERP
website page to be automatically redirected to the sign in page?

•

How you can change this setting?

•

Can this setting be different for different system users?

•

How do you change the time the system waits before a time-out error occurs when a query is
executed?

•

How do you change a report processing time-out?

•

What are the possible reminders for the users about upcoming tasks and events? How do you turn
on these reminders?

| Lesson 10: Using the Command-Line Tool | 134

Lesson 10: Using the Command-Line Tool
In this lesson, you will learn what the command-line tool is and how you can use it. By using the
command-line tool, administrators can deploy and manage Acumatica ERP instances without using the
interface of the Acumatica ERP Configuration Wizard. Such tasks as creating, modifying, updating, and
deleting Acumatica ERP instances can be performed from unattended scripts.
The command-line tool can also be used to automate the deployment of the instances.
Lesson Objectives
You will do the following:
•

Learn about the required and optional parameters of the command-line tool

•

Create a configuration file that will be used to create application instances from the command line

•

Use the command line to create an application instance

•

Use the command line to update an application instance
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Running the Command-Line Tool
The command-line tool (executable name ac.exe) is provided as a counterpart of the Acumatica
ERP Configuration Wizard. By default, it is located in the Data folder, which is C:\Program Files
(x86)\Acumatica ERP\Data, on the computer that has Acumatica ERP Configuration Wizard installed.
You can use the command-line tool to deploy a new application instance of Acumatica ERP and to
perform database and application maintenance.
When you run ac.exe, you supply a set of command-line parameters, where each parameter must be
presented in the following form.

-parameter:"parameter value"
Use the following syntax when you run ac.exe.

ac.exe [-f|-file:"path to configuration file"] [-cm|-configmode:"main scenario"]
[-s|-dbsrvname:"server name"] [-sw|-dbsrvwinauth:"True|False"]
[-u|-dbsrvuser:"user name"] [-p|-dbsrvpass:"user password"]
[-d|-dbname:"database name"] [-n|-dbnew:"True|False"]
[-b|-dbupdate:"True|False"] [-dm|-dbmode:"Regular|Template|Demo"]
[-dz|-dbsize:"database size in GB"] [-ds|-dbskip:"skip database setup"]
[-dc|-dbshrink:"shrink database"] [-i|-iname:"instance name"]
[-io|-ioldname:"old instance name"] [-h|-ipath:"instance directory"]
[-is|-vmsize:"Small|Medium|Large|ExtraLarge"]
[-it|-trumbprint:"X.509 thumbprint"] [-ip|-project:"VS project name"]
[-w|-swebsite:"Web site name"] [-v|-svirtdir:"virtual directory"]
[-po|-spool:"application pool"] [-a|-sactions:"AnonymousUser|SelectedUser"]
[-k|-suser:"user name"] [-m|-spass:"user password"]
[-dw|-dbwinauth:"True or False"] [-dn|-dbnewuser:"True|False"]
[-du|-dbuser:"user name"] [-dp|-dbpass:"user password"]
[-wc|-wscompany:"company ID"] [-wu|-wsuser:"user account"]
[-ww|-wswiki:"portal Wiki"] [-cs|-securemode:"True|False"]
[-sp|-split:"[t|Table=table name]; [o|Option=Separate|Split|Shared]"]
[-c|-company:"[ci|CompanyID=company ID]; [cp|ParentID=parent company ID]
[cv|Visible=True];[ct|CompanyType=True]; [cn|LoginName:user name];
[cd|Delete:True]"] [-vst|-vstemplates:"True|False"]
[-vsc|-vscontrols:"True|False"] [-op|-output:"Normal|Quiet|Forced"]
The possible values of the above parameters are described further in Parameters of the Command-Line
Tool and Their Possible Values.
Some parameters are required, such as -configmode, which defines the maintenance scenario for
which you are using the command-line tool, while the most of parameters are optional.
All parameter values are case-sensitive and must be enclosed in quotation marks. Each parameter for
the command line also has a short form, such as -cm for -configmode, that you can use instead of the
full parameter name.
If you have specified a parameter more than once in a command line, the last parameter value will be
used.
You also can create a configuration file where the instance configuration data is saved in XML format
and pass it to ac.exe.
You can run the ac.exe tool in one of three modes:
•

Command-line: Parameters are passed to ac.exe from the command line.

•

Batch: The path to the configuration file with parameters is passed to ac.exe from the command
line.

•

Mixed: Some of the parameters are passed to ac.exe via the configuration file and some
parameters are passed from the command line. In this mode, command-line parameters have a
priority over those specified in the configuration file.
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Parameters of the Command-Line Tool and Their Possible
Values
The following sections list command-line parameters and their possible values and provide a brief
description of each parameter.
For all command-line parameters that have the False and True values, you can also use No instead of False
and Yes instead of True.

Maintenance Scenario
Mandatory parameter: -configmode or -cm
Example: -configmode:"NewInstance"

Specifies the maintenance scenario for which you are using the command-line tool. The possible values
and applicable scenarios follow:
•

NewInstance: Installs a new application instance. You can also use the following commandline parameters in this scenario: -company, -dbname, -dbnew, -dbnewuser, -dbpass,
-dbsrvname, -dbsrvpass, -dbsrvuser, -dbsrvwinauth, -dbupdate, -dbuser, dbwinauth, -iname, -ipath, -sactions, -spass, -split, -spool, -suser, -svirtdir,
and -swebsite.

•

DBMaint: Creates a new database or updates an existing database with a current version of the
database schema. You can also use the following command-line parameters in this scenario: company, -dbname, -dbnew, -dbsrvname, -dbsrvpass, -dbsrvuser, -dbsrvwinauth, dbupdate, and -split.

•

DBConection: Modifies database connection settings. You can also use the following commandline parameters in this scenario: -company, -dbname, -dbnew, -dbnewuser, -dbpass,
-dbsrvname, -dbsrvpass, -dbsrvuser, -dbsrvwinauth, -dbupdate, -dbuser, dbwinauth, and -split.

•

CompanyConfig: Adds new companies or deletes existing ones. You can also use the following
command-line parameters in this scenario: -company, -dbname, -dbnew, -dbsrvname, dbsrvpass, -dbsrvuser, -dbsrvwinauth, -dbupdate, and -split.

•

ToolsInstall: Installs Acumatica ERP controls and templates for Microsoft Visual Studio; this option
is available in the Acumatica ERP Configuration Wizard. You can also use the following commandline parameters in this scenario: -vscontrols and -vstemplates.

•

NewCompanyPortal: Installs a new company portal; this option is available in the Acumatica ERP
Configuration Wizard. You can also use the following command-line parameters in this scenario:
-dbname, -dbnew, -dbnewuser, -dbpass, -dbsrvname, -dbsrvpass, -dbsrvuser, dbsrvwinauth, -dbupdate, -dbuser, -dbwinauth, -iname, -ipath, -sactions, spass, -spool, -suser, -svirtdir, -swebsite, -wscompany, -wsuser, and -wswiki.

•

DeleteSite: Deletes an existing Acumatica ERP instance. You can also use the -iname parameter
in this scenario.

•

RenameSite: Renames an existing Acumatica ERP instance. You can also use the following
command-line parameters in this scenario: -iname and -ioldname.

•

UpgradeSite: Upgrades the files of an existing Acumatica ERP instance. You can also use the iname command-line parameter in this scenario.

Database Name
Required parameter: -dbname or -d
Example: -dbname:"HSBC_DB"
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Specifies the name of the database maintained by this application instance of Acumatica ERP.
Application Instance Name
Required parameter: -iname or -i

Example: -iname:"HSBC Main ERP"
Specifies the name of the Acumatica ERP instance.
Application Instance Directory
Required parameter: -ipath or -h

Example: -ipath:"C:\Program Files\"
Specifies the directory where the application instance files are stored. The default setting is C:\Program
Files\Acumatica ERP.
Command-line Execution Mode
Parameter: -output or -op

Example: -output:"Forced"
Specifies the command-line execution mode. Select one of the following possible values:
•

Normal: The command line acts as a dialog box. When you run the ac.exe utility, you will answer
questions related to the parameters.

•

Quiet: All warnings are ignored. Any error forces the ac.exe utility to stop and exit.

•

Forced: All warnings are ignored. If you do not specify any mandatory parameters, they are
automatically configured with default values. Minor errors are ignored, while critical errors force
the ac.exe utility to stop and exit.

Path to the Configuration File
Parameter: -file or -f

Example: -file:"C:\Program Files (x86)\Program Folder\Data\"
Specifies the directory where the XML configuration file is stored. By default, the file is stored in C:
\Program Files\Acumatica ERP\Data.
SQL Server
Parameter: -dbsrvname or -s

Example: -dbsrvname:"(local)"
Specifies the name of the SQL server that will be accessed by this application instance of Acumatica
ERP . The default setting is (local).
Database Server Authentication
Parameter: -dbsrvwinauth or -sw

Example: -dbsrvwinauth:"True"
Specifies whether Windows or SQL Server authentication will be used by the configuration tools to
access SQL Server. Select one of the following values:
•

True (default): Uses Windows authentication.

•

False: Uses SQL Server authentication.
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User Account to Access SQL Server
Parameter: -dbsrvuser or -u

Example: -dbsrvuser:"SQLAdmin"
Specifies the user name of the account used to access SQL Server. You must add this parameter if the
SQL Server authentication method is used (and the dbsrvwinauth parameter value is set to False).
User Account to Access SQL Server
Parameter: -dbsrvpass or -p

Example: -dbsrvpass:"<password>"
Specifies the user password for the account used to access SQL Server. You must add this parameter
if the SQL Server authentication method is used (and the dbsrvwinauth parameter value is set to
False).
New Database Creation
Parameter: -dbnew or -n

Example: -dbnew:"False"
Specifies whether you want to create a new database in SQL Server. The possible values are True and
False. The default setting is True.
Database Update
Parameter: -dbupdate or -b

Example: -dbupdate:"False"
Specifies whether you want to update an earlier version of the database with a newer one. You can also
use this parameter to repair an existing database of the current version. The possible values are True
and False. The default setting is True.
Database Creation Mode
Parameter (for Acumatica Framework only): -dbmode or -dm
Example: -dbmode:"Demo"

Specifies the database creation mode. This parameter is valid for Acumatica Framework only. Select one
of the following possible values:
•

Regular: Creates a regular Acumatica Framework application.

•

Template: Creates a template for an Acumatica Framework training application.

•

Demo: Creates an Acumatica Framework training application.

Maximum Database Size
Parameter (for Acumatica ERP deployed on Windows Azure): -dbsize or -dz
Example: -dbsize:"50"

Specifies the maximum size of the database on Azure SQL and therefore is used only for Acumatica
ERPdeployed on Windows Azure. The available values are 1, 5, 10, 20, 30, 40, and 50. The values
correspond to the standard database size values in GB. The default setting is 1.
Database Setup
Parameter: -dbskip or -ds
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Example: -dbskip:"False"
Specifies whether the database setup steps are skipped. If they are, the database will be set up by
the Acumatica ERP instance in run time. The possible values are True and False. The default setting is
False.
Database Shrinking
Parameter (for Acumatica ERP deployed on Windows Azure): -dbshrink or -dc
Example: -dbshrink:"True"

Specifies whether you want the utility to shrink the database once it has been configured. This
parameter is used only for Acumatica ERP deployed on Windows Azure. The possible values are True
and False. The default setting is False.
Old Instance Name
Parameter: -ioldname or -io

Example: -ioldnbame:"HSBC_HQ"
Specifies the previous name of an Acumatica ERP instance when you rename this instance.
Relative Size of the Windows Azure Virtual Machine
Parameter (for Acumatica ERP deployed on Windows Azure): -vmsize or -is
Example: -vmsize:"ExtraLarge"

Specifies the relative size of the Windows Azure virtual machine. This parameter is used only for
Acumatica ERP deployed on Windows Azure. The possible values are Small, Medium, Large, and
ExtraLarge. The default setting is Small.
Thumbprint
Parameter (for Acumatica ERP deployed on Windows Azure): -thumbprint or -it
Specifies the thumbprint of the maintenance certificate uploaded to the hosted service on Windows
Azure. This parameter is outside of the scope of this training.
Microsoft Visual Studio Project Name
Parameter (for Acumatica Framework only): -project or -ip
Example: -project:"<project_name>"

Specifies the name of the Visual Studio project. This parameter is used in Acumatica Framework only.
Website Name
Parameter: -swebsite or -w

Example: -swebsite:"<site_name>"
Specifies the name of the existing Internet Information Services (IIS) website on the local computer.
Virtual Directory
Parameter: -svirtdir or -v

Example: -svirtdir:"<virtual_directory_name>"
Specifies the name of the IIS virtual directory. If there is no such virtual directory in IIS, this directory
will be created on the local IIS.
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Application Pool
Parameter: -spool or -po

Example: -spool:"<application_pool_name>"
Specifies the name of the IIS application pool. If there is no such application pool in IIS, this pool will
be created on the local IIS.
User Account to Run the ASP.NET Application
Parameter: -sactions or -a

Example: -sactions:"SelectedUser"
Specifies the user account used to run the ASP.NET application. The possible values are the following:
•

AnonymousUser: Uses the default IIS account to run the ASP.NET application pool.

•

SelectedUser: Uses a specific Windows user account with sufficient access rights to run the
ASP.NET application. In this case, you must also specify the -suser and -spass parameters.

User Name of the Account to Run the ASP.NET Application
Parameter: -suser or -k

Example: -suser:"<user_name>"
Specifies the user name of the account used to access an ASP.NET application. This parameter must be
added if you have specified the SelectedUser value for the -sactions parameter.
Password for the Account to Run the ASP.NET Application
Parameter: -spass or -m

Example: -spass:"<user_password>"
Specifies the user password of the account used to access an ASP.NET application. This parameter must
be added if you have specified the SelectedUser value for the -sactions parameter.
Authentication Options
Parameter: -dbwinauth or -dw

Example: -dbwinauth:"True"
Specifies whether Windows or SQL Server authentication will be used by this Acumatica ERP instance to
access SQL Server. These are the possible values:
•

True (default): Uses Windows authentication.

•

False: Uses SQL Server authentication.

SQL Server Account Creation Options
Parameter: -dbnewuser or -dn

Example: -dbnewuser:"True"
Specifies whether a new SQL Server account must be created. The possible values are True and False.
The default setting is True.
User Account Name to Access SQL Server
Parameter: -dbuser or -du

Example: -duser:"SQLAdmin"
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Specifies the password of the user account used by this Acumatica ERP instance to access SQL Server.
You must add this parameter if the SQL Server authentication method is used (and the dbwinauth
parameter value is set to False).
Company ID to Be Used as Portal
Parameter: -wscompany or -wc

Example: -wscompany:"<company_ID>"
Specifies the ID of the company that the Self-Service Portal instance will be connected to if you use a
multi-company configuration. This parameter is used only in the Company Portal configuration mode.
User Account Name to Be Used for Portal
Parameter: -wsuser or -wu

Example: -wsuser:"<user_name>"
Specifies the user account that will be used for the Self-Service Portal instance. This parameter is used
only in the Company Portal configuration mode.
Portal Wiki
Parameter: -wswiki or -ww

Example: -wswiki:"<wiki_ID>"
Specifies the wiki article ID that will be used as the Welcome page on the Self-Service Portal instance.
This parameter is used only in the Company Portal configuration mode.
Company Display Options
Parameter: -securemode or -cs

Example: -securemode:"False"
Specifies whether the company ID is displayed on the Welcome page of the application instance. Select
one of these possible values:
•

True: Hides the company ID.

•

False (default): Displays the company ID.

Split Options
Parameter: -split or -sp
Examples:

-split:"Table=AccountClass; Option=Shared;"
-split:"Table=AccessInfo; Option=Split;"

-split:"Table=APContact; Option=Separate;"
Specifies split options for a table stored in an existing database. If you want to configure more than
one table, you need to specify this parameter for each of the tables. This parameter contains two
subparameters: Table (short form: t) and Option (short form: o). For the Table subparameter, you
specify the name of the database table. For the Option subparameter, you specify one of the three
values that indicate the available split modes:
•

Separate

•

Split

•

Shared
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Company Options
Parameter: -company or -c

Example: -company:"CompanyID=KC; ParentID=1; Visible=True; CompanyType=True;

LoginName=Company; Delete=False"

Specifies company options. If you want to configure options for more than one company, specify this
parameter for each of the companies. This parameter contains the following subparameters:
•

CompanyID: Specifies the company ID. To modify the settings of an existing company, specify its
ID here.

•

ParentID: Specifies the ID of the company’s parent company.

•

Visible: Makes the company visible, thus allowing users to sign in to the company (if you specify
the True value).

•

CompanyType: Inserts the specified demo data into the company’s database.

•

LoginName: The company name to be displayed on the Welcome page of the application instance.

•

Delete: Deletes the company if you specify the True value.

Templates for Microsoft Visual Studio
Parameter (for Acumatica Framework only): -vstemplates or -vst
Example: -vstemplates:"True"

Specifies whether Acumatica Framework Templates for Microsoft Visual Studio must be installed. This
parameter is used with Acumatica Framework only. The possible values are True and False. To install
the templates, add this parameter and specify the True value.
Controls for Microsoft Visual Studio
Parameter (for Acumatica Framework only): -vscontrols or -vsc
Example: -vscontrols:"True"

Specifies whether Acumatica Framework Controls for Microsoft Visual Studio must be installed. This
parameter is used with Acumatica Framework only. The possible values are True and False. To install
the controls, add this parameter and specify the True value.
Database Collation
Parameter: -dbcollation or -dl

Example: -dbcollation:"French_CI_AI"
Specifies a collation that will be used for a database that is created during Acumatica ERP instance
deployment instead of the default SQL_Latin1_General_CP1_CI_AS collation.
Database Table Optimization Options
Parameter: -dboptimize or -do

Example: -dboptimize:"True"
Specifies whether the Optimize Tables command should be applied to MySQL database tables during
deployment of an Acumatica ERP instance. The possible values are True and False. The default value of
this parameter is False because the process of table optimization may take a lot of time. To apply the
Optimize Tables command, add this parameter and specify the True value.
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Step 10.1: Creating a Configuration File
Using the command-line syntax described in the Parameters of the Command-Line Tool section, you
can create a configuration file for unattended deployment and maintenance of application instances.
You can create the configuration file in two ways:
•

Manually: By typing the parameters and their values and then saving the file in XML format

•

Automatically: By using the Acumatica ERP Configuration Wizard to specify the values and to save
the selected configuration

In this step, you will create a new AcumaticaTest application instance and save its configuration data.
Perform the following instructions:
1.

Run the Acumatica ERP Configuration Wizard by clicking Start > Acumatica > Acumatica ERP
Configuration.

2.

On the Welcome page, click Perform Application Maintenance.

3.

Below the list of existing application instances, click New.

4.

On the Database Server Connection page, specify the following settings, and click Next to
proceed to the next page:

5.

•

Server type: Microsoft SQL Server

•

Server name: (local)

•

Windows Authentication: Selected

On the Database Configuration page, specify the following settings, and click Next to proceed to
the next page:
•

Create a new database: Selected

•

New database's name: AcumaticaTest

6.

On the Company Setup page, double-click in the Login Company Name column, and type
TestCompany.

7.

On the Company Setup page, double-click in the Insert Data column, and select C100.

8.

Click Next to proceed to the next page.

9.

On the Database Connection page, select Windows Authentication and click Next.

10. On the Instance Configuration page, specify the following settings, and click Next to proceed to
the next page:
•

Instance Name: AcumaticaTest

•

Create Portal: Cleared

•

Local Path of the Instance: The path on the local computer to the application instance

11. On the Web Site Configuration page, specify the following settings, and click Next to proceed to
the next page:
•

Web Site Settings: Default Web Site

•

Use Existing Application Pool: Selected

•

List of existing application pools: DefaultAppPool

12. On the Confirm Configuration page, click Save Configuration, as shown in the following
screenshot.
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Figure: The Confirm Configuration page

13. In the dialog box that appears, select the name and location of the configuration file.
By default, the file will be saved to C:\Program Files (x86)\Acumatica ERP with the
InstallConfig.xml name.
14. Click OK in the informational dialog box; on the Confirm Configuration page, click Finish, and
wait while the new application instance is created.
15. Click OK, and open the configuration file you have saved (which you can see in the screenshot
below.)

Figure: Configuration file
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16. Scroll down and find the <ShortConsoleCommand> and <LongConsoleCommand> elements, which
look like the following.

<ShortConsoleCommand>-cm:"NewInstance" s:"YOURCOMPUTERNAME" -d:"AcumaticaTest" -c:"ci=1;ct=;cn=;" c:"ci=2;ct=C100;cp=1;cv=Yes;cn=TestCompany;" -i:"AcumaticaTest" -h:"C:
\Program Files (x86)\Acumatica ERP\AcumaticaTest\\" -w:"Default Web
Site" -v:"AcumaticaTest" -po:"DefaultAppPool"</ShortConsoleCommand>

<LongConsoleCommand>-configmode:"NewInstance" dbsrvname:"YOURCOMPUTERNAME" -dbname:"AcumaticaTesti"
-company:"CompanyID=1;CompanyType=;LoginName=;" company:"CompanyID=2;CompanyType=C100;ParentID=1;Visible=Yes;LoginName=TestCompan
-iname:"AcumaticaTest" -ipath:"C:\Program Files (x86)\Acumatica
ERP\AcumaticaTest\\" -swebsite:"Default Web Site" svirtdir:"AcumaticaTest" -spool:"DefaultAppPool"</LongConsoleCommand>
These are ready sets of parameters you can use while deploying an application instance by using
the command-line tool.
The <ShortConsoleCommand> and <LongConsoleCommand> elements contain the same settings.
The difference is only in the form of parameters: short and long, respectively.
Notice that there are two companies: The company with ID of 1 is the system company, and the
company with ID of 2 is the one to be used by the users for their work.
To deploy a new company with a similar configuration, you have to make a few minor changes to
the above snippets and use them with the ac.exe tool.
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Step 10.2: Creating an Application Instance by Using the
Command-Line Tool
In this step, you will create two application instances by using the command-line tool. You will use the
short and full forms of the command-line parameters.
Perform the following steps:
1.

Run the command prompt and change the path to the ac.exe tool with the following command:

cd C:\Program Files (x86)\Acumatica ERP\Data
2.

Use the following command-line command to create an application instance; change
<YOURCOMPUTERNAME>, <YOURLOGIN>, and <YOURPASSWORD> to the appropriate values
(the same you use when you turn on your computer).

ac.exe -configmode:"NewInstance" -dbsrvname:"<YOURCOMPUTERNAME>" dbname:"DB1"
-company:"CompanyID=1;CompanyType=;LoginName=;"
company:"CompanyID=2;CompanyType=;ParentID=1;Visible=Yes;LoginName=TestCompany1;"
-iname:"AcumaticaTest1" -ipath:"C:\Program Files (x86)\Acumatica ERP
\AcumaticaTest1\\"
-swebsite:"Default Web Site" -svirtdir:"AcumaticaTest1" spool:"DefaultAppPool"
-sactions:"SelectedUser" -suser:"<YOURCOMPUTERNAME>\<YOURLOGIN>" spass:"<YOURPASSWORD>"
Note that you must paste the copied command as a single line.
The instance connected to the DB1 database will be created with one company named
TestCompany1 and with no demo data. The user account used to run the ASP.NET application is
set to your Windows user account.
3.

Use the following command-line command to create an application instance; change
<YOURCOMPUTERNAME> to the appropriate values.

ac.exe -cm:"NewInstance" -s:"<YOURCOMPUTERNAME>" -d:"DB2" -c:"ci=1;"
-c:"ci=2;cp=TestCompany1;ct=C100;cv=True;cn=Company;"
-c:"ci=3;cp=TestCompany2;ct=I100;cv=True;cn=Company;"
-i:"AcumaticaTest2"
-h:"C:\Program Files (x86)\Acumatica ERP\AcumaticaTest2" -w:"Default Web
Site"
-v:"AcumaticaTest2" -po:"DefaultAppPool" -a:"AnonymousUser"
The instance connected to the DB2 database will be created with two companies named
TestCompany1 and TestCompany2 and with demo data (C100 and I100, respectively). The user
account used to run the ASP.NET application is set to the default IIS account.
4.

Run the Acumatica ERP Configuration Wizard by clicking Start > Acumatica > Acumatica ERP
Configuration.

5.

On the Welcome page, click Perform Application Maintenance, and verify that the created
instances are present on the list.
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Figure: List of application instances
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Step 10.3: Upgrading an Application Instance and Database by
Using the Command-Line Tool
The following command-line command updates an existing database (in this example, the DB1
database, which has been created on your computer).
ac.exe -configmode:"DBMaint" -dbsrvname:"<YOURCOMPUTERNAME>" -dbnew:"False" dbname:"DB1"
-dbupdate:"True"
The following command updates an existing application instance (in this example, the AcumaticaTest1
application instance). This example uses the short forms of the command-line parameters.
ac.exe -cm:"UpgradeSite" -i:"AcumaticaTest1"
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Lesson Summary
In this lesson, you have been introduced to the command-line tool. You have learned what tasks
you can perform by using this tool. You have also learned the syntax you must use and the possible
parameters you can use when using the ac.exe utility.
Review Questions
•

What are the reasons to use the command-line tool?

•

How do you create a new application instance by using the command-line tool?

•

How do you update an existing application instance by using the command-line tool?

•

What is the purpose of using the configuration file?

•

Can you mix full and short forms of the parameter names?

•

Can you use the command-line tool without specifying the path to the configuration file?

•

What will happen if you specify the same parameter twice?
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Lesson 11: Uninstalling the Acumatica ERP Configuration
Wizard and Deleting Application Instances
In this lesson, you will learn how to delete unnecessary application instances and how to perform
"clean" uninstalling.
Lesson Objectives
You will do the following:
•

Learn about the deletion of application instances

•

Learn about uninstalling the Acumatica ERP Configuration Wizard

•

Delete an application instance by using the Acumatica ERP Configuration Wizard

•

Use the command line to delete an application instance
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Step 11.1: Deleting an Application Instance
You can use the Acumatica ERP Configuration Wizard to delete an existing application instance. Deleting
a website (that is, an instance) removes this website from Internet Information Services and cleans up
the virtual folder related to the website. The instance's database stays untouched—you can delete it
by using the database management tools. Deletion of an instance also does not delete any customized
pages and files; they remain in the C:\Program Files (x86)\Acumatica ERP\<instance_name>
\App_Data folder.
In this step, you will delete the S100 application instance. You have published a customization to this
instance and you will unpublish the customization first, before deleting the website.
Perform the following instructions:
1.

Launch the AcumaticaS100 application instance by clicking Start > Acumatica >
AcumaticaS100.

2.

On the Welcome page, sign in with the admin user name and the password you have specified in
Step 3.2.

3.

Navigate to the Customization Projects form (SM204505; System > Customization > Manage).

4.

On the form toolbar, click Unpublish All, as shown in the following screenshot.

Figure: The action to unpublish the customizations

Wait while the system removes the publication of all customization projects from the website.
This action does not delete the projects themselves (the projects are stored in the database).
5.

Refresh the form, and verify that the Published column is cleared for the projects. as shown in
the following screenshot.

Figure: Unpublished customization projects

6.

Run the Acumatica ERP Configuration Wizard by clicking Start > Acumatica > Acumatica ERP
Configuration.

7.

On the Welcome page, click Perform Application Maintenance.

8.

In the list of existing application instances, select AcumaticaS100, and click Delete, as shown in
the following screenshot.
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Figure: List of application instances

9.

In the confirmation dialog box, click Yes.

10. Wait while the instance is deleted, and click OK.
The application created under the default site in Internet Information Services (IIS) when
Acumatica ERP was installed has been deleted. The Application Maintenance page refreshes and
AcumaticaS100 is no longer on the list.
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Step 11.2: Deleting an Application Instance by Using the
Command-Line Tool
The following command-line command deletes an application instance with the name AcumaticaTest.

ac.exe -configmode:"DeleteSite" -iname:"AcumaticaTest"
The instance files will be deleted from the file system, its virtual directory will be removed from IIS
configuration, and its registry entries will be cleaned as well.
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Uninstalling the Acumatica ERP Configuration Wizard
You can uninstall the Acumatica ERP Configuration Wizard on the application server by using the
standard Windows procedure. The uninstalling process removes only the components that have been
installed by Acumatica ERP setup. All the instances, databases, and customizations that exist are kept
intact and functional.
You might need to uninstall Acumatica ERP Configuration Wizard if you want to install earlier versions of
Acumatica ERP. If you uninstall the current version and then install the needed earlier version, you will
be able to deploy application instances with earlier versions. Existing application instances or databases
will not be removed or altered; they will only get the yellow triangle with the exclamation point instead
of the green check mark on the Application Maintenance page of the Acumatica ERP Configuration
Wizard.
The general procedure of completely uninstalling Acumatica ERP from the application server is the
following:
1.

For each application instance, unpublish any customizations.

2.

Use the Acumatica ERP Configuration Wizard or command-line tool to delete all application
instances.

3.

On the application server computer, uninstall Acumatica ERP Configuration Wizard from
Programs and Features.
The relevant registry data is cleaned, and the program group item is removed.

Important: The above procedure does not affect the following entities:
•

Databases created by the application: If you need to delete a database, do so manually by using
SQL Server tools.

•

Directories on the file system used by the application: If needed, manually delete the empty
directories on the file system and the program group items.
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Lesson Summary
In this lesson, you have learned how to delete the existing Acumatica ERP instances and how to
uninstall the Acumatica ERP Configuration Wizard.
Review Questions
•

Why doesn't the uninstall process perform a “clean” uninstall?

•

What are the steps to perform a "clean" uninstall?
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Part 3: System Security
In this part of the course, you will learn how you can administer user access to information and set up
various security policies.
Acumatica ERP specializes in the collection, storage, and processing of sensitive corporate data that
must be protected against unauthorized access, use, modification, and disclosure. To ensure that
the system resources are used properly, Acumatica ERP uses reasonable security measures—such as
database encryption and access control.
The user security configuration process in Acumatica ERP includes the following:
•

Administering user accounts: You configure and manage user accounts to provide your users with
access to the system as a whole.

•

Restricting access to information: You configure and manage access rights for users to parts of
the system, such as suites, modules, and forms.

•

Enforcing site security policies: You set up security polices for the system as a whole and for each
particular user and the auditing of user activities connected to system security.

•

Encrypting sensitive data: You configure the encryption of sensitive information stored in the
system.

In particular, you will perform the following tasks:
•

Creating snapshots

•

Exporting and importing snapshots

•

Restoring snapshots

•

Deleting a snapshot

•

View and change the parameters of an Acumatica ERP application instance

•

Update an application instance by using Acumatica ERP Configuration Wizard

•

Update an application instance by using its web interface

•

Configure an application instance settings which are stored in the web.config file of the site

•

Using the command-line tool for the installation and update of Acumatica ERP

•

Deleting an application instance
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Lesson 12: System Users
To access Acumatica ERP, an individual must have a user account in the system. Each account includes
a login, a password, and other properties, such as the user’s first and last name, email address,
password policy options, and access rights.
User accounts in Acumatica ERP can be:
•

Local: created and managed directly in Acumatica ERP.

•

External: created and managed in external identity management systems, such as Microsoft
Active Directory and Microsoft Azure Active Directory.
To use the user accounts of external identity management systems, you must first set up
integration with Acumatica ERP. Integration with external identity management systems is outside
the scope of this training.

In this lesson, you will learn how to create and configure local user accounts.
Lesson Objectives
You will do the following:
•

Learn how Acumatica ERP determines users' access rights to the system resources, such as
suites, modules, and forms

•

Create a new user in the system

•

Learn about user types and linked entities

•

Create an employee and assign this employee as a linked entity to the user account

•

Access your user profile

•

Add the forms of Acumatica ERP to Favorites
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User Authentication and Authorization
In Acumatica ERP, system users hold different positions in the organization and have different
responsibilities. While they work with the system, users perform different tasks, each of which requires
different access rights to financial and other modules, forms, records and operations over records.
Users in similar positions generally perform similar tasks. Rather than assigning access rights to each
user for each object in the system, you can assign typical sets of access rights to roles and then assign
these roles to users.
In Acumatica ERP, access to information is controlled primarily by the roles assigned to the user who
logs in to the system. Roles generally correspond to particular job assignments or functions of groups of
users. When they log in, the users authenticate themselves, and the associated roles determine which
system resources they may access.
Users and user roles are managed through the User Security module of the Configuration suite.
Roles are assigned to users and give the users appropriate access rights to the system resources—such
as modules, specific forms, form elements, and toolbar buttons—that the users need to perform their
work tasks. To give your organization the ability to apply more complex security policies, Acumatica ERP
provides restriction groups. A restriction group is a set of entities of two or more types that you define
to achieve one of these goals:
•

To restrict employees’ visibility of sensitive data processed by using Acumatica ERP

•

To relate particular entities to each other so as they are used only together on Acumatica ERP
forms.

You can use restriction groups when users should have access to a form, but on this form they are
allowed to see one set of entities and are not allowed to see another set of entities. You can administer
restriction groups in the Common Settings module of the Configuration suite. The forms where you
can configure restrictions groups for different sets of entities appear in the Common Settings module
after you enter the required configuration data for this kind of entities. Configuring restriction groups is
outside the scope of this training.
Accessing the System
Acumatica ERP requires users to authenticate by using the appropriate username and password. After
successful authentication, user membership in roles and restriction groups is checked. Then users
may access only the resources and perform only the actions they are authorized to by their roles and
restriction groups.
A user with no role assigned has no access to the system. If the user has multiple roles that have
different levels of access rights to an entity, the highest level applies.
Default System User
When you have just installed an application instance, the system has the only user with the Active
status. This is the admin user that you use to sign in to the system. The default admin user has the
Administrator role. This role has full access rights in the system.

| Step 12.1: Creating a User Account in the System | 159

Step 12.1: Creating a User Account in the System
When you install the system and do not import a snapshot or insert a dataset, there will be only one
user account—admin—which you use to sign in to the system.
In this step, you will create a new user account in the application instance with the I100 dataset
inserted. This dataset has several already configured user accounts, which you can view in the system.
To create a new user account, perform the following instructions:
1.

Launch the AcumaticaTest2 application instance by clicking Start > Acumatica >
AcumaticaTest2.

2.

On the site welcome page, sign in to the TestCompany2 company with the admin username and
the setup password.

3.

Create a new password for the admin user and sign in to the system.

4.

Open the Users form (SM201010; Configuration > User Security > Manage).

5.

In the Login box, type ipick.

6.

Clear the Generate Password check box.

7.

In the Password box, type 123.

8.

Leave the User Type and Linked Entity boxes empty.
User types are created to group the roles designed for internal users and the roles intended for
external users (the users of Self-Service Portal). Setting up a Self-Service Portal and creating
external users in outside the scope of this training.

9.

In the First Name box, type Ian.

10. In the Last Name box, type Pick.
11. In the Email box, type your email.
You cannot leave this box empty. This email will be used for sending information to the user, such
as login information. If a user forgets the password and requests password changing from the
Welcome page of the application instance, the information required to change the password is also
sent to this email address.

12. On the form toolbar, click Save.
The new user account is created in the system, as shown in the screenshot below. Notice that no
password for this user is displayed, and no role is selected for this user.
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Figure: New user added to the system

13. On the form toolbar, click Log in as user.
This logs out the admin user, and you are signed in to the system by using the credentials of the
new ipick user. Because this user has no roles selected, you see just an empty screen. If you
sign out, you will not be able to sign using the 123 password you have set for this user because
the user has got no roles yet.
14. In the top right corner of the Acumatica ERP screen, click the user name and then select Sign
Out.
Now you can proceed to configuring the account for the new system user.
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Step 12.2: Creating a Linked Entity for the User Account
In Acumatica ERP, a linked entity is an employee or contact account that is associated with the user. If
the user you are creating is already defined in the system as an employee or contact account, you can
select the appropriate employee or contact name in this box. This will cause relevant elements to be
filled in.
Depending on your purpose, you can select the following system entities as linked entity of the user:
•

Contact: You can assign this user type to external users, such as partners or contacts of customer
or vendor organizations.

•

Employee: You can assign this user type to employees of your company and possibly to
consultants that you consider part of your company.

To facilitate process of creation users in the system, you can create user types. User types are used to
provide default settings for creating new users; you can also define the set of roles that are available
for a user of the type and the default roles to be assigned when a user of this type is created.
In Acumatica ERP, creating a user account and an employee or contact is not the same. Contacts,
employees, and users are created independently and can be associated with each other later. You can
also create a user that is not associated with any user type or linked entity, as you did in Step 12.1.
The I100 data set already has six predefined employees. Some of them are associated with user
accounts and some are not. In this step, you will create a new EP00000007 employee for Ian Pick and
then assign this employee as linked entity to the ipick user.
To create an employee and assign it to the user account, perform the following instructions:
1.

On the AcumaticaTest2 application instance welcome page, sign in to TestCompany2 with the
admin username and the password you have specified in Step 12.1.

2.

Open the Employees form (EP203000; Organization > Organization Structure > Manage).

3.

In the Employee box, type EP00000007.

4.

On the General Info tab, make the following settings:

5.

•

First Name: Ian

•

Last Name: Pick

•

Email: your email

•

Country: US

•

Employee Class: EMPSTAND

•

Department: SERVICES

On the toolbar, click Save.
The new employee is created, as shown in the screenshot below. Notice that the Employee
Login box is empty for this employee.
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Figure: New employee record

6.

On the toolbar, click Go to Previous Record to open the EP000000006 employee.
Notice that this employee also does not have the linked user account.

7.

Click Go to Previous Record twice to open the EP00000004 employee record.
This employee, Joseph Becher, has the Employee Login box filled.

8.

Open the Users form (SM201010; Configuration > User Security > Manage) and in the Login
box, select ipick.

9.

In the Linked Entity box, click the magnifier icon to open the Linked Entity selection dialog box,
as shown in the screenshot below. Notice that the list displays only the employees who have not
any user accounts attached. If you had not specified an email for the employee, he or she would
not appear on this list.
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Figure: Linked Entity selection dialog box

10. In the dialog box, select Ian Pick and click Select.
11. On the Users form toolbar, click Save to save your changes to the user account.
12. Again open the Employees form (EP203000; Organization > Organization Structure > Manage)
and select EP00000007.
Notice that the Employee Login is now displayed for Ian Pick, as shown in the screenshot
below. Clicking the value of this box opens the Users form displaying the corresponding user
account.
You can clear the Employee Login setting of the currently selected employee by clicking Actions
> Detach Employee Login of the form toolbar.
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Figure: Employee login

13. Open the User Info tab, which is displayed in the following screenshot.
You, as an administrator, can use this tab instead of the Users form (SM201010) to view and edit
information about the user account associated with the employee.

Figure: The User Info tab

14. On the User Info tab, select the Internal User role and save the changes.
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Now user ipick is able to sign in because he has the role. According to the role, the user has
access to his personal settings. You will learn about roles and how to create a role and assign it
further, in Lesson 13.
Related Links
To Add a User Type
Contacts
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Step 12.3: Personal Settings of Users
Any user of Acumatica ERP has a separate user account that defines what forms this user can access,
what changes this user can make, and what his or her your personal settings are.
On the User Profile (SM203010) form, the user can manage the personal information like the first name
and last name, change his or her password (if this is allowed by the user account settings), specify the
email address, set password recovery question and answer, and select a security certificate to sign PDF
files generated by the system.
On the User Profile (SM203010) form, the user can also switch between the Classic and Modern UI of
the Acumatica ERP. Other users will not be able to view the personal settings.
On the Email Settings tab of the User Profile form, the user can also define his or her email signature
to be used for your emails sent through Acumatica ERP. On the same tab, the user can select a system
email account that will be used as the default email account when this user sends emails through
Acumatica ERP. Incoming emails and replies to mass emails will be automatically sorted by the system
and routed to your personal email account. Configuration of email processing is described in detail in
the Part 4 of this course.
In this step, you will sign in to the system as Ian Pick and check your personal settings, as well as set
password recovery question and answer.
To sign in as a user and access your personal settings, perform the following instructions:
1.

On the AcumaticaTest2 application instance welcome page, sign in to TestCompany2 with the
admin username and the password you have specified in Step 12.1.

2.

On the Users form (SM201010; Configuration > User Security > Manage), in the Login box,
type ipick.
Notice that the user's password is not displayed to you, even if you signed in as an administrator.
A user can change his or her password if this is allowed by the settings shown in the screenshot
below.

Figure: Password-related settings of a user

3.

Select the Force User to Change Password on Next Login check box.
This requires the currently selected user to create a new password during the next login.
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4.

On the toolbar, click Save.

5.

In the top right corner of the Acumatica ERP screen, click Admin@TestCompany2 and then
select Sign Out.

6.

On the Acumatica ERP Welcome page, sign in to TestCompany2 as Ian Pick (with ipick username
and 123 password).
Because the Force User to Change Password on Next Login check box has been selected,
the system asks the user for the new password, as shown in the screenshot below.

Figure: The user is forced to change a password

7.

In the New Password and Confirm Password boxes, type 321 and click Sign In.
Ian Pick (the ipick user) has access to the system, but according to his role, he is able only to
view Help articles and his user profile.

8.

In the top right corner of the Acumatica ERP screen, click IPick@TestCompany2 and then
select My Profile.
This opens the User Profile (SM203010) form, which is shown in the following screenshot, where
the currently signed in user can edit his or her personal information, data presentation settings,
and change password (if it is allowed).
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Figure: User Profile

9.

In the Phone box, type 1(234)999-99-99.

10. Next to the Password box, click the Change Password button.
This opens the Change Password dialog box, as shown in the following screenshot.

Figure: Change Password dialog box

11. In the Change Password dialog box, change your current password as follows and click OK:
•

Old Password: 321

•

New Password: 1234

•

Confirm Password: 1234

12. On the toolbar, click Save.
The ipick user has changed his password and the phone number. Now this user will create a
password recovery question and set up the answer.
13. In the Password Recovery Question box, type My first pet name.
14. To the right of the Password Recovery Question, click Change Answer.
If password recovery is allowed by company policy, the password recovery question and
password recovery answer are used in case a user forgets the password and needs to acquire
a new one in a secure way. The password recovery question and answer will be used as a hint
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and a "secret word" for the identification. If the user provides the correct answer, the system
generates a new password and sends it to the user's email account. Some company policies may
allow users to change their passwords when they choose to, rather than when they are forced to
by the system.
The default password recovery question for the admin user account is "Why?" and the answer is
"Because".

15. In the Change Password Recovery Answer dialog box that opens, set up the answer as follows
and click OK:
•

New Answer: Pepper

•

Password: 1234
You cannot change your current password in this dialog box. You cannot proceed until you enter
the correct password.

Figure: Change Password Recovery Answer dialog box

16. On the toolbar, click Save.
Related Links
User Profile
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Step 12.4: Adding Forms to Favorites
In this step, you will add the forms of Acumatica ERP to Favorites. Adding a form to favorite forms is
one of the ways of personalizing your working environment to make it more convenient for you.
Perform the following instructions:
1.

On the AcumaticaTest2 application instance welcome page, sign in to TestCompany2 with the
admin username and the password you have specified in Step 12.1.

2.

Navigate to the Users form (SM201010; Configuration > User Security > Manage).

3.

On the form title bar, click Add to Favorites, as shown in the screenshot below.

Figure: The process of adding the form to Favorites

The star next to the form name becomes yellow. This means that you have added the form to
your favorite forms.
4.

Navigate to the Security Preferences form (SM201060; Configuration > User Security > Manage)
and add it to Favorites.

5.

Navigate to the Company Tree form (EP2030PL; Organization > Organization Structure >
Manage) and add it to Favorites.

6.

Navigate to the Enable/Disable Feature form (CS100000; Configuration > Common Settings >
Licensing) and add it to Favorites.

7.

Navigate to the Email Preferences form (SM204001; Configuration > Email > Configure) and add
it to Favorites.

8.

In the left pane of the Acumatica ERP screen, click Favorites.
The forms you have selected are displayed on the Favorites screen of Acumatica ERP, as shown
in the following screenshot. They are grouped by the suite.

Figure: Favorites of the admin user

9.

In the top right corner of the Acumatica ERP screen, click admin@TestCompany2 and then
select My Profile.

10. On the User Profile form, select the Show Classic UI by Default checkbox and save the
changes.
11. Verify that your Favorites are now displayed in the navigation pane, as shown in the following
screenshot.
To quickly access the Favorites page, you can click the star on the main menu.
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Figure: Favorites of the admin user (Classic UI)

Related Links
User Favorites
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Additional Information
The following concepts are outside of the scope of this course but may be useful to some readers. You
can use the links below to get additional information.
Integration with Active Directory
Integration with Active Directory can be used when your Acumatica ERP instance is installed in your
organization’s intranet. In this case, users will use their domain credentials to access your Acumatica
ERP instance. For more information, see Integration with Active Directory.
Integration with AD FS
If your Acumatica ERP instance is deployed in the Internet but not in the intranet of your organization,
you can integrate Acumatica ERP with Microsoft Active Directory Federation Services (AD FS), which
provides a secure connection between AD and external sites. For more information, see Integration with
AD FS.
Integration with Azure Active Directory
Azure AD is a cloud version of the Active Directory service. You can integrate your Acumatica ERP
instance with Azure AD if your organization is subscribed to a Microsoft cloud service, such as Azure or
Office 365. With such integration, users can use their Azure AD domain name and password to access
your Acumatica ERP instance. For more information, see Integration with Azure Active Directory.
Integration with External Identity Providers
Additionally, you can integrate Acumatica ERP with external identity providers, such as Google and
Microsoft Account, using by the OAuth 2.0 standard to ease the sign-in process to Acumatica ERP
for users of your organization. Such integration provides a single sign-on between Acumatica ERP
and external identity providers, which means that your users can sign in once to access multiple
applications. Single sign-on reduces the number of logins and passwords the user has to remember,
thus reducing the risk of identity theft. Also, maintaining user identities becomes easier for the system
administrators. For more information, see Single Sign-On with Google and Single Sign-On with Microsoft
Account.
Managing Your Acumatica ERP Working Environment
In Acumatica ERP, you can configure your working environment to reflect your country settings, such
as time zone and date and number formats. You can also organize your working environment to best fit
your job duties and preferences by specifying a home page and adding favorites. For more information,
see Managing Your Acumatica ERP Working Environment.
Configuring Dashboards
With Acumatica ERP dashboards, you can monitor current financial, operational, and organizational
information, and analyze real-time trends that relate to your job. If you have appropriate access rights,
you can create personalized dashboards to display exactly the information you need, depending on
your role and responsibilities. On dashboards, different types of information can be displayed in various
presentation forms—such as text, charts, graphs, and tables—depending on your preferences and the
specific type of data you want to see. For more information, see Configuring Dashboards.
Personalizing the Modern User Interface
In the modern user interface of Acumatica ERP, you can specify your personal settings so that the UI
better corresponds to your work responsibilities. For a description of the modern user interface, see
Modern Acumatica ERP User Interface.
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Lesson Summary
In this lesson, you have learned what are user accounts in Acumatica ERP instances and how to create
local accounts.
Review Questions
•

What are the steps to create a new system user?

•

What are your actions when the user forgets his or her password?

•

Is it possible to have users in the system who are not associated with any user types or linked
entities?

•

If a user has no roles assigned, can this user sign in to the system?

•

Can any user change his or her Acumatica ERP password at will?

•

How can the administrator make a user change password?

•

In Acumatica ERP, how the users can configure working environment?
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Lesson 13: User Roles
To provide individuals with access to Acumatica ERP, you create user accounts. To restrict access to the
system, you create user roles and assign the roles to user accounts.
You can assign users one role or multiple roles, and based on these assignments, the users are then
granted the appropriate levels of access to system objects. You never assign access rights to individual
users. With this approach, you can quickly and easily control access to system objects because
changing the access rights of a role affects all the users with the role assigned.
In this lesson, you will learn about predefined user roles, create a new role and assign it to the user.
Lesson Objectives
You will do the following:
•

Learn how Acumatica ERP determines user role's access rights to the system resources, at the
level of suites, modules, form, containers of form elements and form elements.

•

Create new user roles in the system

•

Assign rights to the user roles

•

Assign roles to the user account
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User Roles
Users who work with Acumatica ERP have specific job responsibilities that define their access level
to financial and other suites, modules, forms, records, and operations on the records. User roles in
Acumatica ERP are sets of access rights designed for convenient management of access rights for users
with similar responsibilities in the system.
When new users are hired in your organization, you create a user account and then assign a role to the
new user. When existing users change their position in the company, you simply change set of roles
according to their new responsibilities. We recommend that you configure the roles so that a user with
a role has only the access rights necessary to perform typical tasks. It is better to give a user multiple
roles than to create complicated roles that overlap with existing ones.
For example, suppose that the Accounting Manager role has broader access rights than the Accountant
role. Instead of giving the Account Manager role the same privileges the Accountant role has, give a
user in a managerial position the Accountant role along with the Accounting Manager role.
Guest Roles
Users from outside your organization may need access to your Acumatica ERP instance if they are
partners or customers of your organization. We recommend that they access necessary data through
Acumatica Self-Service Portal. A guest role is a role that you configure to give restricted access to the
website and to only particular modules. Creating guest roles is outside the scope of this training.
Built-in Roles
For ease of defining and administering roles, Acumatica ERP provides a set of built-in roles that are
stored in the System company. Built-in roles are always supplied with the system and cannot be
deleted.
Some of these roles grant the users access to special functionality, and some of the roles are used by
the system and should not be assigned to users manually.
The following built-in roles are available in the system:
•

Administrator: A user with this role has full access to all system objects, and any access
restrictions to system objects are not applied to this role. Therefore we recommend that you
assign users to this role only during initial system setup so they can define roles and enter users.
Then assign the role only in extraordinary cases. We recommend that you create a user role for
system administrators with access only to Acumatica ERP suites and modules that are used for
configuration and management of the system.
Important! Do not modify this built-in role. Doing so can create a situation in which no users can
access certain functionality.

•

Anonymous: This role is reserved for system use.

•

DashboardDesigner: The system automatically designates this role as a dashboard owner role for
dashboards that were created in previous versions of Acumatica ERP. We recommend that you
create specific roles for users who should own particular dashboards.

•

BI: A user with this role can access the BI Views—that is, the preconfigured generic inquiries that
are exposed through the OData protocol, such as BI-Opportunities.

•

Customizer: A user with this role can customize Acumatica ERP applications.

•

Field-Level Audit: A user with this role can view the audit trail directly from an audited form.

•

Guest: This role is used for backward compatibility.

•

Internal User: A user with this role can change personal settings, and view Help.

•

Portal Admin: A user with this role can access the Acumatica Self-Service Portal Configuration
suite and configure Self-Service Portal.
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•

Portal User: A user with this role can access Self-Service Portal. You should assign this role only to
contacts who must have access to Self-Service Portal.

•

ReportDesigner: A user with this role can publish reports in Acumatica ERP. Any user can create
reports in Report Designer, but for publishing reports in Acumatica ERP, the user needs to be
granted this role.

•

Wiki Admin: A user with this role can set other users’ access rights to wikis.

•

Wiki Author: A user with this role can create wiki articles.

Related Links
Dashboard Pages
OData Support
Self-Service Portal
Wiki Access Management
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Step 13.1: Creating a User Role
The User Roles (SM201005) form allows you to create a role and assign it to as many user accounts as
needed. If you need to change access rights for all users assigned to a role, you change the settings of
the role instead of editing each user's permissions.
In this step, you will create a role that is designed for an employee who works in a warehouse.
To create a new role, perform the following instructions:
1.

On the AcumaticaTest2 application instance welcome page, sign in with the admin username and
the password you have specified in Step 12.1.

2.

Open the User Roles form (SM201005; Configuration > User Security > Manage).

3.

In the Role Name box, type Shipping.

4.

In the Role Description box, type Shipping Role.

5.

Leave the Guest Role check box cleared.

6.

On the form toolbar, click Save.
The new role is created, as you can see in the screenshot below.

Figure: New role has been created

Now you can proceed to assigning access rights to this new role.
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Roles and Access Rights
In Acumatica ERP, you can control a role’s access to system entities, from the suite level, which is the
most broad, down to the form element level, which is the most specific. The available levels of access
depend on the system entity type.
Levels of Access Rights
With Acumatica ERP, you can control access to system objects at broad and granular levels, down
to the control of form elements, such as buttons, text boxes, and check boxes. Users are assigned
to roles, and you give these roles the appropriate levels of access rights (or access levels) to system
objects—suites, modules, forms, and form elements.
Important: You have to be very careful when you assign multiple roles to a user account because
these roles may have different levels of access rights to system objects.
Access Rights at the Suite and Module Levels
The following table summarizes the levels of access rights that roles can have to the suites and modules
of Acumatica ERP.
Access rights at the suite and module levels

Level

Description

Not Set

Allows all roles to have access to the suite or the module until Revoked or Granted
access level is set to the suite or module for at least one role. After that, a role with this
level is denied access to the suite or module.

Revoked

Denies the role access to the suite or module and its forms; for users with the role, the
suite or module and its contents do not appear on the screen. However, a role with this
access level to a module may have access to the functionality of the forms within it. A
user with such a role can access forms within the module only from other forms that
have commands that cause the system to open the form (if applicable); the user will not
be able to view the forms on the navigation pane.

Granted

Allows the role access to the suite or module. You can, however, limit or revoke access to
particular forms within the module. Only a user with a role with an access level to a form
higher than Revoked can access it by clicking the suite and module on the main menu
and then clicking the form on the navigation pane.

View Only

Allows the role access to the suite or module. You can, however, limit or revoke access
to particular forms within the module. Only a user with a role with the access level to
a form higher than Revoked can access it by clicking the suite and module on the main
menu and then clicking the form on the navigation pane.

If you change a role’s access level to a suite from Not Set to Granted or Revoked, and apply this access
level to all nested objects, the role’s access rights to modules and forms of the suite with the Not Set
access level are changed as follows:
•

If you set the access level for the suite to Granted, access level to the modules of the suite are
changed to Granted, and access level to forms of the suite are changed to Delete (which allows
full access to the form and its functionality).

•

If you set the access level for the suite to Revoked, access levels to the modules and forms of the
suite are changed to Revoked.

Access configuration works similarly for a module with the Not Set access level and the forms within it.
The capability to set up an access level to a suite or module and to all objects within it at once is helpful
if the role’s access level to most objects within the suite or module is Delete or Revoked.

| Roles and Access Rights | 179

You can reset a role’s access level to a suite to Not Set any time you want. While resetting access
levels, you have the option to update the access level to Not Set either for the suite and all the suite’s
modules and forms or for only the selected suite. Similar options are available when you set access
level for a module to Not Set.
Access Rights at the Form Level
Within each module, you can set the access rights that roles have to Acumatica ERP forms, which
affects what users with those roles can access. The level of access rights to the form is inherited by the
entities and records that can be created by using the form. You can set any of the following levels of
access rights to forms.
Access rights at the form level

Level

Description

Not Set

When assigned to all roles, allows all roles to have access to the form until access rights
are set to any other level for at least one role. After at least one role has been assigned
another level of access rights, access to the form is denied for a role with this access
level.

Revoked

Denies the role access to the form and its functionality.

View Only

Gives the role restricted access to the form and its functionality. This level allows users
with the role to view the form and any records associated with the form (in drop-down
lists on other forms). This level forbids users with the role to edit details about any
record, create new records or entities of the type, and delete records.

Edit

Gives the role restricted access to the form and its functionality. This level allows users
with the role to view the form, select records, and edit details about any record. This level
forbids users with the role to create new records or entities of the type, and to delete
records. The Clipboard button is available on the form toolbar for users with the role.

Insert

Gives the role restricted access to the form and its functionality. This level allows users
with the role to view the form, select records, edit details about any record, and create
new records or entities of the type.This level forbids users with the role to delete records.
The Clipboard and Insert buttons are available on the form toolbar for users with the
role.

Delete

Gives the role complete access to the form and its functionality. This level encompasses
the capabilities of the View Only, Edit, and Insert levels, while also giving users with
the role the ability to delete records. For users with the role, the Clipboard, Insert, and
Delete buttons are available on the form toolbar.

By default, a new role has the Not Set access level.
If you change access rights for a user role to a form or a form element, your changes affect only this
form or form element. To make the form available in the navigation pane to a user with this role, set
the access level for the form to the View Only level or more permissive and set the access level for the
suite and the module where the form is located to Granted.
Access Rights to Containers of Form Elements
Each form includes containers of elements, such as nested forms, tabs, and grids. Each container
includes multiple elements and actions. You can restrict access to any of these containers on the form.
The level of access rights a role has to the container is inherited by the entities and records created by
using the container, if applicable. For example, if you permit access for a user role to a grid, a user with
this role can access all records in this grid. By default, containers inherit access level from the form to
which they belong. You can set any of the following levels of access rights to the containers.
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Access rights to containers of form elements

Level

Description

Inherited

Indicates that the role’s access to the container is inherited from its access level to the
form.

Revoked

Denies the role access to the container and hides it from the form for users with the role.
These users will not see the container on the form.

View Only

Gives the role restricted access to the container and its functionality. This level allows
users with the role to view the container and any records associated with the container (in
drop-down lists on other forms), if applicable. The level forbids users with the role to edit
details about any record, create new records or entities of the type, and delete records, if
applicable.

Edit

Gives users with the role restricted access to the container and its functionality. This level
allows users with the role to view the container, select records, and edit details about any
record, if applicable. The level forbids users with the role to create new records or entities
of the type, and delete records, if applicable.

Insert

Gives the role restricted access to the container and its functionality. This level allows
users with the role to view the container, select records, edit details about any record, and
create new records or entities of the type, if applicable. This level forbids users with the
role to delete records, if applicable.

Delete

Gives the role complete access to the container and its functionality. This level
encompasses the capabilities of the View Only, Edit, and Insert levels, while also giving
users with the role the ability to delete records, if applicable.

Access Rights to Form Elements
By default, a role’s access rights to the form elements and actions are inherited from the role’s access
level to the container of form elements to which elements and actions belong. Thus, you should set the
role’s access level to the container of form elements before setting an access level to an element or an
action. Then you can set access rights to the form elements and actions. You can set up the following
levels of access rights to form elements.
Access rights to form elements

Level

Description

Inherited

Indicates that the role’s access level to the element is inherited from its access level to
the container of form elements.

Revoked

Denies the role access to the element and hides the element. A user with the role will
not see the element on the form.

View Only

Makes the element read-only for users with the role. A user with the role will see the
element on the form but will not be able to use it.

Edit

Allows the use of the element for users with the role.

If a particular form toolbar contains form-specific buttons, you can deny access for the role to these
buttons, by setting Revoked for the buttons. You can revoke access to some of the elements to hide
their contents from users with View Only access level.
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An Example of Roles and Access Rights
Consider an example of some roles a business might set, as shown in the illustration below (with full or
Delete access rights shown in blue and View Only access rights shown in purple):
•

Accountant: Allows its members full access to journal entries and schedules, and limited (View
Only) access to allocations.

•

AR Administrator: Allows its members full access to Accounts Receivable documents; these
members may also view Accounts Payable documents and budgets.

•

AP Administrator: Allows its members full access to Accounts Payable documents; in addition,
users with the role may view Accounts Receivable documents and budgets.

•

Accounting Manager: Allows its members full access to allocations and budgets; these members
may view other user accounts too.

•

Security Officer: Allows its members full access rights to user accounts, roles, and restriction
groups.

Figure: Roles and User Access to Entities

Note that some users have only one role assigned, while other users have multiple roles, in accordance
with their responsibilities. A user’s access to an entity is defined by the most permissive level of access
among the roles assigned to this user. With the roles shown here, User 6 (with both the Accounting
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Manager and AP Administrator roles assigned) has full access to budgets from the Accounting Manager
role, rather than view-only access from the AP Administrator role.
Initial Setup of Access Rights
After you have installed Acumatica ERP and created user roles, all roles that you have created have the
Not Set access level set to all suites, modules, and forms.
The Not Set access level indicates that all roles have access to the suite or the module until Revoked or
Granted access rights are set to the suite or the module for at least one role. All roles with the Not Set
level are then denied access to the suite or module.
You need to set up the access rights that roles have to the system objects (suites, modules and forms)
that will be used by users with the roles in their work. The most frequent scenarios of access rights
setup are the following:
•

The role should have access to a suite and all modules and forms within the suite or to a module
and all forms within it. For example, suppose that chief accountants should work with the Finance
suite and all modules and forms within this suite. For the role you define for chief accountants,
you can specify access rights level to a system object on a higher level and apply this access
rights level to all nested objects.

•

Users with the role should work with particular modules within a suite and with particular forms
within a module. For example, suppose that junior accountants should work only with particular
forms within the Accounts Payable module. For the role you set up for these accountants, you
need to set up access rights to nested system objects manually.

Management of Access Rights
During ongoing maintenance of Acumatica ERP, you may have tasks to change roles’ access rights to
some system objects (suites, modules, forms and form elements). You can change these access rights
in different ways, depending on your task:
•

If you want users with a particular role to work with all forms within a suite or a module (for
example, users with the Chief Accountantrole should have access to the whole Finance suite), for
the role, you set the Granted access level for the suite and all its modules, and the Delete access
level for all forms within all modules.

•

If you want to hide a suite or a module from users with a particular role in the Acumatica ERP
user interface so these users cannot work with it (for example, warehouse workers should work
only with the Distribution and Help suites and should not see all other suites in the system), you
set the Revoked access rights level for the suite and for all modules and forms within the suite.

•

Suppose you want to forbid a particular role’s access to a suite and its nodes but permit access
to a particular form within the suite so that a user with the role can access it from another
form. For example, a user with the Junior System Administrator role should not have access
to the Organization suite as a whole, but he or she needs to use the Contacts (CR402000) and
Employees (EP203000) forms to create user accounts. In this case, for the role, you set the
Revoked access rights level to the suite and its modules and the Delete access level to the form.

•

If you want to restrict access to a particular form element (for example, only a user with the Chief
Accountant role can release documents on the Payments and Applications (AR302000) form), you
set the Edit access rights level to this element for the role that should use it, and the Revoked
access rights level for all roles that should not use it.

•

If you need to reset access rights for a user role to whole suites or modules, you can reset access
rights to Not Set for this role to all modules and forms within the suite or a module.

•

If you want to configure a role for the users who will be working with wikis, including Help wiki,
you give the role access to:
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•

The wiki suite and module by using the Access Rights by Role (SM201025) or Access Rights
by Screen (SM201020) form.

•

The wiki articles by using the Wiki Access by Role (SM202015) form.

Related Links
To Initially Configure Access Rights
To Configure Access Rights for a Selected User Role
To Configure Access Rights to System Objects
To Reset Access Rights to a Suite or a Module
To Delegate the Right to Create Users

| Step 13.2: Assigning Rights to a Role | 184

Step 13.2: Assigning Rights to a Role
The Access Rights by Roles (SM201025) form allows you to fine-tune the access rights each role has
to system suites, modules, wikis, forms, and even specific form elements. Also, you can create a role
directly on this form and configure its access to system entities.
In this step, you will assign right to the Shipping role you have created in Step 13.1. The person’s
responsibilities with this role include: creating shipments, receiving purchase orders, preparing physical
inventory counts, updating ABC codes, updating movement classes, and initiating inventory transfers.
To assign rights to the role, perform the following instructions:
1.

On the AcumaticaTest2 application instance welcome page, sign in with the admin username and
the password you have specified in Step 12.1.

2.

Open the Access Rights by Roles form (SM201025; Configuration > User Security > Manage).

3.

In the Role Name box, select Shipping.

4.

In the left pane, click Company.
The right pane displays all suites enabled in the system.

5.

In the right pane, to the right of Distribution suite, double-click the Access Rights column and
select Granted, as shown in the screenshot below.

Figure: Suite level permissions

6.

For the Distribution suite, select the check box in the Apply to Children column.
Selecting this check box indicates that the access rights level to the Distribution suite specified
for the Shipping role will be the same for all nested objects (children) within the suite.

7.

Leave the rights for all other suites as default (Not Set).

8.

On the form toolbar, click Save.
This sets the access rights for the Shipping role at the suite level.

9.

In the left pane, double-click Distribution.
The right pane displays all modules of the selected suite. The Inventory, Purchase Orders,
Purchase Requisitions, and Sales Orders modules all inherit the Granted permission that you
have assigned at the suite level.
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10. In the right pane, to the right of Purchase Requisitions module, double-click the Access Rights
column and select Revoked, as shown in the screenshot below.

Figure: Module level permissions

11. Leave the rights for all other modules as is (Granted).
12. On the form toolbar, click Save.
This sets the access rights for the Shipping role at the module level. Now you can set the access
rights for the Shipping role at the form level.
13. In the left pane, click the Sales Orders node icon to expand the node.
14. In the left pane, click the Work Area node icon and then click the Enter node.
All four forms displayed in the right pane (Payments and Applications, Sales Orders,
Shipmenmts, and Invoices) inherit the Delete permission based on your module level entries
(see the following screenshot).

| Step 13.2: Assigning Rights to a Role | 186

Figure: Forms with the inherited Delete permission

15. In the right pane, to the right of Payments and Applications form, double-click the Access
Rights column and select View Only.
16. In the right pane, to the right of Sales Orders form, double-click the Access Rights column and
select View Only.
17. In the right pane, to the right of Invoices form, double-click the Access Rights column and
select View Only.
18. On the form toolbar, click Save.
You have set the access rights at the form level, as shown in the screenshot below. Now the
Shipping role is not able to change sales orders, invoices, and payments.
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Figure: Access rights for the role at the form level

19. In the left pane, expand the Enter node and click Shipments.
The level of access rights to the form is inherited by the entities and records that can be created
by using the form. You can see all them in the screenshot below.
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Figure: Access rights to the entities and records of the form

20. In the right pane, to the right of Shipment Address, double-click the Access Rights column
and select View Only.
21. On the form toolbar, click Save.
This makes the Shipping role to be not able to change the shipment address shown on the
Shipments form.
Now you have configured the Shipping role and can proceed to assigning this role to the system users.
Related Links
Access Rights by Role
Access Rights by Screen
Access Rights by User
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Step 13.3: Assigning Roles to Users
In this step, you will assign the Shipping role you have created and configured in Steps 13.1 and 13.2
to ipick user and verify its settings.
Perform the following instructions:
1.

On the AcumaticaTest2 application instance welcome page, sign in with the admin username and
the password you have specified in Step 12.1.

2.

Open the Users form (SM201000; Configuration > User Security > Manage) and in the Login
form, select ipick.

3.

On the Roles tab, select Shipping and save the changes.

Figure: Shipping role selected for ipick user

4.

On the form toolbar, click Log in as User.

5.

Navigate to the Shipments form (SO302000; Distribution > Sales Orders > Enter) and in the
Shipment Nbr. select 000001 to verify the permissions defined by the Shipping role.

6.

Open the Shipping Settings tab and verify that you cannot select theOverride Address
checkbox and alter the shipping address.
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Figure: Access rights to the form element of ipick user

7.

Sign out and sign in as admin.

8.

Navigate to the Shipments form (SO302000; Distribution > Sales Orders > Enter) and in the
Shipment Nbr. select 000001 to compare your permissions with the permissions of Ian Pick.

9.

Open the Shipping Settings tab and verify that you are able to select theOverride Address
checkbox and change the shipping address, as shown in the screenshot below.

Figure: Access rights to the form element of admin user

Related Links
To Assign the Customizer Role to a User Account
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Step 13.4: Creating Another Role and Assigning It to the User
As an employee of the company, Ian Pick is supposed to create timesheets and expense reports. The
ipick user that you have created and configured now cannot enter timesheets or expense reports
because the roles you have assigned do not include those items. You could assign this user role with
access to the Organization suite, but such a role has access to too many items. In this step, you will
create a new role and assign that to our ipick user.
Perform the following instructions:
1.

On the AcumaticaTest2 application instance welcome page, sign in with the admin username and
the password you have specified in Step 12.1.

2.

Open the User Roles form (SM201005; Configuration > User Security > Manage).

3.

In the Role Name form, type Employee Forms.

4.

In the Role Description box, type Employee Timesheets and Expense Reports.

5.

Leave the Guest Role check box cleared.

6.

On the Membership tab, click Add Row, and select ipick in the Username column for the
created line.

7.

On the form toolbar, click Save.
The new role is created and assigned to ipick user, as you can see in the screenshot below.

Now you can proceed to assigning access rights to this new role.
Figure: New role created and assigned

8.

Open the Access Rights by Roles form (SM201025; Configuration > User Security > Manage).

9.

In the Role Name box, select Employee Forms.

10. In the left pane, click Company.
11. In the right pane, to the right of Organization suite, double-click the Access Rights column and
select Granted, as shown in the screenshot below.
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Figure: Suite level permissions

12. Leave the rights for all other suites as default (Not Set).
13. On the form toolbar, click Save.
14. Select the check box in the Applies to Children column and save the changes.
This sets the access rights for the Employee Forms role at the suite level.
15. In the left pane, double-click Organization.
The right pane displays all modules of the selected suite. They all inherit the Granted permission
that you have assigned at the suite level.
16. In the right pane, select Revoked for the following modules (as shown in the screenshot below):
•

Customer Management

•

Organization Structure

•

Projects

Figure: Module level permissions
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17. Leave the rights for all other modules as is (Granted).
18. On the form toolbar, click Save.
19. Open the Users form (SM201000; Configuration > User Security > Manage) and in the Login
form, select ipick.
20. On toolbar, click Log in as User and verify that now Ian Pick can access the Time and Expenses
module.
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Additional Information
The following concepts are outside of the scope of this course but may be useful to some readers. You
can use the link below to get additional information.
Restricting Access to Information
In addition to limiting access to system entities by using roles, Acumatica ERP provides restriction
groups, which give you the ability to control the visibility of records or entities of multiple types, such as
General Ledger accounts, subaccounts, subaccount segment values, budgets, and vendor and customer
accounts. Membership in a restriction group controls the visibility of only the entities included in the
group; meanwhile, the role may allow access to all the entities of a particular type. See the following
graphic of the relationship between roles, users, and restriction groups.

Figure: Users, Roles, and Restriction Groups

Note that although each user has at least one role assigned, a user can be included in any number of
restriction groups or not included in any restriction group at all.
Users 1, 2, and 3, because they all have the Accountant role, have access to the same forms, but the
entities they can view on this forms depend on the configuration of the restriction groups. (Notice that
User 3 belongs to no restriction group.)
For more information on restriction groups, see Restriction Groups in Acumatica ERP.
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Selecting Roles That Will Have Administrative Privileges
In Acumatica ERP, the Administrator role has administrative privileges. You can change the default
setting and assign administrative privileges to one role or multiple roles whenever you need to.
For more information, refer to To Select Roles That Will Have Administrative Privileges.
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Lesson Summary
In this lesson, you have learned what are user roles in Acumatica ERP and how you can create them,
assign them to user accounts, and configure access rights for the roles.
Review Questions
•

What are the steps to create a new user role?

•

What are the built-in roles in the system?

•

What are the steps to assign a user role to a user?

•

What are the levels of access rights in Acumatica ERP?
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Lesson 14: Security Options
Acumatica ERP allows you to enforce various security policies for the local and domain users, including
audit policy and policies for maintaining local user accounts and passwords. You can also upload
and register encryption certificates to be used for data encryption and signing document added to
Acumatica ERP by users.
Lesson Objectives
You will do the following:
•

Learn about various password and account policy options available in Acumatica ERP.

•

Set organization-wide password policy options

•

Set organization-wide account lockout policy options
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Account and Password Security Options
Acumatica ERP provides a wide range of tools for security control. You can implement your
organization’s security regulations by configuring and maintaining system-wide security policies for user
accounts, password policies, and security auditing.
System-wide Lockout Policies
You can configure the system to lock out a user account after a particular number of failed login
attempts. This configuration option helps to stop an unauthorized person who might be trying to gain
system access by guessing a user’s password.
You can specify the following system-wide parameters:
•

The number of failed login attempts that will cause a user account to be locked out

•

The duration of the account lockout—that is, the number of minutes the user account remains
locked before the system automatically unlocks it

•

The time period before the system resets the counter of the failed login attempts

System-Wide Password Policies
In Acumatica ERP, you can use the Security Preferences (SM201060) form to set up the password
policies for all user accounts defined in the system.
You can set up any of the following system password policy parameters:
•

Password duration: For maximum security, we recommend that users change passwords
periodically, such as every 90 to 180 days. Shorter ranges can reduce the security of accounts,
because users may use simple passwords or struggle to create complex, memorable passwords
often, which encourages them to write down these passwords.

•

Password length: You can set up a minimum required password length.

•

Password complexity: You can enforce password complexity requirements, which means that a
new password must include at least three of the following:

•

•

Latin uppercase letters (A–Z)

•

Latin lowercase letters (a–z)

•

Digits (0 through 9)

•

Special characters (such as +, :, =, and -)

Password validation mask: You can configure an additional password validation mask to enforce
your company’s password policy. You can specify a regular expression to enforce additional
regulations—for example, to exclude some special characters that are not supported by thirdparty software (if used).

To improve password security, a hashing algorithm is used to process passwords, and only hash values
are stored in the database.
Security Policies for a User Account
Acumatica ERP provides the following capabilities to apply your organization’s security policies to
individual user accounts:
•

Specifying password policy settings for an individual user. You can do the following:
•

Allow the user to recover the user name and reset the password through email. If this
capability is enabled, the user can click the Forgot Your Credentials? link on the Welcome
page of Acumatica ERP and receive an email with a link to the password reset form.
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•

Allow the user to change the password at will.

•

Prevent the user from ever being prompted to change the password.

•

Require the user to change the password on the next login.

•

Limiting the range of IP addresses from which a user can sign in to your Acumatica ERP instance.
If the user attempts to access the system from a computer with an IP address that is outside of
the specified range, access will be denied.

•

Disabling a user account to temporarily prevent the user from signing in to your Acumatica ERP
instance.

If you use the user types functionality, you can specify the following security settings on the User Types
(EP202500) form that will be applied to all users of this type:
•

Allow users with linked contacts to use their emails as their login to the system.

•

Force new users to change their password at the first login.

•

Force new users to activate their account.

If you need to audit activity of a particular user, you can track the following information on the Users
(SM201010) form:
•

The date and time of the last login.

•

The most recent date when the account was temporarily locked out.

•

The date and time of the most recent password change.

•

The number of unsuccessful attempts the user made to sign into the account.
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Step 14.1: Setting Organization Wide Password Policy Options
In this step, you will set the password policy options for every user of Acumatica ERP.
Perform the following steps:
1.

On the AcumaticaTest2 application instance welcome page, sign in with the admin username and
the password you have specified in Step 12.1.

2.

Open the Security Preferences form (SM201060; Configuration > User Security > Configure).

3.

In the Password Policy section, select the Force User to Change Password Every x Days
and specify 25 days.
You have set that after 25 days, a user is prompted to change the password.

4.

Select the Minimum Password Length x Characters check box, and specify 6 characters.

5.

Select the Password Must Meet Complexity Requirements check box, as shown in the
following screenshot.
Selecting this check box means that each user password must have at least three of the
following features: lowercase letters, uppercase letters, special symbols, and digits. If this check
box is cleared, the password can be any ASCII string between the minimum password length
and 10 characters. Blank passwords are prohibited.

Figure: Password policies

6.

Save the changes.
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Step 14.2: Setting Policy Options for User Accounts
In this step, you will set the account lockout policy options in your Acumatica ERP.
Perform the following steps:
1.

On the AcumaticaTest2 application instance welcome page, sign in with the admin username and
the password you have specified in Step 12.1.

2.

Open the Security Preferences form (SM201060; Configuration > User Security > Configure).

3.

In the Account Lockout Policy section, in the Lock Account After x Unsuccessful Login
Attempts box, type 5.
You have set that after 5 unsuccessful login attempts the user account to be locked out.

4.

In the Lock Account for x Minutes box, type 10.
You have now set that after 5 unsuccessful login attempts the corresponding account will be
locked for 10 minutes.

5.

In the Reset Lockout Counter box, leave the default value.
This is the number of minutes after the last login attempt must pass before the system resets
the lockout counter.

Figure: Account lockout policies

6.

Save the changes.
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Using Password Masks and Regular Expressions
To enforce your organization's password policies, in some cases, you might need to set a regular
expression for passwords. For example, a regular expression could define valid and invalid characters,
specific formats (for example, the password must begin with a letter), or minimum and maximum
password lengths. Below are some examples of regular expressions and their explanations:
•

^(?=.*\d).{4,8}$
The password must be 4 to 8 characters long and include at least one numeric digit.

•

^[a-zA-Z]\w{3,9}$
The password must be 4 to 10 characters long, the first character must be a letter, and no
character is permitted except letters, numbers, and underscores.

Related Links
Input Validation Options
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Data Encryption in Acumatica ERP
Acumatica ERP uses digital certificates to store sensitive information in the database encrypted and
to authenticate documents (PDF files) that are shared or sent electronically. These certificates can be
purchased from a recognized certification authority. Each certificate has a password that is used to
validate the owner of the certificate if you need to reinstall the system or move the database.
Configuration Steps
When you want to use a digital certificate in Acumatica ERP, you would do the following:
1.

You import your certificate on the Encryption Certificates (SM200530) form.
Digital certificates used by Acumatica ERP have the .pfx extension. Before you can import digital
certificates into the system, make sure .pfx is on the list of allowed extensions on the File Upload
Preferences (SM202550) form.

2.

You apply the uploaded certificate to one of the following processes:
•

Encrypting the database: You can replace the encryption algorithm used in Acumatica
ERP to encrypt sensitive data by using your encryption certificate on the Certificate
Replacement (SM200535) form.

•

Signing PDF documents: You can use the imported encryption certificate for signing PDF
files generated in Acumatica ERP. You can specify a default certificate (which will be used
for all PDF documents generated in Acumatica ERP) in the PDF Signing Certificate box
on the Security Preferences (SM201060) form, or you can Individual users can also select
an imported certificate as a personal certificate (which overrides the default one) in the
PDF Signing Certificate box on the User Profile (SM203010) form.

Database Encryption
Acumatica ERP database stores sensitive data, such as credit card numbers, encrypted. You can find the
list of encrypted data on the Certificate Replacement (SM200535) form. You can replace the encryption
algorithm used in Acumatica ERP with your encryption certificate. If the database of your Acumatica
ERP instance is large, encryption may take a lot of time and may cause slowdowns in responses
from the database. For large databases, we recommend that you postpone the start of encryption by
scheduling it at a time when nobody uses the system (for example, at night).
PDF Signature
You can use encryption certificates to sign PDF files generated in the system. A PDF certificate protects
the authenticity of a document throughout its life cycle. For example, when a company employee emails
the company’s digitally signed quarterly financial statements, the recipients of the documents can be
sure of the identity of the sender and the integrity of the financial information.
You can specify a default certificate that will be used for signing all the PDF documents generated by
the system. You use the Security Preferences (SM201060) form to specify a default certificate.
In addition, you (or any other user of your Acumatica ERP instance) can select another certificate
to be used as a personal certificate on the User Profile (SM203010) form. For a user with a personal
certificate, the personal certificate is used instead of the default certificate for signing PDF documents
when the user creates PDF documents in the system.
Related Links
To Import Certificates
To Encrypt the Database
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Lesson Summary
In this lesson, you have learned about various account and password policy options available in
Acumatica ERP.
Review Questions
•

What are various account policies available in Acumatica ERP?

•

What are various password policies available in Acumatica ERP?

•

How would you set the password policy where password must be at least 8 characters long?

•

How would you set the password policy where password must start with an uppercase letter?

•

How would you set the password policy where password must contain at least one number and
special symbol?
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Lesson 15: Auditing
Acumatica ERP can monitor and record system events with the security auditing provided by the User
Security module. The system can monitor different types of events, and you set up the time period for
which the audit trail must be kept. Events to be audited can include any of the following:
•

Successful login

•

Unsuccessful login attempts

•

User logout

•

Session expiration

•

Form access

•

Exceeding the maximum number of users specified in the license

•

Successful sending of an email

•

Failed sending of an email

•

Customization publishing

•

Access of an Acumatica ERP data through a generic inquiry that has been exposed by using the
OData protocol

Lesson Objectives
You will do the following:
•

Learn about field-level auditing in Acumatica ERP.

•

Setup field-level auditing for a form.
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About Field-Level Auditing
The development of automatic data processing has made it necessary to consider protecting sensitive
information. In certain highly regulated industries, companies must implement auditing to address
identity-management concerns related to compliance issues. Regulations such as Sarbanes-Oxley
(SOX), the Health Insurance Portability and Accountability Act (HIPAA), and the Payment Card Industry
Data Security Standard (PCI DSS) all have extensive requirements on auditing user identity and access
to system resources.
If your company must comply with such regulations, wants to ensure accountability and the ability to
track user actions in the system, or wants to implement sound auditing procedures, you can use the
field-level auditing available in Acumatica ERP.
Field-level auditing functionality gives you the ability to monitor and record user actions on Acumatica
ERP forms as recorded in the system. The audit trail holds records of every change users have made
on the monitored forms, such as changes to documents and their properties, modifications to customer
accounts or employee records, and changes in security policies. You can also see who made the
changes and when they took place.
Managing Access to Field-Level Audit Feature
Before you start configuring and turning on auditing for specific forms, you must enable the Field-Level
Audit feature. To give users the ability to configure, turn on, and turn off auditing of forms, as well as
view the audit trails, you assign them the Field-Level Audit role and give them access to the forms used
to manage field-level auditing.
Configuring and Turning on Auditing of a Form
If you want to maintain a record of user activity on any form, you can configure and turn on auditing of
the form. Granular auditing is configured, turned on, and turned off on a per-form basis. After the form
audit is configured, you can quickly turn on and off auditing of the form. When you turn on the audit,
every time a user makes changes to a document associated with the form and clicks Save, a record
is added to the audit trail the system maintains for the form. This record contains the details of the
modification, including who modified the document, what changes were made, and when the changes
occurred.
For more granular control, you can perform auditing of individual database tables associated with the
forms and specific database table fields. You can audit entire database tables or only certain database
table fields, such as the fields associated with the interface elements on the form.
Viewing an Audit Trail
When auditing is turned on for a form, you can select a document and view the changes made to the
document directly from the form by clicking Audit History on the Help menu. The audit trail shows
who modified the document and when, what form was used, when the modification took place, and
what changes were made.
Also, you can view all the changes made in the database tables of the audited form. The audit trail
shows the user who modified the document, the date and time of the update, and the details of the
modification of the selected database table. You can filter the modifications that you view in any audited
database table by user and by date range.
Related Links
Management of Access to Field-Level Audit Functionality
To Configure and Turn On Field-Level Auditing for a Form
To View a Field-Level Audit Trail
Access History
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Step 15.1: Setting Field Level Auditing
In this step, you will enable auditing for the Sales Orders (SO301000) form and verify how it works.
Perform the following instructions:
1.

On the AcumaticaTest2 application instance welcome page, sign in with the admin username and
the password you have specified in Step 12.1.

2.

Open the Enable/Disable Features form (CS100000; Configuration > Common Settings >
Licensing).

3.

On the form toolbar, click Modify.

4.

In the Monitoring & Automation group of features, select the Field-Level Audit check box,
as shown in the following screenshot.

Figure: Enabling the Field-Level Audit feature

5.

On the toolbar, click Enable.

6.

Navigate to the Audit form (SM205510; System > Management > Manage).

7.

In the Screen Name box, click the magnifier icon, navigate to the Sales Orders screen and
double-click to select it, as shown in the following screenshot.
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Figure: Selection of a form to audit

After the screen is selected, the system loads the schema for this screen. The tables and
fields that can be audited are displayed (see the following screenshot). The table SOOrder will
automatically be selected as “active” – we will not make any changes to this.

Figure: Schema of the selected screen

8.

In the Description box, type Sales Order Auditing.

9.

In the form summary area, select the Active check box.

10. Select the Active checkboxes next to all database tables of the SO301000 form displayed under
Tables, including SOORDER table.
11. Save the changes.

| Step 15.1: Setting Field Level Auditing | 209

12. Navigate to the Sales Orders form (SO301000; Distribution > Sales Orders > Enter) and create
a new sales order with theCustomer set to C000000001.
13. On the Document Details tab, click Add Stock Item and select the item with the
AACOMPUT01 inventory ID.
14. Leave the default values for other parameters and save the changes.
15. In the top right corner of the form, click Help > Audit History to view the audit history.
The form shown in the following screenshot opens in a new window.

Figure: Audit history for SO301000 form

16. Close the history form and sign out.
17. Sign in as Ian Pick (username: ipick and password: 1234) and navigate to the Sales Orders form
(SO301000; Distribution > Sales Orders > Enter).
18. In the Order Nbr. box, select 000012.
19. On the toolbar, click Actions > Cancel.
20. On the toolbar, click Actions > Re-open and then Actions > Cancel.
21. Sign out and sign in back as admin.
22. Navigate to the Sales Orders form (SO301000; Distribution > Sales Orders > Enter) and click
Help > Audit History to view the audit history.
23. Expand the Changes tables and verify the Sales Orders form is audited, as you can see in the
following screenshot.
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Figure: Audit history for SO301000 form
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Lesson Summary
In this lesson, you have learned about audit options available in Acumatica ERP and how to use them.
Review Questions
•

What audit options are available in Acumatica ERP?

•

What are the steps to set up field-level auditing?
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Part 4: System Configuration and Management
In this part of the course, you will learn how you can specify settings which are shared across all
the modules of Acumatica ERP. Some of configuration settings, such as segmented keys structure,
numbering sequences you must provide during the initial system setup and cannot modify later. Other
information, such as email settings, information about countries and states (provinces), working
calendar can be added at any time later.
In particular, you will perform the following tasks:
•

Learn about system and personal email accounts

•

Set up system email account and define default email account

•

Learn about incoming and outgoing email processing in Acumatica ERP

•

Learn about notifications templates

•

Create a schedule for sending and receiving email

•

Learn about numbering sequence format

•

Create numbering sequences

•

Learn about built-in segmented keys

•

Create and configure segmented keys

•

Populate the list of values for segments

•

Learn about identifiers for business accounts and define a BIZACCT key

•

Create wiki and wiki content
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Lesson 16: Email Management
Acumatica ERP provides email management functionality for employees involved in customer
relationship management (CRM) activities, such as working with leads and contacts, organizing
campaigns, and handling cases.
The Email module in Acumatica ERP is intended to manage system email accounts and outgoing and
incoming mail for your organization.
By using system email accounts, employees can centrally send mass emails they have created or
schedule sending them. The system also enables automatic processing of incoming mail, which involves
creating leads and activities based on replies to campaign-related emails and routing of emails related
to cases to employees involved in processing and generating new cases.
Acumatica ERP tracks the history of email exchanges—that is, the system stores all emails along
with references to the related entities (such as contacts or cases). This history is used for automatic
processing of incoming emails.
Users can use templates for their emails or set up automatic notifications based on specific templates.
For each system email account, you can manually initiate the processes of sending and receiving mail,
or you can set up an automatic schedule for these processes. Also, you can suspend sending and
receiving emails for all system email accounts at once.
To prevent the system from slowing down due to a large number of emails, both incoming and
outgoing, accumulated over a long time, you can archive processed emails.
Lesson Objectives
You will do the following:
•

Learn about system and personal email accounts

•

Set up system email account

•

Define default email account

•

Learn about incoming and outgoing email processing in Acumatica ERP

•

Create a schedule for sending and receiving email

•

Learn about notifications templates

•

Create a notification template

•

Send email notification from the page of the contact in Acumatica ERP

•

Learn how to process pending emails
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System Email Accounts
In Acumatica ERP, you can create and configure system email accounts that can be used to centrally
send mass emails, and you can schedule the sending and receiving of the emails.
You can configure system email accounts using the System Email Accounts (SM204002) form. You
can create as many accounts as you may need, each serving a different purpose—for instance, one
account for communications with your customer support department, and another account for sending
newsletters.
For each system email account, you specify the outgoing mail server, the incoming mail server
(optional), and the protocol to be used. Also, you must specify ports, login information for servers of
both types, and the type of encrypted connection (if required by the server).
For any system account, you can enable processing of incoming mail and select processing options
that define how emails received to the account should be processed, such as whether to create a case
for each email message or a new lead record. Also, you can specify the types of attachments that
are permitted, if attachments are permitted at all. You can allow the deletion of processed emails or
forbid it (if your organization requires emails to be kept for a particular period of time, for instance). If
needed, you can set up automatic confirmation of received emails or automatic replies to unassigned
emails.
Default System Account
To make it easier for users to choose a system email account for sending emails on the related forms,
you can select one of the system accounts as the default system email account using the Email
Preferences (SM204001) form.
If a user has access to system email accounts to create mass emails, the user can choose one of these
accounts as their default system account in Email Settings tab of the User Profile (SM203010) form.
User Access to System Email Accounts and Email
User access to system email accounts can be controlled through restriction groups. By using the Email
Account Access (SM201050) form, you can create restriction groups for managing the visibility of
system email accounts to users, or modify existing restriction groups by adding or removing users or
system email accounts.
The users can view activity on the system email accounts to which they have access by using the
following forms of the Communication module (Organization > Communication > Email):
•

Incoming (CO409000) form: the users can view incoming emails in accordance with the applied
filter. On this form, unread messages are displayed in bold font, and read messages are shown in
regular font.

•

Draft (CO409010) form: the users can review drafts of email messages in accordance with the
applied filter.

•

Outgoing (CO409020) form: the users can view outgoing emails in accordance with the applied
filter.

•

Sent (CO409080) form: the users can view sent emails in accordance with the applied filter.

•

Deleted (CO409090) form: the users can view deleted emails in accordance with the applied filter.
Also, by using this form, the users can restore selected emails.

•

Archived (CO409030) form: the users can view and restore archived incoming emails.

Related Links
Email Account Access
Incoming
Draft
Outgoing
Sent
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Deleted
Archived
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Step 16.1: Configuring System Email Account
In this step, you will create and configure system email account in the Acumatica ERP application
instance without demo data. You will use your personal email account (Google Account or your personal
Microsoft account) to be able to track the emails sent.
Perform the following instructions:
1.

Deploy a new Acumatica ERP instance as you have done in Step 3.1.
Use the AcumaticaEmail name for the instance, and do not insert any demo datasets to this
instance.

2.

Launch the AcumaticaEmail application instance by clicking Start > Acumatica >
AcumaticaEmail.

3.

On the Welcome page of the site, sign in with the admin username and the setup password, then
change the password.

4.

On the Enable/Disable Features form (CS100000), enable the Standard Financials and
Customer Managementgroups of features.

5.

Open the System Email Accounts form (SM204002; Configuration > Email > Manage) and on the
form toolbar, click Add New Record.

6.

In the Email Account ID, type admin.

7.

In the Email Address and Reply Address, type your personal email, for example, your Gmail
address.

8.

If you have selected Google Account, on the Servers tab, specify the following settings, as
shown in the screenshot below:
•

•

In the Server Information parameter group:
•

Incoming Mail Protocol: POP3

•

Incoming Mail Server: pop.gmail.com

•

Outgoing Mail Server: smtp.gmail.com

In the Server Information parameter group:
•

Username: your Google Account username

•

Password: your Google Account password
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Figure: System Email Accounts Form

9.

If you have selected to use your personal Office 365 account, specify the following settings:
•

•

In the Server Information parameter group:
•

Incoming Mail Protocol: POP3

•

Incoming Mail Server: outlook.office365.com

•

Outgoing Mail Server: smtp.office365.com

In the Server Information parameter group:
•

Username: your personal Microsoft Office account username

•

Password: your personal Microsoft Office account password

10. Save the changes.
11. On the Advanced Settings tab, specify the following settings and save the changes:
•

•

In the Security parameter group:
•

My outgoing server requires authentication: selected

•

Log on using: cleared

•

Username: leave default

•

Password: leave default

•

My outgoing server validates From field: selected

In the Server Port Numbers parameter group:
•

Incoming server port (POP3/IMAP): 995

•

Incoming server requires encrypted connection (SSL): selected

•

Outgoing server port (SMTP): type 587

•

Outgoing Server Encrypted Connection: TLS

•

Timeout: leave default

12. On the Incoming Mail Processing and Content tabs, leave the default values.
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13. On the form toolbar, click Test.
Wait while the system sends you the test email. When the testing process finishes successfully,
you see the green check mark on the toolbar, as shown in the screenshot below.

Figure: Test Successfully Performed

14. Open your mailbox and verify that the test email has been sent and received.
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Step 16.2: Configuring Default System Account
In this step, you will make the email account created in Step 16.1 be the default email account (the
From account). This account will be used as the default system account for sending and receiving
emails.
Perform the following instructions:
1.

In the AcumaticaEmail application instance, open the Email Preferences form (SM204001;
Configuration > Email > Configure).

2.

In the Default Email Account box, select your email address that corresponds to the admin
email account ID.

3.

In the Email Tag Prefix box, type [Demo, as shown in the screenshot below.
The Email Tag Prefix and Email Tag Suffix values are the opening and closing tags the system
adds to an email header to help with tracking the email.

Figure: Default Email Account selected

4.

In the confirmation dialog, click Yes.

5.

Save the changes.

Related Links
Email Preferences
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Mail Sending and Receipt
System email accounts for outgoing mail are used mainly to send mass emails for campaigns or mailing
lists, or for automatic replies to incoming mail. When users involved with CRM activities create a
mass email by using the Mass Emails (CR308000) form, they can select in the From box the system
email account to which they have access. When a user clicks Send on the form toolbar, the SMTP
server associated with the selected system email account generates each message of the mass email
in accordance with the specified template and replaces placeholders in the email properties and the
message body with the data of one of the recipients on the list, until the complete mailing list is
processed. However, no emails are actually sent as a result of this process.
To initiate the sending of outgoing emails, use the Send and Receive Email (SM507010) form. To send
the emails selectively, use the Email Pending Processing (SM507000) form.
Once the system accounts are configured, you can use the Send and Receive Email (SM507010) form
to initiate the receipt of incoming emails and schedule the operations of sending and receiving mail. To
process selected incoming and outgoing emails, use the Emails Pending Processing (SM507000) form.
To allow the system to automatically resend outgoing emails whose processing has failed, you can use
the Automatic Resend Attempts setting on the Email Preferences (SM204001) form. This setting
defines the number of times that the scheduled processing is allowed to fail for an email before the
email's status changes from Pending Processing to Failed. However, the system ignores this setting if a
critical error (that is, an error whose code starts with 5, such as 550) occurs on the mail server or if you
run the processing manually.
You can suspend the operations of sending and receiving emails for all system email accounts at once by
selecting the Suspend Email Processing check box on the Email Preferences (SM204001) form. You may
need to do this if you have troubles with your mail servers and need to suspend all operations on these
servers to diagnose the problem.

Using Personal Email Accounts
In Acumatica ERP, users can use their favorite email program for communication with customer
contacts and leads and use their personal email accounts if email addresses are registered with the
system.
For every user involved in CRM or case processing, you can specify a user's personal email account
using the Employees (EP203000) form and the Users (SM201010) form. When forwarding incoming
emails to an employee, the system first checks if the employee has the email address specified on the
Employees form. If there is no such email address, the system checks the address on the Users form.
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Figure: Personal Email Account Specified on the Employees form

On the User Profile (SM203010) form, the user can create a signature, which will be inserted at the end
of each email this user sends. The tab provides a text box and a toolbar with tools to format the text
of the signature. Personal email addresses are available for selection (appear on the list) only to their
owners on email related forms.
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Figure: Email Settings Tab of the User Profile Form

Related Links
Mass Emails
Emails Pending Processing
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Step 16.3: Scheduling Send and Receive Email Process
In this step, you will set the Send and Receive Email process to run every minute.
Perform the following instructions:
1.

Launch the AcumaticaEmail application instance and open the Send and Receive Email form
(SM507010; Configuration > Email > Schedule).

2.

In the Action box, select Send/Receive All.

3.

On the toolbar, click Schedules > Add, as shown in the screenshot below.

Figure: Send and Receive Email form

4.

In the Automation Schedules form that opens in a new window, specify the following settings
and leave all other settings as default, as shown in the screenshot below:
•

Description: Send and Receive Email Schedule

•

No Execution Limit: selected

•

On the Hours tab, set Every to 00:01

Figure: Send and Receive Schedule

5.

On the toolbar, click Save & Close.
The schedule for the Send and Receive Email process is created.
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Incoming Mail Processing
With Acumatica ERP, you can use processing of incoming emails out of the box. This automatic
processing includes forwarding incoming emails to employees based on email history tracked by the
system and may include, depending on your business, creating cases, lead, or activities associated with
the existing leads or contacts and assigning them to specific employees.
For each of the system email accounts intended for incoming mail, you can activate automatic
processing of incoming emails. Before you activate processing, make sure that all employees involved
in customer support and CRM activities, have email addresses specified. If automatic processing fails by
any reason, you can process all incoming or the selected emails by clicking Match All or Match on the
form toolbar of the Incoming (CO409000) form.
Tracking Email Exchange History
Exchange of emails between an employee of your company and a lead or a customer contact may
unfold in many different scenarios. Employees can start communication by sending emails from their
personal email accounts or they can reply lead or customer emails that were received and processed
by the system. Once an email in the chain passes through the system, the system starts tracking the
exchange and will use all the information when processing incoming emails. For example, the system
will forward the case-related incoming email to the case owner and all employees involved in email
exchange even if the incoming email is sent to only one, particular employee.
The choice of subjects for outgoing mass emails is important. Generally, the subjects are system
generated and contain values from particular contact records that will help later with processing replies
to the emails if addresses do not change the email subjects.
Activation of Incoming Mail Processing
Emails can be received only to the system accounts. Depending on your business, incoming mail may
consist of emails received from contacts or leads as replies to emails sent during specific marketing
campaigns, or of emails related to customer contracts; some of the emails can be requests for
information.
For each system account, you can choose whether to activate the processing of incoming emails. You
can activate it by selecting the required account on the System Email Accounts (SM204002) form, and
then selecting the Activate Incoming Mail Processing check box on the Incoming Mail Processing
tab.
Before you activate this processing, make sure that email addresses are specified for all employees
involved in customer support and CRM activities on either the Employees (EP203000) form or the Users
(SM201010) form.

Stages of Automatic Processing
The system processes incoming emails by using a built-in scenario that can be divided into two major
parts: the basic part, which is executed whenever processing is enabled for the account; and the
optional part, which you can tailor to fit your needs. The basic part includes forwarding incoming emails
to employees based on the email history tracked by the system.
The optional part includes the following stages, which you can configure by using the Incoming Mail
Processing tab of the System Email Accounts (SM204002) form:
The system processes incoming emails by using the built-in scenario. The scenario includes the
following stages:
•

Initial processing: You can configure the system to confirm the receipt of incoming emails by
sending replies based on specific templates.

•

Main processing: You can select options corresponding to any of the following actions:
•

Create a new case for each processed email and attach the email to the case as a related
activity.
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•

•

Attach each processed email to the business account, contact, or lead related to the email
exchange.

•

Create a new lead for each processed email and attach the email to the lead as a related
activity.

•

Reply to unassigned emails by using a specific template.

Final processing: You can decide whether the system should remove processed messages and
whether it should add available source information to the bottom of each processed email.

Depending on the selected options, the system processes each email as follows (skipping the step if the
corresponding option is not selected):
1.

Uses the sender’s name and email address and the email subject to search the database for
available information.

2.

Checks whether information about any related contract exists:

3.

•

If this information exists, the system creates a new case and assigns it in accordance with
the assignment map selected as the default map for cases on the Customer Management
Preferences (CR101000) form.

•

If no such information exists, the system proceeds to the next step.

Checks whether the sender address exists in the database:
•

If the address exists in the database, the system attaches the email to the related business
account, contact, or lead.

•

If the address is not found in the database, the system creates a new lead and assigns
this lead to an employee by using the default assignment map selected for leads on the
Customer Management Preferences (CR101000) form.

4.

If the email remains unassigned, uses the email assignment map (if any) specified on the
Assignment Settings tab of the System Email Accounts (SM204002) form.

5.

If the email remains unassigned, assigns the email to the default email owner (if any) specified
on the Assignment Settings tab of the System Email Accounts (SM204002) form.

6.

If the email remains unassigned, generates a reply by using the template selected for such
replies.
Generally, the subjects for outgoing mass emails are system-generated and contain values from particular
contact records, cases, and activities that will help later with processing replies to the emails if addressees
do not change the email subjects.

Related Links
System Email Accounts
Customer Management Preferences
Customer Management Preferences
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Notification Templates
Notification and email templates define the look and content of the emails to be sent to employees
or customer or vendor contacts. You can insert placeholders—system variables enclosed in double
parentheses, such as ((CustomerFullName))—to use recipient data to personalize notification emails
when they’re sent. Placeholders can be used in the email template’s body as well as in the email
properties, such as Subject, To, CC, and BCC.
Notification and email templates can be created on the Notification Templates (SM204003) form.
The system has a predefined set of templates which you can use as is, modify them, or create new
templates.

Figure: Predefined Email Template

Efficient processing of electronic documents can help organizations reduce costs and optimize
investments, to stay competitive in today’s dynamically changing economy. In Acumatica ERP, for
each particular vendor or customer, you can specify how your organization sends documents to the
customer or vendor’s business: electronically or through postal mail (on paper). For businesses that
want to receive electronic documents, you can easily set up sending documents by email, such as
invoices and statements to customers, and purchase orders to vendors. You can configure the system
to simultaneously send emails to employees who oversee operations with particular customers or
vendors.
The functionality enabling you to send documents of a specific type by email is referred to as a mailing.
Acumatica ERP provides predefined mailings that you can configure for customers in the Sales Orders,
Accounts Receivable and Service Management modules, and for vendors in the Accounts Payable,
Purchase Orders, and Purchase Requisitions modules.
Mailing for Customers in Accounts Receivable
The Mailing Settings tab of the Accounts Receivable Preferences (AR101000) form contains the list of
the predefined mailings for customers. Mailings are used to sent electronic versions of documents (by
email) to customers and company employees overseeing operations with customers. Mailing settings
specified here will be used as default values for mailing settings of customer classes, which in turn will
provide default values for mailings configured for particular customers. Emails for active mailings will
be sent to customer contacts and company employees when an employee (a user) performs specific
processing. Such emails can contain customer statements, invoices, or dunning letters. Also, customers
can be notified about credit card expiration.
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Figure: Mailing Settings tab of Accounts Receivable Preferences form

Sales Order Notifications
The Mailing Settings tab of the Sales Orders Preferences (SO101000) form contains the list of the
predefined mailings for customers. Mailings are used to send electronic versions of documents (by
email) to customers and to company employees who oversee operations with customers. The mailing
settings specified here are used as default values for mailing settings of customer classes, which in turn
provide default values for mailings configured for particular customers. Emails for active mailings will
be sent to customer contacts and company employees when a user invokes the action specific to the
mailing. Such emails can contain sales orders, pick lists, shipment confirmations, invoices, or dunning
letters.
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Figure: Mailing Settings tab of Sales Orders Preferences form

Service Management Notifications
The Mailing Settings tab of the Service Management Preferences (FS100100) form contains the
list of the predefined mailings for the appointments. Mailings are used to send notifications about
an appointment to the scheduled staff members, the customer contact, or the staff members of the
appointment’s geographical zone. The mailing settings specified here are used as default values for the
mailing settings of service order types. Emails for active mailings are sent when you invoke the action
specific to the mailing. These emails can contain details on service orders, appointments, the equipment
of the service, and other information.

Figure: Mailing Settings tab of Service Management Preferences form
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Purchase Order Notifications
The Mailing Settings tab of the Purchase Orders Preferences (PO101000) form contains the list of
predefined mailings that can be used for sending purchase orders and other documents to vendors
electronically (by email). Mailing settings specified on this tab ll be used as the default values for
mailing settings specified for vendor classes, which in turn ll be used as the default values for setting up
mailings for particular vendors.
Purchase Requisition Notifications
The Mailing Settings tab of the Purchase Requisitions Preferences (RQ101000) form contains the list
of predefined mailings that can be used for sending proposal requests to vendors electronically (by
email). Mailing settings specified on this tab are used as the default values for mailing settings specified
for vendor classes, which in turn are used as the default values for setting up mailings for particular
vendors.
Related Links
Predefined Mailings for Customers and Vendors
To Set Up Mailings for Vendors
Mailings for Customers
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Step 16.4: Creating a Notification Template
When you create a new template, you can use not only images and formatting, but placeholders to use
recipient data. For example, in the User Welcome Notification template which is the default template
to welcome new users to Acumatica ERP, you can see six placeholders, also shown in the following
screenshot:
•

((UserList.Email)) in the To box

•

((GeneralInfo.CompanyName)) in the Subject box

•

((UserList.FirstName)), ((UserList.Username)), ((UserList.Password)), and
((UserList.RecoveryLink)) in the body.

Figure: User Welcome template

If you want to create another template or modify this one, you must leave the described placeholders in
the order they are now.

In this step, you will create a notification template that you can use for generating automatic emails for
inviting people to an event. It can also be used ad hoc when creating a single email.
Perform the following instructions:
1.

Launch the AcumaticaEmail application instance and open the Notification Templates form
(SM204003; Configuration > Email > Manage).
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2.

In the Notification box, type InvitationTemplate.

3.

In the From box, select admin.

4.

In the Screen ID box, click the magnifier icon and then navigate to Company > Organization
> Customer Management > Work Area > Manage > Contacts, as shown in the screenshot
below.

Figure: The process of selecting form

5.

Double-click Contacts to select it.

6.

In the To box, click the magnifier icon and expand Contact, as shown in the following
screenshot.
In this box, you can select the parameters on the form selected in the previous step. The
parameter will appear in the notifiucation as the placeholder. The real value of the corresponding
parameter replaces the placeholder when the email is being sent.
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Figure: The process of selecting placeholder with email

7.

Double-click Email to select this value.

8.

In the Subject box, type Invitation to training.

9.

In the template body, paste the following text:

Dear ((Contact.FirstName)), You have been invited to the Acumatica inperson training. Your invitation is now confirmed, so you can begin
making travel arrangements. Prior to the event, we will send an invoice
to you via email.This is a test message.
Name: ((Contact.DisplayName))
Phone: ((Contact.Phone1))

Company: ((Contact.FullName))
Date of Event: January 2018

Event Address: 11235 SE 6th St. Suite 140, Bellevue, WA 98004

If you have any questions, do not hesitate to contact us. We look
forward to seeing you.
Warm regards,

Acumatica Education Team
10. On the form toolbar, click Save.
When you send this notification from the Contacts form in the Customer Management module,
the fields in brackets will automatically be filled with the information of the appropriate contact.
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Step 16.5: Using a Notification Template
When you create a new template, you can use not only images and formatting, but placeholders to use
recipient data. For example, in the User Welcome Notification template which is the default template
to welcome new users to Acumatica ERP, you can see six placeholders, also shown in the following
screenshot:
•

((UserList.Email)) in the To box

•

((GeneralInfo.CompanyName)) in the Subject box

•

((UserList.FirstName)), ((UserList.Username)), ((UserList.Password)), and
((UserList.RecoveryLink)) in the body.

Figure: User Welcome template

If you want to create another template or modify this one, you must leave the described placeholders in
the order they are now.

In this step, you will create a new contact and notification template that you can use for generating
automatic emails for inviting people to an event. It can also be used ad hoc when creating a single
email.
Perform the following instructions:
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1.

Launch the AcumaticaEmail application instance and open the Contacts form (CR3020PL;
Organization > Customer Management > Manage).

2.

On the toolbar, click Add New Record.

3.

Create a new contact by specifying the following values, as shown in the screenshot below:
•

First Name: Maxwell

•

Last Name: Baker

•

Email: type your email address where you have access and can read emails.

•

Business 1: +1 (777) 345-2677

•

Company Name: TestCompany

•

Country: US

Figure: Contacts form

4.

On the toolbar, click Save & Close.
The new contact has been created.

5.

On the Contacts (CR3020PL) form, click the All Records tab and double-click Maxwell Baker.

6.

On the Contacts (CR302000) which opens, click the Activities tab.

7.

On the table toolbar, click Add Email.
The Email Activity (CR306015) form opens in the new window. The From box is filled with
admin—the default system account configured in Step 16.2. The To box is filled with the email
you have specified when creating the contact.
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8.

On the Email Activity form toolbar, click Actions > Select Source, as shown in the following
screenshot.

Figure: Email Activity form

9.

In the Select Source dialog box that opens, in the Source Type, leave Notification Template,
and in the Template box, select InvitationTemplate, as shown in the screenshot below, and click
Select.

Figure: Notification template selected

The selected template is applied, and the Message tab of the Email Activity form now contains
the text from the template. Notice that the placeholders are replaced with the corresponding
details of the contact. The Subject box is also filled according to the template. The To box now
contains additional email taken from the template settings.
10. In the To box, delete the Maxwell, Baker contact, as shown in the screenshot below.
The email is ready to be sent.
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Figure: Email text taken from template

11. On the toolbar, click Send.
The Email Activity form is automatically closed. Now you can check the status of your outgoing
email.
12. Navigate to the Outgoing form (CO409020; Organization > Communication > Email).
13. Click the All Records tab and verify that your email is here, as shown in the screenshot below.

Figure: Email

14. Wait a minute or less (because you have set up the Send and Receive process schedule to run
every 1 minute) and refresh the form.
15. Open the Sent form (CO409020; Organization > Communication > Email) and on the All
Records tab, verify the invitation email is here. Also check your email box to verify the receipt.

Figure: Sent form
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Additional Information
The following concepts are outside of the scope of this course but may be useful to some readers. You
can use the links below to get additional information.
Synchronizing Acumatica ERP with Microsoft Exchange Server
In Acumatica ERP, you can synchronize contacts, emails, tasks, and events between your users’
Exchange Server and Acumatica ERP accounts.
For more information, see Integration with Exchange Server.
Notifications About Events
By using Acumatica ERP, you can configure automatic notifications about various events in the
organization, such as training sessions, work meetings, conference calls, and trade shows. Users create
events and invite leads, contacts, and customers to attend them, and the system sends invitations
to the potential attendees specified for the event. Also, the system reminds users about the event
and notifies attendees if you make any changes to the event or cancel it. For more information, see
Notifications About Events.
Managing Mailings
Efficient processing of electronic documents can help organizations reduce costs and optimize
investments, so they can stay competitive in today’s dynamically changing economy. In Acumatica
ERP, for each customer, you can specify how your organization sends documents to the business:
electronically or through postal mail (on paper). For businesses that want to receive electronic
documents, you can easily set up the sending of documents by email, such as invoices and customer
statements. You can configure the system to simultaneously send emails to employees who oversee
operations with particular customers.
You can send the customer any of the following types of correspondence:
•

Report-based: You can use Accounts Receivable reports to send invoices, memos, statements,
and dunning letters by using the Send action on a report form. For an Acumatica ERP report,
you can control the look and feel in addition to the reporting functions. You can use the default
look and feel of the report or customize the report by using the Acumatica Report Designer.
You can provide settings specifying who will receive the report-based email and which format
should be used, as well as possibly a specific template to be used as the email body (for email
personalization). For details on modifying reports, see the Acumatica Report Designer Guide.

•

Form-related: You can send an email regarding a specific invoice or memo by using the Send
Email action on the form that displays the document. These emails will be listed under the
Activity menu on the form title bar. For details on managing your activities, see the Tasks,
Events, and Activities.

•

Mailings: For each customer, you can configure a number of mailings. The mailing body is based
on a notification template that may contain placeholders and can be modified easily. You can
assign a report that will generate a document to be sent as a mailing attachment. A customer’s
mailing settings are used for mass processing documents and for emailing a particular invoice
or memo. Template-based emails can be used, for example, to notify customer contacts about
expiration of their credit cards. When the system generates such emails for multiple customers,
it replaces placeholders with the particular customer’s information, such as card type, partial card
number, and expiration date. For details on mailings, see the Mailings for Customers.

By default, the actual sending of the emails is not performed right away. Emails sent by all the
mentioned ways are gathered in a queue on the Emails Pending Processing form, from which they can
be sent. For details on email management, see Email.
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Lesson Summary
In this lesson, you have learned email management options and email notification templates.
Review Questions
•

What are the system email accounts?

•

Can a user use his personal email account to communite with the customers?

•

What is the default system account?

•

What is the process of mail sending and receipt?

•

How do you configure the schedule for the send and receive email process?

•

Can you initiate the send and receive email process manually?

•

Where do you check the status of created email messages?

•

What is the purpose of using notification templates?

•

How do you know the placeholders syntax to be used in the templates?

•

How do you send an email message to a contact?

•

How the incoming mail is processed?
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Lesson 17: Numbering Sequences
Acumatica ERP uses numbering sequences to automatically generate a new number or ID each time
a user creates an object of the particular type. Numbering sequences are used for General Ledger
batches, invoices, bills, payments of various types, transfers, allocations, schedules, and other objects
in the system.
In this lesson, you will learn about numbering sequence parameters and the process of their creation.
Lesson Objectives
You will do the following:
•

Learn about numbering sequences and subsequences

•

Create a new numbering sequence

•

Create a numbering sequence that uses prefixes
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About Numbering Sequences
You can use the predefined numbering sequences without changes, or you can modify them to suit
your organization's needs. Also, you can create new sequences. If your organization has branches,
numbering sequences for documents associated with branches can be split into subsequences which
have different prefixes or specify different ranges of numbers.
Numbering Sequence Parameters
Each numbering sequence is defined by parameters set on the Numbering Sequences (CS201010) form.
The system uses the following parameters to calculate numbers it assigns to new objects:
•

Start Number: The number to be used first in this numbering sequence.

•

End Number: The number to be used last in this numbering sequence.

•

Last Number: The number most recently assigned to an object in this numbering sequence.
Each time it assigns a number to a new object, the system updates this field.

•

Numbering Step: The increment used in the numbering sequence to generate the next number;
for each new number, this increment is added to the rightmost numerical portion of the last
number used.

You can set other parameters of the numbering sequence:
•

Start Date: The date when this sequence will take effect. For sequences that include
subsequences, this parameter lets you specify a date when each subsequence first becomes
effective.

•

Warning Number: The minimum number that generates a warning that available numbers will
be used up soon. When this number (and each number that exceeds it) is assigned, the system
displays a warning. If the end number is near or has been reached for a numbering sequence, you
should create a new sequence in the appropriate module and assign it to this object type.

•

New Number Symbol: An alphanumeric string (of up to 15 characters) used to indicate that a
new number for an object will be assigned.

Format of Identifiers
Acumatica ERP generates numbers or object IDs for a numbering sequence as alphanumeric strings.
The precise format of the numbers is defined by the numbering sequence parameters, such as the start
number and the end number, set on the Numbering Sequences form. The same number of characters
must be used for all parameters in a numbering sequence; the system issues a warning if the format of
any parameter differs.
A numbering sequence may have numbers that start with a prefix, an alphanumeric string that ends in
an alphabetic character. The system automatically detects a prefix in the start number when alphabetic
characters are used. If a prefix is used, auto-numbering is applied to only the rightmost numeric
positions. The same prefix must be used for the start, warning, and end numbers.
Suppose, for example, that you want to create sequences to automatically assign meaningful IDs to
sales orders of different types. For different order types, different two-letter abbreviations are used. For
general sales orders (the SO type), you might set the start number as S0000001, the warning number
as S0995000, and the end number as S0999999. For cash sales orders, you might set the start number,
warning number, and end number as CS000001, CS997000, and CS999999, respectively. Note that all
these numbers use the same prefix followed by six digits.
Subsequences
A numbering sequence may consist of one or several sequences or subsequences, each intended for
a different branch or starting on a specific date. Subsequences can be helpful when, for example,
an organization uses different invoice numbers in each season of the year. If the organization has
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branches, it is convenient when document reference numbers indicate a specific branch of origin by
branch specific prefix or branch-specific range of numbers.
Each subsequence is defined by a branch, start date, start number, end number, numbering step, and
start date, and numbers are assigned as follows:
1.

The first new object is assigned the start number depending on the branch and the start date.
(The start number is also assigned to the last used number.)

2.

The rightmost numerical portion of the second number and subsequent numbers for the same
branch is equal to that of the last number plus the numbering step. The last number value is
updated.

3.

When the start date specified for any subsequence occurs, the system switches to using that
subsequence.
The numbers available in one subsequence cannot be used in another subsequence of the same
sequence.

Usage Tips
Follow these tips when you define numbering sequences:
•

Objects get numbers in the order in which they are created. If you use the same numbering
sequence to identify objects of different types, successive numbers can be assigned to objects
of different types. The disadvantage of this approach is that objects' identifiers won't help you
distinguish between their types.

•

If you use similar numbering sequences for different document or objects that might be listed on
the same form, duplicate numbers may occur, which could confuse users. It is better to define a
numbering sequence so that the start number of one sequence exceeds the end number of the
previous one, or to use different prefixes for each numbering sequence. These approaches ensure
that duplicate numbers will not occur.
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Step 17.1: Creating a Numbering Sequence for Service Orders
Acumatica ERP contains several built-in numbering sequences that can be used in different system
modules. You can modify them, or create other numbering sequences. In this step, you will define the
simple numbering sequence for the service orders.
Perform the following instructions:
1.

Deploy a new Acumatica ERP instance as you have done in Step 3.1.
Use the AcumaticaSegmentedKeys name for the instance, and do not insert any demo datasets
to this instance.

2.

Launch the AcumaticaSegmentedKeys application instance by clicking Start > Acumatica >
AcumaticaSegmentedKeys.

3.

On the Welcome page of the site, sign in with the admin username and the setup password, then
change the password.

4.

On the Enable/Disable Features form (CS100000), enable the Standard Financials, Advanced
Financials, Subaccounts and Customer Management groups of features.

5.

Open the Numbering Sequences form (CS201010; Configuration > Common Settings).

6.

In the Numbering ID box, type SMORDER.

7.

In the Description box, type Service Order.

8.

Leave the Manual Numbering check box cleared.
When importing your vendor data, you can temporally disable your Auto-Numbering if you wish to
import your vendor ID’s from your client’s legacy system. You would do so by selecting the Manual
Numbering check box for the corresponding sequence ID. Once your vendors have been imported,
you can update the Last Number field of your sequence with your last vendor ID imported, and
clear the Manual Numbering check box. Any vendor that is added after re-instituting the AutoNumbering will have a number assigned by the system using the assigned numbering sequence.

9.

In the New Numbering Symbol box, type <NEW>.
What you type in this box will be shown for the users. Each time a user creates a new object , for
example time card, the user will see <NEW> in the object number box, which indicates that when
the new object is saved, it will automatically get the next number available for this type of objects
(in our case, time cards).

10. On the form toolbar, click Add Row and specify the following settings for the line:
•

Start Number: 0000000

•

End Number: 9999999

•

Start Date: leave default

•

Last Number: leave default

•

Warning Number: leave default

•

Numbering Step: 1

11. Save the changes.
The new numbering sequence has been created, as shown in the screenshot below.
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Figure: Numbering Sequence for Service Orders
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Step 17.2: Defining a Numbering Sequence for Vendors
In this step, you will define the numbering sequence for vendors. Your organization would like to
have their vendor ID starting with the prefix “V” and apply a six digit auto-numbering sequence when
creating a new vendor. The format of the vendor ID should look like “V000001”, “V000002”, and so on.
You will configure the system to be able to accommodate that requirement starting by configuring the
numbering sequence for the vendors.
Perform the following instructions:
1.

Launch the AcumaticaSegmentedKeys application instance and open the Numbering Sequences
form (CS201010; Configuration > Common Settings).

2.

On the form toolbar, click Add New Record.

3.

In the Numbering ID box, type VENDOR.

4.

In the Description box, type Vendor account.

5.

Leave the Manual Numbering check box cleared.

6.

In the New Numbering Symbol box, type <NEW>.

7.

On the form toolbar, click Add Row and specify the following settings for the line:

8.

•

Start Number: V000000

•

End Number: V999999

•

Start Date: leave default

•

Last Number: leave default

•

Warning Number: leave default

•

Numbering Step: leave default

Save the changes.
The new numbering sequence has been created, as shown in the screenshot below.

Figure: Numbering Sequence for Vendors
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Additional Information
The following concepts are outside of the scope of this course but may be useful to some readers. You
can use the links below to get additional information.
Input Validation Options
You can create input masks to help users enter data in specific format for such fields as phone
numbers, postal codes, and tax ID numbers. Also, you can use regular expressions to validate that
the values user enters in the field not only comply with the input format but meets specific rules
requirements. For more information, see Input Validation Options.
Input Masks
Input masks may be created to help users enter data in the required format. Masks are used, for
example, for phone numbers, postal codes for countries and states, and tax registrations. Moreover,
regular expressions can be created to validate the entered values, since the values for some fields must
meet not only input format requirements but also specific rules. For more information, see Input Masks.
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Lesson Summary
In this lesson, you have learned about numbering sequences and their configuration options.
Review Questions
•

What are the steps to create a numbering sequence?

•

What does the Warning Number parameter for the numbering sequence mean?

•

What is the purpose of the Manual Numbering check box?

•

Do you need to activate a numbering sequence?
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Lesson 18: Segmented Keys
Different types of accounts and other system entities have identifiers, which you design to meet your
organization requirements. These identifiers can have any number of segments, for instance you can
even define segments that denote specific division, department, region, or cost center. Using segments
helps you to make identifiers more meaningful for users and reduces the input errors. Segmentation is
set by using the predefined segmented keys.
In this lesson, you will learn about segmented keys, segment values and the process of configuring the
segmented key.
Lesson Objectives
You will do the following:
•

Learn about the predefined set of segmented keys

•

Learn about the configuration of the keys

•

Learn about validation of segments

•

Configure a segmented key with one segment

•

Configure a multi-segment key

•

Populate a list of possible segment values

•

Learn about specifics of the BIZACCT key

•

Configure the BIZACCT key
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Identifier Segmentation
General Ledger accounts and subaccounts, as well as other objects in the system, have identifiers. An
identifier is a unique alphanumeric string assigned to an object for its identification.
Identifiers are typically segmented: composed of segments whose values help users remember the
meanings of identifiers. For example, General Ledger subaccount identifiers could contain the following
segments: a two-character regional branch code, a one-digit department number, and a three-character
product type. Thus, the subaccount identifier CA-1-T32 would denote a subaccount of the California
branch (CA), department 1, related to the product T32.
In Acumatica ERP, a segmented key is a system entity that holds the definition of the structure of
identifiers for a certain type of objects and serves as a template when a user creates an identifier for a
new object of the type.
Built-in Sgmented Keys
Acumatica ERP provides the following built-in segmented keys, which can be used only for the intended
types of accounts or objects:
•

ACCOUNT: Used for General Ledger accounts

•

ACCGROUP: Used for account groups for project management

•

BIZACCT: Used for business accounts in the system; serves as the parent key for customer,
vendor, and employee account identifiers

•

CASHACCOUNT: Used for branch-specific cash accounts based on a GL account

•

CONTRACT: Used for contract reference numbers, inherits its structure from the PROJECT key

•

CONTRACTITEM: Used for contract items

•

CUSTOMER: Used for customer identifiers; inherits its structure from the BIZACCT key

•

EMPLOYEE: Used for company employees, inherits the structure from the BIZACCT key

•

INLOCATION: Used for warehouse locations

•

INSITE: Used for warehouses

•

INSUBITEM: Used for subitems of inventory items

•

INVENTORY: Used for inventory items

•

LOCATION: Used for customer and vendor locations

•

MLISTCD: Used for mail lists

•

PROJECT: Used for projects

•

PROTASK: Used for project tasks

•

SALESPER: Used for salesperson accounts

•

SUBACCOUNT: Used for General Ledger subaccounts

•

TMCONTRACT: Used for contract templates

•

VENDOR: Used for vendor identifiers; inherits its structure from the BIZACCT key

If your organization requires new types of objects in a specific Acumatica ERP module, you can create
new segmented keys.
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Configuring Segmented Keys
During initial system setup, on the Segmented Keys (CS202000) form, you must define the following
for each segmented key:
•

How many segments the key has

•

What is the length of each segment

•

Whether the segment should be validated on input

Consider these factors as you decide how to configure each key:
•

You may define as many segments as you want as long as the total length of all segments does
not exceed the underlying field’s maximum length. The total does not include the user-defined
character (such as a hyphen) used to separate the segments when the object identifiers are
displayed.

•

An identifier may be non-segmented; that is, it may consist of only one segment.

•

One segment per key can be defined as auto-numbered, which means that a numbering sequence
is assigned to it.

•

Although you may add a segment to or remove one from a segmented key after identifiers have
been created, these actions may have unpredictable results.

Once you have configured the segmented key for a type of objects, use the Segment Values
(CS203000) form to populate the list of values for segments that will not be auto-numbered. When
you add new values for a segment on the Segment Values form, the system automatically converts
the value (if such an option was selected) and checks whether the value meets the input mask
requirements.
After the segmented key is configured and its segments are populated, a user can create an object of
the type, entering its identifier by selecting values for each of its segments.
For example, General Ledger accounts are created using the Chart of Accounts (GL202500) form,
subaccounts are created on the Subaccounts (GL203000) form, and warehouses are created by using
the Warehouses (IN204000) form. When a user creates an account, subaccount, or other object, the
user will see the input mask that shows the number of segments and the length of each.
Inheritance in Relation to Segmented Keys
On some forms, users can select objects of different types from the same lookup list. For example,
when preparing time sheets, employees can specify either a project or a contract on which they spent
their work hours. For this, identifiers of such objects should have similar structures. To enforce similar
structures of identifiers for two or more types of objects, inheritance of segmented keys (on which
identifiers are based) is used. One segmented key (a child key) inherits its structure from another
segmented key (a parent key) means that the child key has the same number of segments as the
parent key, and all its segments have the same lengths as the respective segments of the parent
key. By default, the child key will have the same structure as the parent key, and the segment values
specified for the parent key will be available for identifiers based on the child key. However, you can
make identifiers based on a child key distinguishable at a glance from identifiers based on the parent
key in the following ways:
•

For an alphanumeric segment, you can enter different sets of values for the parent and child key
segments

•

For an auto-numbered segment, you can assign numbering sequences with different properties,
for example, with different prefixes as seen in CONTRACT segmented key which inherits its
structure from the PROJECT segmented key.

Related Links
Segmented Keys
Segment Values
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Segment Validation
You can configure input validation options, described below, to reduce some input errors that may occur
when identifiers are composed of segment values. Although validation can be used for any segmented
key, this section describes how validation options work for General Ledger accounts and subaccounts.
For segments with the Validate option selected on the Segmented Keys (CS202000) form, users
choose from the predefined segment values. With this option selected, when a user creates a new
account or subaccount, the user does the following:
•

Sees the input mask with the character specified as a separator for the key.

•

Double-clicks the segment to open the list of possible values, or points at any segment and
presses F3.

•

Selects the value for the segment from the list.

If the Validate option is not selected for a segment, users can enter new values while they create
accounts or subaccounts. The new values will be validated only in accordance with the segment
definition: the type of string and its length. When users enter a string in a segment of the identifier, the
string will not be added to the list of segment values.
Important! If the General Ledger account has a one-segment identifier, segment validation cannot be
turned off and users can create accounts only by selecting them from the list of segment values.
Validation of Accounts and Subaccounts on Data Entry Forms
Once created, accounts and subaccounts can be used on various documents in the General Ledger,
Accounts Payable, and Accounts Receivable modules, and can be selected on inquiry and processing
forms. Acumatica ERP also provides a validation option for using subaccounts. The Allow Adding New
Values On the Fly check box on the Segmented Keys (CS202000) form controls how the user specifies
subaccounts:
•

If the option is not selected, the user can specify subaccounts only by selecting them from the list
of available subaccounts. Thus, before subaccounts can be used on data entry forms, they must
be created on the Subaccounts (GL203000) form.

•

If the option is selected, subaccounts on data entry forms can be entered segment by segment;
the user selects each segment value from the appropriate list of predefined segment values.
New segment values cannot be created during data entry. New subaccounts created segment by
segment are not added to the list of subaccounts.

The Allow Adding New Values On the Fly setting is helpful when the number of segments and the
number of values in each segment could produce so many combinations that it would be labor-intensive
to enter all subaccounts in advance.
The Allow Adding New Values On the Fly setting is also used for subitems defined by the
INSUBITEM key.
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Step 18.1: Configuring the Segmented Key
In this step, you will learn how to configure the segmented keys. You will use the Segmented Keys
(CS202000) form to define the size, segmentation and edit mask for the codes that will be used to
identify your Chart Of Accounts (C.O.A.). You will configure the ACCOUNT code so that it will have a
maximum size of six characters and will only allow numeric characters in all positions and there will be
no defined segments for the code (one-segmented code).
Perform the following instructions:
1.

Launch the AcumaticaSegmentedKeys application instance.

2.

Open the Segmented Keys form (CS202000; Configuration > Common Settings), and in the
Segmented Key ID box, select ACCOUNT.

3.

Leave the Parent box empty.

4.

Leave the Specific Module and Numbering ID boxes cleared.

5.

In the Description box, type GL Account.

6.

In the Length and Segments boxes, leave default values, as shown in the screenshot below.

Figure: Segmented Keys Form

For this built-in segmented key, the By Segmented Key lookup mode is selected. In this mode, a
user enters the entire identifier. When the user is typing the identifier on the data entry form, the
system displays the list of existing identifiers. The user can select one of the existing values from
the list. The Allow Adding New Values On the Fly check box is cleared and unavailable in this
lookup mode.

7.

In the segment definition table, double-click the only line it has to allow editing.

8.

For the segment with ID of 1, set the following values, as shown in the screenshot below:
•

Description: GL Account

•

Length: 6

•

Align: Left

•

Edit Mask: Numeric

•

Case Conversion: Uppercase

•

Validate: cleared

•

Auto Number: cleared

•

Separator: -
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Figure: Edited Segment

Notice that the Length value in the form summary area is automatically updated to match the
total length of all segments.
9.

Save the changes.
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Step 18.2: Defining Multi-Segment Subaccount Structure
In this step, you will use the Segmented Keys (CS202000) form to define the size, segmentation
and edit mask for the codes that will be used to identify your SUBACCOUNT code structure. You will
configure the SUBACCOUNT code so that it will have two segments.
Perform the following instructions:
1.

Launch the AcumaticaSegmentedKeys application instance and open the Segmented Keys form
(CS202000; Configuration > Common Settings).

2.

In the Segmented Key ID box, select SUBACCOUNT.
Notice that for this segmented key, the Lookup Mode is set to By Segment: All Avail. Segments
and this parameter is available for editing.

3.

In the Lookup Mode, leave the default value.
The Allow Adding New Values On the Fly check box is selected automatically.

4.

Leave the Specific Module and Numbering ID boxes cleared, as shown in the screenshot
below.

Figure: Segmented Keys Form

5.

6.

On the segment definition table toolbar, double-click the first segment and make the following
settings:
•

Description: Department

•

Length: 3

•

Align: Left

•

Edit Mask: Alphanumeric

•

Case Conversion: Uppercase

•

Validate: selected

•

Auto Number: cleared

•

Separator: -

On the table toolbar, click Add Row to add the second segment of the subaccount code with the
following settings:
•

Description: Sales Region

•

Length: 2
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7.

•

Align: Left

•

Edit Mask: Unicode

•

Case Conversion: Uppercase

•

Validate: selected

•

Auto Number: cleared

•

Separator: -

Save the changes.
The subaccount structure is updated. Notice that the Length value in the form summary area is
automatically updated to match the total length of all segments.

Figure: Updated subaccount structure
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Step 18.3: Defining Segment Values
In this step, you will define the acceptable values for each validated subaccount segment. You will learn
how to configure the segmented values by entering the values by hand.
For example, the company tracks expenses by departments. They wish to be able to code some of their
accounting activity, for examples, expenses or fixed assets, for those departments. The SUBACCOUNT
structure has already been defined to contain a segment intended for coding this information. To
facilitate data entry accuracy, the segment has been setup to allow only valid values that were
predefined.
In this step, you will define that valid list of values and their corresponding descriptions by typing the
data into the Segment Values (CS203000) form.
Perform the following instructions:
1.

In the AcumaticaSegmentedKeys application instance, open the Segmented Values form
(CS203000; Configuration > Common Settings).

2.

In the Segmented Key ID box, select SUBACCOUNT.

3.

In the Segment ID box, leave 1.

4.

On the table toolbar, click Add Row to add the possible value and specify the following settings,
then save the changes:
•

Value: 000

•

Description: Non-Specific

•

Active: selected

Notice that you cannot enter more than three symbols to the Value column. This is because you
have set the length of this segment to 3.
5.

6.

7.

8.

9.

On the table toolbar, click Add Row to add the possible value and specify the following settings,
then save the changes:
•

Value: ADM

•

Description: Administrative

•

Active: selected

On the table toolbar, click Add Row to add the possible value and specify the following settings,
then save the changes:
•

Value: CON

•

Description: Consulting

•

Active: selected

On the table toolbar, click Add Row to add the possible value and specify the following settings,
then save the changes:
•

Value: DEV

•

Description: Development

•

Active: selected

On the table toolbar, click Add Row to add the possible value and specify the following settings,
then save the changes:
•

Value: FIN

•

Description: Finance

•

Active: selected

On the table toolbar, click Add Row to add the possible value and specify the following settings,
then save the changes:
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•

Value: SAL

•

Description: Sales

•

Active: selected

The list of possible values for the segmented key is populated, as shown in the screenshot below.

Figure: Segment values defined for the first segment of the key
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Step 18.4: Uploading Segment Values
In this step, you will learn how to configure the segmented values by uploading a file.
For example, the company tracks expenses by sales region. The second segment of their SUBACCOUNT
segment key has been designated as the segment that will be used to code activity to these sales
regions. In this exercise you will use the file upload functionality to quickly load the Microsoft Excel
spreadsheet with an existing list of sales regions and their descriptions into the list of possible values
for the second segment of the subaccount structure.
Perform the following instructions:
1.

Launch the AcumaticaSegmentedKeys application instance and open the Segmented Values form
(CS203000; Configuration > Common Settings).

2.

In the Segmented Key ID box, select SUBACCOUNT.

3.

In the Segment ID box, select 2.

4.

On the table toolbar, click Load Records from File, as shown in the screenshot below.

Figure: Load Records form File button

5.

In the File Upload dialog that opens, select the S100_SysAdm_SegmentValues.xlsx file that
comes with this training and click Upload.

6.

In the Common Settings dialog, click OK to accept the default settings and proceed.

7.

In the Columns dialog, click OK to proceed with the default mapping.
The information from the selected file is uploaded, as shown in the screenshot below.
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Figure: Information Uploaded

8.

On the form toolbar, click Save.
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Business Accounts
In Acumatica ERP, business accounts are used to store information related to customers, vendors, and
employees, as well as similar information about your company branches (which is used on outgoing
documents).
Acumatica ERP gives you flexibility in configuring identifiers for these business accounts. If needed, you
can use similar but different identifiers for customers, vendors, and employees. The same business can
be both your customer and your vendor, with a separate identifier for each capacity. Also, customers
and vendors can be organized into a hierarchy that reflects their actual business relationships.
Identifiers for Business Accounts
You can decide upon and configure the rules for creating business account identifiers during system
deployment. The BIZACCT segmented key, which you define using the Segmented Keys (CS202000)
form, is used for configuring the general structure of identifiers for business accounts, including
accounts for your company branches. This structure includes the overall identifier length, the number of
segments, and the type of segments.
Before you configure the key, consider the information you would like to include in branch, vendor,
customer, and employee IDs. Make such decisions as how many segments the identifiers will have,
whether the segments should be validated, whether auto-numbering should be used for one of the
segments, and whether values for each segment should be validated. You also need to decide whether
to use the BIZACCT segmented key directly for branches, vendors, customers, and employees or to
configure separate keys based on BIZACCT, as the following subsections describe.
Once you have defined all needed segmented keys, you use the Segment Values (CS203000) form to
enter the valid values for segments that should be validated.
Using BIZACCT Directly for Vendors, Customers, and Employees
Once you have configured the BIZACCT segmented key, it can be used by default for vendor, customer,
and employee identifiers. This should work well for your company if you don't mind having one set
of values for validated segments, regardless of whether the ID happens to be a vendor, customer, or
employee ID.
Configuring Separate Identifiers for Vendors, Customers, and Employees
If you want these three types of identifiers to look different at a glance, use the Segmented Keys
form to configure the VENDOR, CUSTOMER, and EMPLOYEE segmented keys, all of which inherit their
structure (number of segments, segment types, and overall length) from the BIZACCT key. If BIZACCT
has an autonumbered segment, consider using either different prefixes for numbering sequences for
each type of identifier or different ranges of numbers for each sequence.
For the CUSTOMER, VENDOR, and EMPLOYEE segmented keys, you can configure only minor differences,
such as different sets of values for validated segments, or different prefixes for the auto-numbering
sequences if one of the segments in the BIZACCT key was configured as an autonumbered segment.

Using Parent Accounts
In Acumatica ERP, your company's customers and vendors can be organized into hierarchies with
parent and child companies to reflect the relations among the companies while allowing you to preserve
each as a separate entity in the system, if needed. Any of your company's vendors or customers can be
a parent of another vendor or customer.
When you create a vendor or customer business account, you can specify the ID of its parent in the
Parent Account field on the Vendors (AP303000) or Customers (AR303000) form. On either form, this
field displays for selection all vendor and customer identifiers based on the BIZACCT segmented key, so
that you can pick the appropriate vendor or customer as a parent.
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Step 18.5: Configuring BIZACCT
In this step, you will learn how to define the parent segmented key in order to meet some specific
numbering sequences requirements: have the vendor ID auto-numbered with the prefix “V”.
To meet this goal, you also need to configure BIZACCT to define the length of the numbering sequence.
BIZACCT is the parent key for the VENDOR, CUSTOMER, and EMPLOYEE segmented keys. It is
associated with the account used for your company branches in the system.
Perform the following instructions:
1.

Launch the AcumaticaSegmentedKeys application instance and open the Segmented Keys form
(CS202000; Configuration > Common Settings).

2.

In the Segmented Key ID box, select BIZACCT.

3.

Leave the Specific Module and Numbering ID boxes cleared.

4.

In the segment definition table, double-click the line with the first segment to allow editing.

5.

For the segment with ID of 1, set the following values, as shown in the screenshot below:
•

Description: Business Account

•

Length: 15

•

Align: Left

•

Edit Mask: Unicode

•

Case Conversion: Uppercase

•

Validate: cleared

•

Auto Number: cleared

•

Separator: -

Figure: Edited Segment

6.

Save the changes.

7.

In the Segmented Key ID box, select VENDOR.
Notice that the Parent box displays BIZACCT, and the segment definition table contains the
Override column. This column is available for only the segmented keys that have a parent (such
as VENDOR).

8.

In the Numbering ID box, select VENDOR.

9.

In the segment definition table, double-click the line with the first segment to allow editing.
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10. For the segment with ID of 1, set the following values, as shown in the screenshot below:
•

Description: Business Account

•

Override: selected

•

Length: 10

•

Align: Left

•

Edit Mask: Unicode

•

Case Conversion: Uppercase

•

Validate: cleared

•

Auto Number: cleared

•

Separator: -

Figure: Edited Segment

11. Save the changes.
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Lesson Summary
In this lesson, you have learned what are segmented keys and segmented key values in Acumatica ERP
and how to configure them.
Review Questions
•

What are the steps to configure a segmented key?

•

What are the segment values?

•

What does the segment validation mean?

•

Do you always need to define segment values?

•

Is it possible to create a new segmented key?

•

What is the purpose of the BIZACCT segmented key?
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Lesson 19: Wiki and Wiki Content
In Acumatica ERP, a wiki is a repository of working materials or a knowledge base where you can store
such information as Help articles, internal manuals, instructions, marketing materials, and plans. You
can create and maintain a number of wikis of different purposes.
Acumatica wikis offer the following features:
•

Instant availability of information for intended users.

•

A variety of security options to make the wikis safe, including multi-level access rights based on
user roles.

•

Configurable approval procedures.

•

Easy-to-remember markup.

•

Quick keyword search or full-text search of a particular wiki.

•

Article version control.

•

File attachment management.

By using Acumatica wikis, users can create, edit, and share information. Organizations can easily create
specialized wikis for sharing information within project teams, within and across departments, or with
external users. Wiki users can share policy and procedure manuals, employee manuals, business plans,
individual plans, task lists, and other frequently updated documents and benefit from wiki version
tracking and security.
The file attachments feature enables users to link files in any format to wiki articles. Acumatica ERP
provides a predefined wiki: Help, which includes the complete set of online documentation.
You use the Document Management module in Acumatica ERP to create, update, and customize wikis.
The module also helps you administer user access to wikis and wiki articles.
Lesson Objectives
You will do the following:
•

Create a wiki

•

Create a wiki article and add it to the wiki

•

Create an article with the attached file

•

Learn about role-based access to wiki articles

| Step 19.1: Viewing the Existing Wiki | 264

Step 19.1: Viewing the Existing Wiki
Acumatica ERP provides a predefined wiki, Help, that includes the complete set of online
documentation. As with any other wiki, the Help wiki can be modified, if needed. However, we strongly
recommend that you restrict the ability to modify the Help wiki.
The main modules of the Help suite appear in the application's main menu, as the screenshot below
shows.

Figure: Help suite in the Classic UI

To check how the Help suite is implemented in the system:
1.

Deploy a new Acumatica ERP instance as you have done in Step 3.3.
Use the AcumaticaWiki name for the instance, and insert the I100 demo dataset to this instance.

2.

Launch the AcumaticaWiki application instance by clicking Start > Acumatica >
AcumaticaWiki.

3.

On the Welcome page of the site, sign in with the admin username and the setup password, then
change the password.

4.

Open the Wiki Site Map form (SM202010; Configuration > Document Management > Manage).
The left pane contains a tree-like structure of all the wikis configured in your organization with
all the folders within them. The wikis are represented as first-level nodes. As shown in the
following screenshot, Installation, Customization, User Guide and so on are all separate wikis.

| Step 19.1: Viewing the Existing Wiki | 265

Figure: Help Wiki Site Map

5.

In the left pane, click a node icon to the left of the Installation wiki to expand the node and view
the hierarchical structure of this wiki.
The right pane displays the list of its items (folders and articles) with their details, as shown in
the following screenshot. Notice that some wikis have a one-level list of folders, while other wikis
have multiple levels.

Figure: Installation Node Expanded

On the screenshot, you can see the Folder column. In this column, you can select and clear
check boxes to indicate that the article is a folder that can contain other articles or folders. A
folder appears as a node in the wiki tree. By clearing the check box, you can make the selected
folder an article only. If the folder that you’re making an article contains folders or articles, they
will be moved to the parent folder that holds this article.
The Number column has a number representing the order of the article in the wiki tree.
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6.

Open the Wiki form (SM202005; Configuration > Document Management > Manage).

7.

In the ID box, select User Guide.
The parameters of the selected wiki are shown, as you can see in the screenshot below.
In particular, you can see the wiki settings for the modern and classic user interface of the
Acumatica ERP system.

Figure: Wiki form displaying User Guide wiki
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Step 19.2: Creating a Wiki
In Acumatica ERP, a wiki is a repository of working materials or a knowledge base where you can store
such information as Help articles, internal manuals, instructions, marketing materials, and plans. You
can create and maintain a number of wikis of different purposes.
Acumatica ERP supports user-created wikis. In this step, you will create a new wiki by using the Wiki
(SM202005) form.
Perform the following instructions:
1.

Launch the AcumaticaWiki application instance and open the Wiki form (SM202005;
Configuration > Document Management > Manage).

2.

On the form toolbar, click Add New Record.

3.

In the ID box, type Company Processes.

4.

In the Name box, type Company Internal Processes.

5.

Clear the Require Approval check box.
This check box indicates (if selected) that the approval is required for publishing wiki articles in this
wiki.

6.

Select the Hold on Edit check box.
This check box indicates (if selected) that the Hold check box is selected by default for a new wiki
article in this wiki. The user can clear the Hold check box before saving the article to publish the
article or to begin the approval process.

7.

In the Site Map Location, select Help (expand Company and double-click Help).
The name to the Site Map Title is inserted automatically.
You can leave the Site Map Location box blank to hide the wiki. The hidden wiki will not appear in
the system and will be available only on the current form.

8.

On the Wiki Settings tab, in the Look and Feel group, in the Style box, select Help.

9.

In the Print Style box, select Help Print.

10. On the toolbar, click Save.
The new wiki has been created, as shown in the screenshot below. Now you can proceed to
configuring its settings.
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Figure: New wiki

11. Click the Access Rights tab and review the access rights to the wiki, as shown in the following
screenshot.
Your current role is Administrator.
Before you save the changes to the wiki, make sure that you have rights to view, modify, and
delete your wiki.

| Step 19.2: Creating a Wiki | 269

Figure: Access rights to the wiki

12. On the Access Rights tab, leave the default settings and open the Tags tab.
13. On the table toolbar, click Add Row and in the Description column, type Employee Processes.
14. Open the Locales tab, review the default setting (English language) and on the form toolbar,
click Save.
On the Locales tab, you can select the languages that may be used in the wiki.
15. Navigate to the Wiki Site Map form (SM202010; Configuration > Document Management >
Manage).
16. Verify that the new wiki has appeared in the site map, as shown in the screenshot below.

Figure: New wiki in the site map
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Step 19.3: Creating a Wiki Article
In this lesson, you will create a new article and add it to the existing wiki by using the Create new
article link.
Perform the following instructions:
1.

Launch the AcumaticaWiki application instance.

2.

On the main menu, open the Help suite, then click the Company Internal Processes wiki.
You might need to sign out and sign in back to see the new wiki on the main menu in the Classic
UI.

3.

In the left pane, click Create new article, as shown in the following screenshot.

Figure: Create new article link

The Wiki Editor form for articles is displayed in the right pane. Notice that the Parent Folder for
the new article already is Company Internal Processes.
4.

In the right pane, in the Article ID, type QuotationProcess.

5.

In the Name box, type Quotation Process.

6.

In the Article Type box, leave Wiki.

7.

On the form toolbar, click Save.
The Quotation Process article is created, but has no contents. Its name is displayed in the left
pane.

8.

On the form toolbar, click Edit Current Article (as shown in the following screenshot) to
continue with the content of this article.

Figure: Edit Current Article button

9.

On the Content tab, copy and paste the following text to the article box, as shown in the
following screenshot:
Step 1. Create a service order type with the Quote behavior on the Service Order
Types (FS.20.23.00) form.
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Step 2. Create a quote on the Service Orders (FS.30.01.00) form by selecting
a service order type with the Quote behavior and specifying the following
information for the service order, as described in Service Order Entry:
The customer and its location
The company’s branch and its location (and optionally, the room at the branch
location where the appointments take place)
The date and time information of the service order
The services that are provided for this service order
Optional: The included inventory items
You can use the buttons on the wiki editor toolbar to format the text.

Figure: The process of editing the article

10. Click Save.
The article text has been updated, but you can see that is does not have any line breaks.
11. On the toolbar, click Edit Current Article and insert line breaks to the text.
12. On the article box toolbar, click Preview (as shown in the following screenshot) to verify your
modifications.

Figure: Preview button

13. Clear the Hold check box.

| Step 19.3: Creating a Wiki Article | 272

When you clear the check box, the status of the article changes to Published if publishing
approval is not required or Pending if publishing approval is required. In this training, approval is
not required, and the article will be published.
14. Open the Properties tab, and in the Keyword box, type Quote.
15. Click Add Row to create a new line for tags, and in the created line, select Employee Processes,
as shown in the following screenshot.

Figure: Adding keywords and tags

16. Save the changes.
Related Links
Wiki Markup Reference
Wiki Editor Form for Articles
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Step 19.4: Creating a Wiki Article with Attachment
In this lesson, you will create a new article and add it to the existing wiki by using the wiki toolbar
button.
Perform the following instructions:
1.

Navigate to the Wiki Site Map form (SM202010; Configuration > Document Management >
Manage).

2.

In the left pane, click a node icon to the left of the Company Internal Processes wiki.
The right pane displays the article it contains, as shown in the following screenshot.

3.

In the left pane, click Create New Article, as shown in the following screenshot.

Figure: Quotation Process article on the wiki site map

4.

Select the check box next to the Quotation Process article and on the toolbar, click View Article.
The selected article is displayed.

5.

On the toolbar, click Add New Article, as shown in the following screenshot.

Figure: Add New Article button

The form for creating a new article is displayed. Notice that the Parent Folder for the new
article is Company Internal Processes. It is the same parent as has the article you have been
viewing.
6.

In the right pane, in the Article ID, type Logo.

7.

In the Name box, type Logo Usage.

8.

In the Article Type box, leave Wiki.

9.

On the toolbar of the article box, click Attach.
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10. In the File Upload dialog that opens, select the S100_SysAdm_Logo.jpg file that comes with the
training, and click Upload.
The maximum size of the file you can attach is 25000 KB.

The File Link Editor dialog box opens, as shown in the following screenshot.

Figure: File Link Editor

11. In the File Link Editor, click OK.
The file has been attached to the article.
12. Open the Attachments tab and verify that the uploaded file is there.
13. On the toolbar, click Get Link and in the dialog box that opens, copy the Wiki Link string.
14. Open the Content tab and paste the link into the wiki editor box.
15. Add the following text to the article before the attached image: Please follow the usage
rules shown here when using our logos and insert a line break
16. On the toolbar, click Preview, as shown in the following screenshot.

Figure: The process of editing the article

17. Clear the Hold check box.
18. Open the Properties tab, and in the Keyword box, type Logo.
19. Save the changes.
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Access to Wiki Articles
In Acumatica ERP, you configure all access, including access to the wiki, by using roles. Each role
is collection of functions a user with the role may access. Acumatica ERP provides several built-in
roles and a number of predefined roles with names and abilities that vary by reseller. Your company
may need to redefine roles or create new roles to effectively separate employee duties in accordance
with established internal policies. Wiki access management involves configuring new roles, modifying
existing roles, and assigning roles to users to allow them to perform the required tasks in the wikis.
Role Setup
Generally, for roles whose users work with wikis, access should be configured to the following:
•

Particular wikis for which the roles will edit, publish, or create new articles (which might include
templates or announcements).

•

Forms in the Document Management module that users with the role will use to rename and move
articles in the wiki site map, view and compare article versions, and publish articles.

•

Forms in the User Security module to create new roles or modify existing ones for wiki users and
to configure approval procedures.

For example, a small or mid-sized company might have the following wiki-related roles, which differ by
the level of access to wikis and by the tasks users with the role may perform:
•

Internal User: Users with this role can view the Help wiki (that is, they have View Only access
to it) and access their personal user settings. Such a role would be assigned to each internal user
(one who is employed by your company) in the system. The rights of the role may be extended to
provide access to other wikis that include public materials.

•

Wiki Author: These users can view and edit published and unpublished wiki articles, create new
articles and folders, move articles between folders, and publish articles. The role may have access
to Help (if the company policy allows modification of Help), to another wiki that contains the
company internal instructions and manuals, or to other work documents.

•

Wiki Administrator: Users with this role manage the access rights other roles have to wikis,
folders, and files. Users with the role may create new wikis and wiki styles and set up approval
procedures for the publishing of articles. The role should have full access to all wikis.

Your company may create additional wikis for corporate use. When you create new wikis, wiki folders,
and articles, the existing roles will not have access to them. You will need to establish proper access
rights to those items by modifying existing roles or creating new ones.
Access for Wiki Articles
You can set the access each role has to the wikis available in your company by using the Wiki Access
by Role (SM202015) form. If the company has multiple wikis, you set access for each of the wikis
separately. You can set access rights to a particular article or folder by using the Access Rights tab
when you open the article in the Wiki Editor form.
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Figure: Wiki Access by Role form

The following levels of access rights are available for all items (wikis, folders, or articles) in all wikis. If
a particular level of access rights is set for a wiki, by default, that level is inherited by all articles and
folders in the wiki. You can, however, set different levels of access rights for articles and folders within
the wiki.
Access for wiki articles

Option

Description

Not Set

If all roles has this level of access rights to a wiki, users with all roles have
access to the new wiki. When another option is selected for at least one of
the roles, this option denies access for roles that have not been explicitly
set.

Revoked

If a role has this level of access rights to a wiki, users with the role are
denied access to the entire wiki and its items; for such users, the wiki is
not displayed in the navigation pane. Other (more permissive) levels of
access set for articles within the wiki won’t allow users with the role to view
those items in the navigation pane; these users can access the items only
by using direct links to the items.

View Only

If a role has this level of access rights to a wiki, a user with the role may
view the published article, published articles within the folder, or published
articles in the wiki, depending on the item to which the level is assigned.
Access to the item is inherited by all articles within the item; if the item
is an unpublished folder, a user with the role cannot see the published
articles within it even if the role has permissive rights for these articles. If
the role has the View Only level of access rights, the Edit Current Article,
Add New Article, and Delete Article buttons are unavailable on the wiki
toolbar for the user.

Edit

If a role has this level of access rights to a wiki, a user with the role may
view and edit published and unpublished articles in the wiki. If a role has
this level of access rights to an article in the wiki, users with the role may
set higher and lower levels of access to the item. For folders and articles to
which the user has this level of access, the Add New Article and Delete
Article buttons are unavailable on the wiki toolbar for the user.
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Option

Description

Insert

If a role has this level of access rights to a wiki, a user with the role can edit
articles and folders, create new articles, and initiate the approval process
for publishing if approval is required for the wiki. If a role has this level of
access rights to an item within the wiki, users with the role may set higher
and lower levels of access for the item. For folders and articles to which the
user has this level of access, the Add New Article button is available and
the Delete Article button is unavailable on the wiki toolbar for the user.

Publish

If a role has this level of access rights to a wiki, a user with the role may
edit, create, and publish articles. If a role has this level of access rights to
an item within a wiki, users with the role may set higher and lower levels of
access to the item. For folders and articles to which the user has this level
of access, the Add New Article button is available and the Delete Article
button is unavailable on the wiki toolbar for the user.

Delete

If a role has this level of access rights to a wiki, a user with the role may
modify the access other users have to articles using the article properties,
as well as edit, create, publish, and delete articles. If a role has this level
of access rights to an item within the wiki, users with the role may set
any level of access to the article. For folders and articles to which the user
has this level of access, all the buttons are available, including the Delete
Article button.

For users whose roles allow them to edit articles (with Edit or higher access rights), you may want to
grant access to the following forms, so that these users can insert and update graphics within articles:
•

Search in Files (SM202520)

•

File Maintenance (SM202510)
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Additional Information
The following concepts are outside of the scope of this course but may be useful to some readers. You
can use the links below to get additional information.
Configuring Wiki Appearances
In Acumatica ERP, you can easily modify the styles used to display the articles in wikis and the styles
used to print wiki articles. For more information, see Wiki Style Examples.
Making wiki articles visible and invisible
You can make a wiki article that was created on Self-Service Portal visible in Acumatica ERP as well. At
a later time, you can remove the visibility of the wiki article that you made visible in Acumatica ERP. For
more information, see To Make a Wiki Article Visible in Acumatica ERP.
Comparing Wiki Article Versions
When you work with an Acumatica ERP wiki, you can store the history of each article so that you can
answer any questions about who changed what and when the changes occurred. Not only can you
compare versions, but you can also revert to previous ones. For more information, see To Compare Wiki
Articles Versions.
Wiki Approval Procedures
Articles in a wiki must be published to be seen by all users. An organization may require articles to be
approved by authorized employees before they may be published. In Acumatica ERP, you can configure
approval procedures by using roles and wiki functionality. For more information, see Wiki Approval
Procedures.
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Lesson Summary
In this lesson, you have learned how you can create, edit, and manage wikis and wiki articles.
Review Questions
•

What are the steps to create a wiki and articles within it?

•

What formats you can use for the wiki article text?

•

Can you modify existing wikis (Help)?

•

How do you configure access to wiki articles?

